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NEWS

Internet Organised Crime Threat Assessment (IOCTA) 2021 (recommended
by our member Silvestro Marascio)
https://www.europol.europa.eu/publications—events/main-
reports/internet—-organised-crime-threat—-assessment—iocta—-2021

LEGGI, DOTTRINA, GIURISPRUDENZA

L”anagrafe delle criptovalute (segnalato dal nostro socio Silvestro
Marascio)
www.ltaliaoggi.it/amp/news/l-anagrafe-delle-criptovalute-2550505

L"avvocato che crea un atto falso in fotocopia non commette reato
(segnalato dal nostro socio Silvestro Marascio)
https://www.filodiritto.com/lavvocato-che-crea-un—-atto-falso—
fotocopia-non-commette-reato

Sentenza n. 2868 del 2022 della Seconda Sezione Penale della Corte
di Cassazione sul reato di autoriciclaggio e criptovalute (segnalato
dal nostro socio Silvestro Marascio)
https://www.antiriciclaggiocompliance.it/autoriciclaggio—e—
trasferimento-di-valuta-a-societa-estere-per—-lacquisto-di-
criptovalute/

Acquisizione di dati informatici dai server aziendali da parte della
Guardia di Finanza (segnalato dal nostro socio Silvestro Marascio)
www.fiscoetasse.com/amp/approfondimenti/14512-acquisizione—-di—-dati-
informatici-dai-server—-aziendali-da-parte-della-guardia-di-
finanza.html




Cassazione: E' istigazione all'odio razziale il like al post
facebook dal contenuto razzista (segnalato dal nostro socio
Silvestro Marascio)
news.avvocatoandreani.it/articoli/istigazione-all-odio-razziale-
like-post—-facebook-dal-contenuto-razzista-106642.html

Tribunale di Latina sull’utilizzo di algoritmi nella PA
https://www.e-lex.it/it/procedura-informatizzata-per-lassegnazione-
di-incarichi-di-supplenza-un-caso-di-discriminazione—-algoritmica/

Poteri del Ctu e nullita della perizia: i chiarimenti delle Sezioni
Unite
https://www.altalex.com/documents/news/2022/02/14/poteri-del-ctu-e—
nullita-della-perizia-i-chiarimenti-delle-sezioni-unite

US Copyright Office refuses to register AI-generated work
https://blog.quintarelli.it/2022/02/us-copyright-office-refuses-to-
register—ai—-generated-work—-finding-that—-human—-authorship-is-a-
prerequisite—-to—-copyright-protection-the—-ipkat/

Regole sulla conservazione dei documenti
https://www.dirittodellinformatica.it/ict/gennaio-2022-3-nuovi-
adempimenti-obbligatori-per—-le—aziende.html

PRIVACY & GDPR

Popular apps left biometric data, IDs of potentially millions of
users in danger (recommended by our member Silvestro Marascio)
https://cybernews.com/security/popular—apps—left-biometric—-data—-ids-—
of-millions-of-users—-in-danger/

La sentenza 258/2022 della Corte di Appello di Roma (segnalato dal
nostro socio Silvestro Marascio)
https://www.medialaws.eu/risarcimento-del-danno-da-illecito—
trattamento-dei-dati-personali-e-difficolta-della-prova-la-sentenza-
258-2022-della-corte-di-appello-di-roma-e-il-ricorso-alla-prova-
presuntiva/

CISPE: First Code of Conduct for Data Protection in Cloud
Infrastructure goes live (recommended by our member Silvestro
Marascio)
https://cispe.cloud/first—-code-of-conduct-for-data-protection—in-—
cloud-infrastructure-goes-1live/

Cassazione penale, Sez. III, sentenza 20 gennaio 2022, n. 2243 sul
produrre in giudizio documenti con dati personali (segnalato dal
nostro socio Silvestro Marascio)
https://www.quotidianogiuridico.it/documents/2022/02/17/privacy—
produrre-in-giudizio-documenti-con-dati-personali-non-danneggia-1-
interessato#




Sui chiarimenti del Garante privacy sulla videosorveglianza
"domestica" (della nostra socia Elisa Chizzola)
https://ntplusdiritto.ilsole24ore.com/art/sistemi-videosorveglianza-
domestica-garante-privacy—-fissa-regole—-AEVDE39

Commento al piano ispettivo del Garante per il primo semestre 2022
(della nostra socia Elisa Chizzola)
https://ntplusdiritto.ilsole24ore.com/art/sistemi-videosorveglianza-—
via-piano-ispettivo—-garante-AEZMzIFB

Cassazione civile: Caso Yahoo!: nel cancellare la cache i1l diritto
all’oblio e di cronaca sono da bilanciare
https://www.quotidianogiuridico.it/documents/2022/02/16/caso—-yahoo—
nel-cancellare-la-cache-il-diritto-all-oblio—-e—-di-cronaca-sono-da-
bilanciare

EDPB Opinion 1/2022 on "certification criteria" GDPR - CARPA
https://edpb.europa.eu/our-work—-tools/our—-documents/opinion-board-
art-64/opinion-12022-draft-decision-luxembourg_en

PAPERS/TUTORIALS

Identification and assessment of existing and draft EU legislation
in the digital field (recommended by our member Luigi Degan)
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU (2022) 7
03345

Special Report: Future of AI and Digital Healthcare (recommended by
our member Luigi Degan)
https://www.ft.com/reports/future-ai-digital-healthcare

When the Algorithm Is Your Boss (recommended by our member Emanuela
Garlaschelli)
https://tribunemag.co.uk/2022/01/amazon-algorithm-human-resource—
management-tech-worker—-surveillance

Libro: "Il tuo capo & un algoritmo" di Antonio Aloisi e Valerio De
Stefano (segnalato dal nostro socio Luigi Degan)
https://www.laterza.it/scheda-1ibro/?isbn=9788858141298

Libro: "Metaverso: La Guida Pratica"™ a cura di Giuseppe Vaciago
(segnalato dalla socia Micol Fantini)
https://store.streetlib.com/en/stefano-ricci/metaverso-la-guida-
pratica

Privacy: Negata la tutela per foto apparsa in cronaca (segnalato
dalla socia Flora Tozzi)
https://www.filodiritto.com/privacy—-trascurabile—-imbarazzo—o-
lesione—-alla-reputazione

Libro: "Sicurezza delle informazioni - Edizione 2022" di Cesare
Gallotti (scusate l'autopromozione)
http://blog.cesaregallotti.it/p/blog-page.html




DIGITAL FORENSICS TECHNIQUES

Investigating Usernames Using the Maigret Transform for Maltego
(recommended by our member Silvestro Marascio)
https://www.maltego.com/blog/investigating—usernames—using—the—
maigret-transform-for-maltego/

The Kit (recommended by our member Silvestro Marascio)
https://kit.exposingtheinvisible.org/en/thekit.html

General Purpose vs Specialized Digital Forensics Tools
https://www.cybertriage.com/blog/digital-forensics-tool-kit/general-
purpose-vs—specialized-digital-forensics-tools/

Speech Collection Guidelines for Speaker Recognition: Interviewing
at a Temporary Location
https://www.aes.org/standards/webinars/AES_Standards_Webinar_SC0312_
2022 0124 .pdf

TOOLS

Toutatis — A Tool That Allows You To Extract Information From
Instagrams Accounts Such As E-Mails, Phone Numbers And More
(recommended by our member Silvestro Marascio)
https://www.kitploit.com/2021/12/toutatis-tool-that-allows—-you—
to.html

New Underactor tool reveals pixelated text to expose sensitive data
(recommended by our member Silvestro Marascio)
https://www.hackread.com/underactor-tool-reveal-pixelated-text-
expose—data/

Free Cybersecurity Services and Tools (recommended by our memeber
Flora Tozzi)
https://www.cisa.gov/free-cybersecurity-services—and-tools

Forensic Images for DVR Analysis (EO1l or DD) in DVR Examiner
https://www.magnetforensics.com/blog/dvr-examiner-forensic-images-
for-dvr—analysis—-eOl-or-dd/

EKFiddle v.1.1.2
https://github.com/malwareinfosec/EKFiddle

Incident Response Collection Protocol
https://securityonline.info/incident-response-collection-protocol/

Android Triage: Bash script to extract data from an Android device
https://github.com/RealityNet/android_triage

Free DFIR With Cyber Triage Lite - Intro and USB-based Collection
https://www.cybertriage.com/blog/digital-forensics—-tool-kit/free—
dfir-with-cyber-triage-lite-intro-and-usb-based-collection/




Autotimeliner - Automagically Extract Forensic Timeline From
Volatile Memory Dump
https://www.kitploit.com/2022/02/autotimeliner—automagically—
extract.html

WELA: Windows Event Log Analyzer
https://securityonline.info/wela-windows—-event—-log—-analyzer/

This New Tool Can Retrieve Pixelated Text from Redacted Documents
https://thehackernews.com/2022/02/this—-new-tool—-can—-retrieve—
pixelated.html

CONFERENCES & CFP

Mar 15, 2022 - Cybersecurity Standardisation Conference 2022
https://www.enisa.europa.eu/events/cybersecurity standardisation_ 202
2/cybersecurity_standardisation_2022

Sat 28th of May 2022: HackInBo Spring Edition 2022: CfC Closing
30/04/2022
https://www.hackinbo.it/call-for—-papers.php

Sat 24th September 2022: RomHack2022. CfP Closing May 29th
https://romhack.camp/call-for-papers/

LINKS

BLOGS & PORTALS
http://articles.forensicfocus.com/
http://computer—-forensics.sans.org/blog
http://windowsir.blogspot.com
http://ericjhuber.blogspot.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/
https://blog.gdatasoftware.com/

[ITA] http://blog.cesaregallotti.it
[ITA] http://www.studioag.pro

WIKIS

http://www.forensicswiki.org
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B
ibliography




TOOLS

http://www.cftt.nist.gov/
http://www.opensourceforensics.org/
https://github.com/keydet89/RegRipper2.8
http://winfe.wordpress.com/

THANKS

Many news are from Twitter; you can check our retweets.

Newsletter a cura del Consiglio dell’Associazione DFA - Digital
Forensics Alumni.

Digital Forensics Alumni in qualita di titolare del trattamento dei
dati personali, informa che questi sono utilizzati esclusivamente
per lo scopo di gestione del servizio newsletter. I dati sono
comunicati solo al servizio di Google. Al sito www.perfezionisti.it
€ accessibile la versione piu estesa della presente Informativa.




