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NEWS

Sito dell'Agenzia per la Cybersicurezza Nazionale ACN (segnalato dal
nostro socio Silvestro Marascio)
https://www.acn.gov.it/

Log4Shell: RCE 0O-day exploit found in log4j 2
https://www.lunasec.io/docs/blog/logdj—zero—-day/

Zero-Day Exploit Targeting Popular Java Library Log4]j
https://www.govcert.ch/blog/zero-day-exploit-targeting—popular—java-
library-logdj/.

Opinion of the European central bank of 30 November 2021 on a
proposal for a regulation to extend traceability requirements to
transfers of crypto-assets (recommended by our member Nicola
Bernini)
https://www.ecb.europa.eu/pub/pdf/other/en_con_2021_37_f sign~fb3fe2
ed28. .pdf?3d9d5c2e5b3c64ad221ae0d3laae55c3

Criptovalute: il presidente della SEC nomina un nuovo consulente
(segnalato dal nostro socio Nicola Bernini)
https://www.punto—informatico.it/criptovalute-presidente-sec—nomina-
corey—-frayer—-nuovo-consulente—-crypto/

I1 "caso Alexa" e le ripercussioni sulla privacy e sicurezza
(segnalato dal nostro socio Silvestro Marascio)
https://www.rainews.it/amp/articoli/2021/12/I1-caso-Alexa-e—-le—
ripercussioni-sulla-privacy-e-sicurezza-dei-minori-25dd712f-1a33-
4eeb-9ecd-24101c27eb2a.html

Piano Triennale per 1l’informatica AgID
https://www.agid.gov.it/it/agenzia/piano-triennale




NextCloud vuole fermare OneDrive: ci pensi l'antitrust (segnalato
dalla nostra socia Flora Tozzi)
https://www.punto-informatico.it/nextcloud-vuole—-fermare-onedrive-—
ci-pensi-lantitrust/

La Svezia vuole rendere illegale il mining delle criptovalute
(segnalato dalla nostra socia Flora Tozzi)
https://techprincess.it/svezia-criptovalute-mining—illegale/

LEGGI, DOTTRINA, GIURISPRUDENZA

Data retention: frenata della Cassazione (sentenza n. 33116/2021)
https://www.altalex.com/documents/news/2021/10/28/data—-retention—
frenata—-cassazione

Copyright formato digitale, guida alle nuove norme (D. Lgs.
177/2021)
https://www.altalex.com/documents/news/2021/12/07/copyright—-formato-
digitale

Copyright e diritti nel mercato digitale: attuata la Direttiva UE
https://www.altalex.com/documents/news/2021/12/14/copyright—e—
diritti—-nel-mercato-digitale—attuata-la-direttiva-ue

Controlli difensivi compatibili con l'art. 4, L. 300/1970.
Cassazione civile sentenza n. 25732/2021
https://www.altalex.com/documents/news/2021/12/10/controlli-
difensivi-compatibili-con—-nuovo—-articolo-4-1egge—-300-1970

I1 controllo a distanza dei lavoratori - ebook e infografica
https://studiolegalelisi.it/approfondimenti/il-controllo—a-distanza-
dei-lavoratori-ebook—e—-infografica/

Offese su Facebook: la Cassazione conferma la legittimita del
licenziamento. Sentenza n. 27939 del 13 ottobre 2021
https://www.altalex.com/documents/news/2021/12/16/offese-su-—
facebook-la-cassazione-conferma-la-legittimita-del-licenziamento

Contatto bloccato: non esclusa la molestia recata con messaggi
WhatsApp e sms. Cass. Pen., sent. n. 37974/2021
https://www.altalex.com/documents/news/2021/12/17/contatto-bloccato-
non-esclusa-la-molestia-recata—-con-messaggi-whatsapp—-e—sms

Consiglio di Stato: quando si pud parlare di intelligenza
artificiale. Sentenza n. 7891/2021
https://www.altalex.com/documents/news/2021/12/10/consiglio-di-
stato—-quando-si-puo-parlare-di-intelligenza-artificiale

Difensore civico digitale e potere sanzionatorio: novita da AgID
https://anorc.eu/attivita/difensore—-civico-digitale—e—potere-
sanzionatorio—novita—-da—-agid/




Ministry of Commerce of China (“MOFCOM”) Issues New Encryption
Import Control
https://sanctionsnews.bakermckenzie.com/mofcom—issues—new—
encryption—import—-control-effective-immediately/

Primo provvedimento di un tribunale italiano a tutela del software
libero: storica ordinanza a Venezia
https://aliprandi.blogspot.com/2021/12/primo-provvedimento—
tribunale-italiano-software-libero-venezia.html

Alphabet CEO Pichai can be questioned in privacy lawsuit, judge
rules
https://www.reuters.com/technology/alphabet—-ceo—pichai—-can—-be-
questioned-privacy—-lawsuit—judge-rules—2021-12-28/

La diffamazione online & diventato un reato fantasma (segnalato
dalla nostra socia Flora Tozzi)
https://www.filodiritto.com/la-diffamazione-online-e-diventato-un-
reato—-fantasma

PRIVACY & GDPR

EDPB Guidelines 01/2021 on Examples regarding Personal Data Breach
Notification. Updated 3rd January 2022 (recommended by our member
Filippo Bianchini)

https://edpb.europa.eu/our—-work—tools/our—
documents/guidelines/guidelines—-012021-examples—-regarding-personal-
data—-breach_en

Is Small Data the key to success in a privacy-centric world?
(recommended by our memeber Silvestro Marascio)
https://cybernews.com/privacy/is—-small-data-the-key-to-success—in-a-
privacy-centric-world/

Facial recognition: the CNIL orders CLEARVIEW AI to stop reusing
photographs available on the Internet (recommended by our memeber
Silvestro Marascio)
https://www.cnil.fr/en/facial-recognition-cnil-orders—-clearview—ai-—
stop-reusing-photographs—available-internet

SPECIALE SMART TOYS (Segnalazioni della socia Flora Tozzi)

Pagina del Garante privacy suil giocattoli intelligenti
https://www.garanteprivacy.it/temi/iot/smarttoys

Page "Smart Toys" of the Australian eSafety Commissioner
https://www.esafety.gov.au/parents/gift-guide/smart-toys

European Commission and toys
https://ec.europa.eu/growth/sectors/toys_en

Internet non & un paese per bambini
https://www.garanteprivacy.it/web/guest/home/docweb/—/docweb—
display/docweb/9591884




Riconoscimento facciale, perché la moratoria non basta: tutti i nodi
della norma italiana
https://www.agendadigitale.eu/sicurezza/privacy/riconoscimento—
facciale—-perche-la-moratoria-non-basta-tutti-i-nodi-della—-norma-—
italiana/

Linee Guida Cookie e altri strumenti di tracciamento - INFOGRAFICA
https://www.gpdp.it/web/guest/home/docweb/—-/docweb—
display/docweb/9734291

PAPERS/TUTORIALS

Tecnologie per il controllo delle frontiere in Italia (Hermes
Center)
https://protecht.hermescenter.org/

Alexandra Elbakyan, la trentenne kazaka che ha reso disponibili
milioni di articoli scientifici
https://startupitalia.eu/168162-20211222-alexandra—elbakyan—-la—
trentenne-kazaka-che-buca-il-copyright

DIGITAL FORENSICS TECHNIQUES

OSINT Guide To Bitcoin Investigations (recommended by our memeber
Silvestro Marascio)
https://www.secjuice.com/osint-beginners—guide—-for-bitcoin-—
investigations/

Forensic Acquisition of Websites, Webpages and Online Services with
Open Source Tools
https://www.osdfcon.org/events_2021/forensic-acquisition—-of-
websites-webpages—and-online-services-with-open-source-tools/

Windows Third Party Apps Forensics Poster (by Mattia Epifani)
https://www.sans.org/posters/windows—third-party—-apps—forensics—
poster/

Android and i0S acquisition Recommendations
https://smarterforensics.com/2021/12/android-and-ios—-acquisition-
recommendations/

How Forensic Investigators Can Find Meaningful Data From ‘Factory
Reset’ Devices
https://www.forensicfocus.com/news/how-forensic-investigators—-can-
find-meaningful-data-from-factory-reset-devices/




TOOLS

Wireshark Forensics Toolkit: cross-platform Wireshark plugin to
speed up network forensic analysis
https://securityonline.info/wireshark—-forensics-toolkit/

Top 20 Most Popular Hacking Tools in 2021
https://www.kitploit.com/2021/12/top—-20-most—popular—hacking-tools—
in.html

FACT: collect, process and visualise forensic data from clusters of
machines
https://securityonline.info/forensic—-artefact-collection-tool/

CONFERENCES & CFP

LINKS

BLOGS & PORTALS
http://articles.forensicfocus.com/
http://computer—-forensics.sans.org/blog
http://windowsir.blogspot.com
http://ericjhuber.blogspot.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/
https://blog.gdatasoftware.com/

[ITA] http://blog.cesaregallotti.it
[ITA] http://www.studioag.pro

WIKIS

http://www.forensicswiki.org
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B
ibliography

TOOLS

http://www.cftt.nist.gov/
http://www.opensourceforensics.org/
https://github.com/keydet89/RegRipper?2.8
http://winfe.wordpress.com/




Many news are from Twitter; you can check our retweets.

Newsletter a cura del Consiglio dell’Associazione DFA - Digital
Forensics Alumni.

Digital Forensics Alumni in qualita di titolare del trattamento dei
dati personali, informa che questi sono utilizzati esclusivamente
per lo scopo di gestione del servizio newsletter. I dati sono
comunicati solo al servizio di Google. Al sito www.perfezionisti.it
e accessibile la versione piu estesa della presente Informativa.




