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NEWS

The Taliban may have seized biometric data that can ID US allies in
Afghanistan (recommended by our member Flora Tozzi)
https://www.theverge.com/2021/8/18/22630686/biometric-data-
afghanistan-taliban-hiide-civilians

Intelligenza Artificiale, proposto il nuovo gquadro normativo europeo
https://www.altalex.com/documents/news/2021/05/20/intelligenza—
artificiale—-nuovo—quadro—-normativo—europeo

UNI 11822:2021: Attivita professionali non regolamentate -
Criminalista - Requisiti di conoscenza, abilita, autonomia e
responsabilita. Segnalato dalla nostra socia Fiorella Mandaglio
http://store.uni.com/catalogo/uni-11822-2021/

SP 800-53A Rev. 5 (Draft): Assessing Security and Privacy Controls
in Information Systems and Organizations (recommended by our member
Andrea Razzini)
https://csrc.nist.gov/publications/detail/sp/800-53a/rev-5/draft

Cybercrime: rassegna delle novita maggio—giugno 2021. Segnalato dal
nostro socio Gabriele Braccioni
https://www.sistemapenale.it/it/scheda/cybercrime-rassegna-novita-
maggio—giugno-2021

Pegasus Spyware: How It Works and What It Collects
https://zetter.substack.com/p/pegasus—-spyware—how—it-works—and




LEGGI, DOTTRINA, GIURISPRUDENZA

Cassazione su intercettazioni e modifica dell'imputazione
https://www.filodiritto.com/intercettazioni-e-modifica-
dellimputazione—-la-legittimita-dellautorizzazione—-dipende-soltanto—
dallimputazione-originaria

Convertito in legge il decreto 82 su cybersicurezza, e istituzione
dell'Agenzia per la cybersicurezza nazionale
https://www.altalex.com/documents/news/2021/08/19/cybersecurity—
convertito-legge—-decreto-ora-parole—fatti

Perimetro di sicurezza: DPCM 81 del 2021 su notifiche e misure di
sicurezza
http://blog.cesaregallotti.it/2021/08/perimetro-di-sicurezza—dpcm—
81-del-2021.html

Cassazione penale, sez. III penale, sentenza 25 giugno 2021, (ud. 06
maggio 2021), n. 24885/2021 (uso delle prove digitali). Segnalato
dal nostro socio Gabriele Braccioni
https://sites.les.univr.it/cybercrime/wp-

content /uploads/2021/01/cassazione-24885-2021.pdf

La proposta di Regolamento del Parlamento europeo e del Consiglio
stabilisce norme armonizzate in materia di AI:
https://www.altalex.com/documents/news/2021/05/20/intelligenza—
artificiale—nuovo—-quadro-normativo—-europeo.

PRIVACY & GDPR

Zoom is no longer compatible with GDPR, Hamburg data watchdog claims
(recommended by our member Flora Tozzi)
www.litpro.co.uk/policy-legislation/general-data-protection-—
regulation—-gdpr/360625/zoom—incompatible-with—gdpr

Garante: Parere sulla valutazione di impatto relativa al sistema
dell'Arma dei Carabinieri "C-CAM" (segnalato dal nostro socio
Silvestro Marascio)
https://www.garanteprivacy.it/home/docweb/—-/docweb-
display/docweb/9690902

Diritto all’oblio, motori di ricerca e rimozioni legali online
(segnalato dal nostro socio Silvestro Marascio)
https://www.privacylab.it/IT/1213/diritto-all-oblio-motori-di—
ricerca-e-rimozioni-legali-online/

China’s sweeping Personal Information Protection Law to come into
effect on November 1
https://www.scmp.com/tech/policy/article/3145763/chinas—sweeping—
personal-information-protection-law-come-effect




PAPERS/TUTORIALS

Dangers Posed by Evidentiary Software—and What to Do About It
https://www.lawfareblog.com/dangers—-posed-evidentiary-softwareand-
what-do—-about-it

Libro raccomandato dalla nostra socia Flora Tozzi: Garry Kasparov,
Deep Thinking
https://www.fandangolibri.it/prodotto/deep-thinking/

Libro raccomandato dalla nostra socia Flora Tozzi: Michele Godena,
Bruno Codenotti; L'eterna sfida
https://www.hoeplieditore.it/hoepli-catalogo/articolo/l—-eterna-
sfida-michele—godena/9788820399788/2407

Libro raccomandato dalla nostra socia Flora Tozzi: Marcus Du Sautoy;
Il codice della creativita
https://bur.rizzolilibri.it/libri/il-codice-della-creativita-2/

Libro raccomandato dalla nostra socia Flora Tozzi: Christopher
Wylie; Il mercato del consenso. Come ho creato e poi distrutto
Cambridge Analytica
https://www.longanesi.it/libri/christopher-wylie—-il-mercato-del-
consenso—-9788830455368/

How AI-powered tech landed man in jail with scant evidence
https://apnews.com/article/artificial-intelligence—-algorithm—
technology-police-crime-7e3345485aa668c97606d4b54f906220

DIGITAL FORENSICS TECHNIQUES

Common OSINT Model
https://github.com/3c7/common-osint-model

Open-Source Intelligence and Geospatial Intelligence Supporting
Evacuation of Afghan Allies, Translators, and U.S. Citizens in
Afghanistan (recommended by our member Silvestro Marascio)
https://quietprofessionalsllc.com/news—events/open-source-
intelligence—-and—-geospatial-intelligence-supporting—-evacuations—in-
afghanistan/

How to find someone by email address in 5 steps? (recommended by our
member Silvestro Marascio)
https://usersearch.org/updates/2021/08/18/how-to-find-someone—-by—
email-address—-in-5-steps/

Extracting Evidence From Damaged Devices
https://www.forensicfocus.com/webinars/extracting-evidence-from—
damaged-devices/




Advanced Forensic Recovery And Analysis Of MySQL Data In Deleted
State
https://www.forensicfocus.com/webinars/advanced-forensic-recovery-
and-analysis—-of-mysgl-data—-in-deleted-state/

Trusted Timestamping (RFC 3161) in Digital Forensics
https://www.metaspike.com/trusted-timestamping-rfc-3161-digital-
forensics/

i0S 15 Forensic Implications: Temporary iCloud Backups
https://blog.elcomsoft.com/2021/08/ios-15-forensic—implications—
temporary—-icloud-backups/

TOOLS

Sherlog: An Open Source Image Forensic Toolset (recommended by our
member Silvestro Marascio)
https://inteltechniques.com/blog/2021/08/14/sherlog—an—-open—-source—
image—-forensic-toolset/

CSIRT-Collect - PowerShell Script To Collect Memory And (Triage)
Disk Forensics
https://www.kitploit.com/2021/08/csirt—collect—powershell-script-
to.html

Autopsy 4.19.0 with Hosts, Analysis Results, and OS Accounts
https://www.autopsy.com/autopsy—-4-19-0-with-hosts-results/

Sherlog: An Open Source Image Forensic Toolset
https://inteltechniques.com/blog/2021/08/14/sherlog—an—-open—-source—
image—forensic-toolset/

CONFERENCES & CFP

25th of September 2021: #RomHack2021. CfP closes on May 28th
https://www.romhack.io/cfp-2021.html

LINKS

BLOGS & PORTALS
http://articles.forensicfocus.com/
http://computer—-forensics.sans.org/blog
http://windowsir.blogspot.com
http://ericjhuber.blogspot.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
https://www.privacyinternational.org/




http://volatility—-labs.blogspot.it/
https://blog.gdatasoftware.com/

[ITA] http://blog.cesaregallotti.it
[ITA] http://www.studioag.pro

WIKIS

http://www.forensicswiki.org
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B
ibliography

TOOLS

http://www.cftt.nist.gov/
http://www.opensourceforensics.org/
https://github.com/keydet89/RegRipper2.8
http://winfe.wordpress.com/

THANKS

Many news are from Twitter; you can check our retweets.

Newsletter a cura del Consiglio dell’Associazione DFA - Digital
Forensics Alumni.

Digital Forensics Alumni in qualita di titolare del trattamento dei
dati personali, informa che questi sono utilizzati esclusivamente
per lo scopo di gestione del servizio newsletter. I dati sono
comunicati solo al servizio di Google. Al sito www.perfezionisti.it
€ accessibile la versione piu estesa della presente Informativa.




