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NEWS

Bando per il Corso di Perfezionamento in Criminalita Informatica e
Investigazioni Digitali 2019-2020
https://www.unimi.it/index.php/it/postgraduate/advanced-course/aa—
2019-2020-criminalita-informatica-e—-investigazioni—-digitali-reati

Master in cybersecurity: Data Protection, Formazione di CISO e DPO -
Statale di Milano.
https://cybersecurity.master.di.unimi.it/index.php

Scoppia 1l caso Google Assistant: diffusi dati privati e sensibili
degli utenti
https://www.corrierecomunicazioni.it/privacy/scoppia—-il-caso—google—
assistant-diffusi-dati-privati-e-sensibili-degli-utenti/

Video fasulli e porno vendette: la sessualita sotto ricatto
https://ilmanifesto.it/video-fasulli-e-porno-vendette-la-sessualita-
sotto-ricatto/

Peculiarita delle perquisizioni dirette alla ricerca di evidenze
informatiche: 1’ago nel pagliaio
https://www.ictsecuritymagazine.com/articoli/peculiarita-delle—
perquisizioni-dirette—alla-ricerca-di-evidenze—-informatiche-lago-
nel-pagliaio/

UK's biggest police forensics lab pays RANSOM to hackers following
cyber attack
https://theworldnews.net/gb-news/uk-s-biggest-police-forensics—-lab-
pays—-ransom-to—-hackers—-following-cyber—-attack

Cellebrite: "Possiamo sbloccare tutti gli iPhone"
https://www.repubblica.it/tecnologia/sicurezza/2019/06/16/news/celle
brite_possiamo_sbloccare_tutti_gli_iphone_-228899158/




Russia's Secret Intelligence Agency Hacked: 'Largest Data Breach In
Its History'
https://www.forbes.com/sites/zakdoffman/2019/07/20/russian—
intelligence-has-been-hacked-with-social-media—-and-tor-projects-
exposed/#261b82306b11

LEGGI, DOTTRINA, GIURISPRUDENZA

La necessita di acquisire singoli file giustifica il sequestro di un
intero pc? (link segnalato dal nostro socio Silvestro Marascio)
https://www.forensicsgroup.eu/2019/07/la—-necessita-di—acquisire—
singoli-file—-giustifica-il-sequestro—di-un—-intero-pc/

Approvato in via definitiva il disegno di legge su Revenge porn e

codice rosso (link segnalato dal nostro socio Silvestro Marascio)

https://www.forensicsgroup.eu/2019/07/approvato—in-via-definitiva-
il-disegno-di-legge—-su-revenge—porn—-e—codice—-rosso/

Cass. Pen. Sez. V n. 2905/19: caso in cui il marito accede a
Facebook della moglie con credenziali dalla stessa rese note
(segnalazione della nostra socia Maddalena Padovan)
http://www.studiolegalezuco.it/accesso—abusivo-sistema-informatico-
615-ter—-profilo-facebook-conoscenza-credenziali-cassazione-penale-
2905-2019/.

Cass.pen. Sez.V n. 26604: strutture del reato di cui all’art. 640
ter cp su frode informatica e all’ art. 615 ter cp su accesso
abusivo al sistema informatico (segnalazione della nostra socia
Maddalena Padovan)
https://canestrinilex.com/risorse/reati-informatici-e-prova-
indiziaria—-cass—-2660419/

Sisley vs Amazon: 1 a 0, per il Tribunale di Milano prevale il
sistema di distribuzione selettiva del brand di cosmetica di alta
gamma
https://www.filodiritto.com/sisley-vs—amazon—-1-0-il-tribunale-di-
milano-prevale-il-sistema-di-distribuzione-selettiva-del-brand

PRIVACY & GDPR

Provvedimento Garante del 22 luglio 2019 su trattamento di categorie
particolari di dati (segnalazione della nostra socia Emanuela
Garlaschelli)
https://www.garanteprivacy.it/web/guest/home/docweb/—/docweb—
display/docweb/9124510

Stangata da 5 miliardi su Facebook per il caso Cambridge Analytica.
La FTC: "Ha violato la privacy"
https://www.repubblica.it/economia/2019/07/12/news/stangata_da_5_mil
iardi_su_facebook_per_il_caso_cambridge_analytica_la_ftc_ha violato_
la_privacy_-231070656/




Report: Over 1,000 Android apps take your data, even despite
permission blocks
https://9to5google.com/2019/07/09/android-app-data-permissions/

Nuove tecnologie, potere di controllo datoriale e privacy del
lavoratore (link segnalato dal nostro socio Silvestro Marascio)
https://www.ilpuntopensionielavoro.it/site/home/lavoro/nuove—
tecnologie-potere-di-controllo-datoriale—-e-privacy-del-
lavoratore.html

Monitoring delle email dei dipendenti, 1l'importanza della policy
(link segnalato dal nostro socio Silvestro Marascio)
https://www.defensis.it/news/107/monitoring_delle_email_dei_dipenden
ti_ 1 _importanza_della policy.htm

PAPERS/TUTORIALS

The Art of iPhone Acquisition
https://blog.elcomsoft.com/2019/07/the-art-of-iphone-acquisition/

Cyber Hygiene Guidance for Windows 10 by Center for Internet
Security (recommended by our member Andrea Razzini
https://www.cisecurity.org/blog/cyber-hygiene-guidance-for-windows—
10/

Huawei backup decryptor
http://blog.digital—-forensics.it/2019/07/huawei-backup-
decryptor.html

i0S 13 (Beta) Forensics
https://blog.elcomsoft.com/2019/07/ios-13-beta-forensics/

Breaking and Securing Apple iCloud Accounts
https://blog.elcomsoft.com/2019/07/breaking—and-securing—apple-
icloud-accounts/

SWGDE Practical Considerations for Submission and Presentation of
Multimedia Evidence in Court - initial draft for public comment
https://forensicphotoshop.blogspot.com/2019/07/swgde—practical-
considerations—-for.html

Extended Mobile Forensics: Analyzing Desktop Computers
https://blog.elcomsoft.com/2019/07/extended-mobile-forensics—
analyzing-desktop—-computers/




TOOLS

How To Analyze Windows 10 Timeline With Belkasoft Evidence Center
https://articles.forensicfocus.com/2019/07/09/how-to-analyze—
windows—-10-timeline-with-belkasoft-evidence-center/

Several security holes that affect Tails 3.14.2 are now fixed in
Tails 3.15.
https://tails.boum.org/security/Numerous_security_holes_in_3.14.2/

DAEMON Tools Pro 8 Lifetime: emulation software
https://www.giveawayoftheday.com/daemon-tools—pro-lifetime/

DarkScrape : OSINT Tool For Scraping Dark Websites (link suggested
by our member Silvestro Marascio)

https://kalilinuxtutorials-
com.cdn.ampproject.org/c/s/kalilinuxtutorials.com/darkscrape/amp/

How To Perform Remote Acquisition Of Digital Devices With Belkasoft
Evidence Center
https://articles.forensicfocus.com/2019/07/29/how-to-perform-remote-
acquisition-of-digital-devices—-with-belkasoft-evidence-center/

CONFERENCES & CFP

August 8 to 11, 2019 (CFC ends on May 01, 2019), Las Vegas, Nevada,
USA - DEF CON 27 CFP
https://www.defcon.org/html/defcon-27/dc-27-cfp-form.html

September 16-18, 2019 - Milan, Italy: CARDS 2019 on Cyber Attacks
Response and Defense (formerly ICDF2C)
http://cardsconference.orqg/

30 September 2019 and 1-6 October 2019 - Prague - 10th annual
European SANS Digital Forensics & Incident Response (DFIR) Summit
and Post-Summit Training Course Dates
https://www.surveymonkey.co.uk/r/DFIR19CFP

28 settembre 2019 - Roma - RomHack
https://www.romhack.io/cfp-2019.html

October 3, 2019: Venice AppSec 2019 (CFC deadline June 14, 2019)
https://www.easychair.org/cfp/VeniceAppSec2019

9 novembre 2019: HackInBo (Chiusura CFP: 31 Agosto 2019)
https://www.hackinbo.it/call-for—-papers.php




LINKS

BLOGS & PORTALS
http://articles.forensicfocus.com/
http://computer—-forensics.sans.org/blog
http://windowsir.blogspot.com
http://ericjhuber.blogspot.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
https://www.privacyinternational.org/
http://volatility—-labs.blogspot.it/
https://blog.gdatasoftware.com/

[ITA] http://blog.cesaregallotti.it
[ITA] http://www.studioag.pro

WIKIS

http://www.forensicswiki.org
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B
ibliography

TOOLS

http://www.cftt.nist.gov/
http://www.opensourceforensics.org/
https://github.com/keydet89/RegRipper2.8
http://winfe.wordpress.com/

THANKS

Many news are from Twitter; you can check our retweets.

Newsletter a cura del Consiglio dell’Associazione DFA - Digital
Forensics Alumni.

Digital Forensics Alumni in qualita di titolare del trattamento dei
dati personali, informa che questi sono utilizzati esclusivamente
per lo scopo di gestione del servizio newsletter. I dati sono
comunicati solo al servizio di Google. Al sito www.perfezionisti.it
€ accessibile la versione piu estesa della presente Informativa.




