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=============================== 

            NEWS 

=============================== 

 

Pegasus, uno spyware israeliano per WhatsApp 

https://www.punto-informatico.it/pegasus-whatsapp-spyware-

israeliano/ 

 

WhatsApp Rushes to Fix Security Flaw Exposed in Hacking of Lawyer’s 

Phone 

https://www.nytimes.com/2019/05/13/technology/nso-group-whatsapp-

spying.html 

 

Violate le reti di tre principali società produttrici di antivirus 

https://www.cert-pa.it/notizie/violate-le-reti-di-tre-principali-

societa-produttrici-di-antivirus/ 

 

Data breach, password esposte e Consigli dell’Ordine: una 

conversazione con Fabrizio Sigillò su avvocatura e sicurezza 

https://zerodays.podbean.com/e/data-breach-password-esposte-e-

consigli-dellordine-una-conversazione-con-fabrizio-sigillo-su-

avvocatura-e-sicurezza/ 

 

Israele reagisce a un attacco cyber di Hamas e ne abbatte il 

quartier generale informatico 

https://formiche.net/2019/05/israele-abbattuto-quartier-generale-

cyber-hamas/ 

 

In a first, Israel responds to Hamas hackers with an air strike 

https://www.zdnet.com/article/in-a-first-israel-responds-to-hamas-

hackers-with-an-air-strike/ 

 

What Israel's Strike on Hamas Hackers Means For Cyberwar 

https://www.wired.com/story/israel-hamas-cyberattack-air-strike-

cyberwar/ 

 

Google Will Replace Titan Security Key Over a Bluetooth Flaw 

https://www.wired.com/story/google-titan-security-key-recall-ble/ 



 

New Class of Flaws Affects Intel Chips 

https://arstechnica.com/gadgets/2019/05/new-speculative-execution-

bug-leaks-data-from-intel-chips-internal-buffers/ 

 

Cybercrime Gang Behind GozNym Banking Malware Dismantled 

https://threatpost.com/cybercrime-gang-behind-goznym-banking-

malware-dismantled/144795/ 

 

The Story Behind The U.S. Conflict with Huawei 

https://uk.reuters.com/investigates/special-report/huawei-usa-

campaign/ 

 

Popular games send unknown data to unknown entities, even if 

developers are reputable 

https://9to5mac.com/2019/05/15/popular-games/ 

 

Guerre di rete (audio) con Giovanni Ziccardi 

https://www.raiplayradio.it/audio/2019/05/RADIO3--MONDO---Guerre-di-

rete-e2998648-7b7b-4252-b36e-a4a849f6997f.html 

 

Stolen NSA hacking tool now victimizing US cities (segnalazione del 

nostro socio Yuri Corio) 

https://www.cnet.com/news/stolen-nsa-hacking-tool-now-victimizing-

us-cities-report-says/ 

 

Firefox plug-in for validation of Qualified Website Authentication 

Certificates (QWAC): 

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/2019/05/31/T

he+Agency+for+Digital+Italy+brings+online+security+to+the+next+level

. 

 

Apple, Google and WhatsApp condemn UK proposal to eavesdrop on 

encrypted messages (Segnalazione della nostra socia Daniela Quetti) 

https://cnb.cx/2Wf6TDG 

 

=============================== 

LEGGI, DOTTRINA, GIURISPRUDENZA 

=============================== 

 

Cassazione 7709 2019: eliminazione dei contenuti nell'ambito del 

c.d. "caching" (segnalazione del nostro socio Gianbattista Causin) 

https://www.eius.it/giurisprudenza/2019/243 

 

Copia forense, acquisizione di immagini, atto irripetibile: una 

recente sentenza della Cassazione 

https://www.forensicsgroup.eu/2019/05/copia-forense-acquisizione-di-

immagini-atto-irripetibile-una-recente-sentenza-della-cassazione/ 

 

Disciplina della vendita di beni e servizi digitali: le direttive 

2019/770/UE e 2019/771/UE (segnalazione del nostro socio Silvestro 

Marascio) 

https://dirittodiinternet.it/verso-lunificazione-salvo-deroghe-

della-disciplina-della-vendita-beni-servizi-digitali-le-direttive-

2019770ue-2019771u/ 

 



=============================== 

      PRIVACY & GDPR 

=============================== 

 

T4DATA: dal Garante un ciclo di webinar e incontri per gli RPD 

operanti presso i soggetti pubblici 

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-

display/docweb/9113500 

 

Segnalazione al Parlamento e al Governo sulla disciplina delle 

intercettazioni mediante captatore informatico 

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-

display/docweb/9107773 

 

Garante Privacy, elezioni in arrivo e captatori informatici (di 

Giovanni Ziccardi) 

https://ziccardi.ghost.io/garante-privacy-elezioni-in-arrivo-e-

captatori-informatici/ 

 

San Francisco becomes first city to bar police from using facial 

recognition 

https://www.cnet.com/news/san-francisco-becomes-first-city-to-bar-

police-from-using-facial-recognition/ 

 

Il set documentale privacy, tra must-have e nice-to-have (del nostro 

socio Giuseppe Marinelli) 

https://www.cyberlaws.it/2019/il-set-documentale-privacy-tra-must-

have-e-nice-to-have/ 

 

Streaming workshop "GDPR in scientific research" (segnalazione del 

nostro socio Yuri Corio) 

https://www.youtube.com/watch?v=HyAR44ZqwBE&feature=youtu.be 

 

How to set your Google account to delete itself after you die (from 

our member Silvestro Marascio) 

https://www.cnbc.com/amp/2019/05/28/how-to-set-google-to-delete-

everything-after-i-die.html 

 

Nubi sul Privacy shield: il caso Facebook sui dati personali arriva 

alla Corte Ue 

https://www.corrierecomunicazioni.it/privacy/nubi-sul-privacy-

shield-il-caso-facebook-sui-dati-personali-arriva-alla-corte-ue/ 

 

Sanzione del Garante per telemarketing 

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-

display/docweb/9116053 

 

Mail di avvocati hackerate, il garante della privacy avvia 

l'istruttoria: "Pec insicure" 

https://www.agi.it/cronaca/mail_hacker_avvocati_anonymous-

5459640/news/2019-05-09/amp/ 

 

  



=============================== 

    PAPERS/TUTORIALS 

=============================== 

 

How to read Windows Hibernation file (hiberfil.sys) to extract 

forensic data? 

https://www.andreafortuna.org/2019/05/15/how-to-read-windows-

hibernation-file-hiberfil-sys-to-extract-forensic-data/ 

 

Cosa sono i burner phone e perché li vogliono tutti (Segnalazione 

del socio Silvestro Marascio) 

https://www.agi.it/blog-italia/riccardo-

luna/cosa_sono_i_burner_phone-5527275/post/2019-05-23/ 

 

Windows Registry Analysis 101 

https://articles.forensicfocus.com/2019/04/05/windows-registry-

analysis-101/ 

 

Webinars - Obtaining Critical Real-Time Evidence From The Cloud 

https://www.forensicfocus.com/c/aid=312/webinars/2019/obtaining-

critical-real-time-evidence-from-the-cloud/ 

 

=============================== 

             TOOLS 

=============================== 

 

Solving Magnet Forensics CTF with Plaso, Timesketch, and Colab 

https://dfir.blog/solving-magnet-forensics-ctf-with-plaso-

timesketch-colab/ 

 

EvtxECmd 

https://windowsir.blogspot.com/2019/05/evtxecmd.html 

 

Xplico 1.2.2 is now available. 

https://www.xplico.org/archives/1562 

 

Kali Linux 2019.2 Release 

https://www.kali.org/news/kali-linux-2019-2-release/ 

 

ExtractFace 7.0.2 - tool to help people to extract data from 

Facebook  

http://le-tools.com/ExtractFace.html 

 

Aggiornamento di BlackArch Linux 2019.06.01 (segnalazione del nostro 

socio Andrea Razzini) 

https://www.blackarch.org/ 

 

=============================== 

       CONFERENCES & CFP 

=============================== 

 

Each month - Milan - Buzzwords#2019 

https://twitter.com/gziccardi/status/1096093714055872513/photo/1 

 

6 e 7 giugno 2019, Torino: e-privacy XXV 

http://e-privacy.winstonsmith.org 



 

8 giugno 2019, Milano: Capitalismo Della Sorveglianza - Quali 

Minacce? Come Difendersi? 

https://www.facebook.com/events/370308456913829/ 

 

August 8 to 11, 2019 (CFC ends on May 01, 2019), Las Vegas, Nevada, 

USA - DEF CON 27 CFP  

https://www.defcon.org/html/defcon-27/dc-27-cfp-form.html 

 

September 16-18, 2019 - Milan, Italy: CARDS 2019 on Cyber Attacks 

Response and Defense (formerly ICDF2C)  

http://cardsconference.org/ 

 

30 September 2019 and 1-6 October 2019 - Prague - 10th annual 

European SANS Digital Forensics & Incident Response (DFIR) Summit 

and Post-Summit Training Course Dates  

https://www.surveymonkey.co.uk/r/DFIR19CFP 

 

28 settembre 2019 - Roma - RomHack 

https://www.romhack.io/cfp-2019.html 

 

October 3, 2019: Venice AppSec 2019 (CFC deadline June 14, 2019) 

https://www.easychair.org/cfp/VeniceAppSec2019 

 

9 novembre 2019: HackInBo (Chiusura CFP: 31 Agosto 2019) 

https://www.hackinbo.it/call-for-papers.php 

 

=============================== 

             LINKS 

=============================== 

 

BLOGS & PORTALS 

http://articles.forensicfocus.com/ 

http://computer-forensics.sans.org/blog 

http://windowsir.blogspot.com 

http://ericjhuber.blogspot.com/ 

http://www.forensicphotoshop.blogspot.com/ 

http://forensicmethods.com/ 

http://blog.digital-forensics.it/ 

http://www.techandlaw.net/ 

http://xwaysclips.blogspot.it/ 

https://www.privacyinternational.org/ 

http://volatility-labs.blogspot.it/ 

https://blog.gdatasoftware.com/ 

 

[ITA] http://blog.cesaregallotti.it 

[ITA] http://www.studioag.pro 

 

WIKIS 

http://www.forensicswiki.org 

http://www.forensicswiki.org/index.php?title=Upcoming_events 

http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B

ibliography 

 

TOOLS 

http://www.cftt.nist.gov/ 



http://www.opensourceforensics.org/ 

https://github.com/keydet89/RegRipper2.8 

http://winfe.wordpress.com/ 

 

 

=============================== 

             THANKS 

=============================== 

 

Many news are from Twitter; you can check our retweets. 

                           

=============================== 

Newsletter a cura del Consiglio dell’Associazione DFA - Digital 

Forensics Alumni. 

 

Digital Forensics Alumni in qualità di titolare del trattamento dei 

dati personali, informa che questi sono utilizzati esclusivamente 

per lo scopo di gestione del servizio newsletter. I dati sono 

comunicati solo al servizio di Google. Al sito www.perfezionisti.it 

è accessibile la versione più estesa della presente Informativa. 

=============================== 

 


