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============================================================== 

            DFA OPEN DAY - MILANO, 10 APRILE 2019 PM 

============================================================== 

 

Il DFA Open Day 2019 si terrà presso l’Università degli Studi di Milano il giorno mercoledì 10 aprile 

2019. 

  

Il 4 marzo si concluderà la Call for papers per i nostri soci e poi predisporremo il programma. 

 

Per intanto, vi raccomandiamo di segnarvi la data! 

 

=============================== 

            NEWS 

=============================== 

 

China’s Maxim – Leave No Access Point Unexploited: The Hidden Story of China Telecom’s BGP 

Hijacking (thanks to Andrea Razzini) 

https://scholarcommons.usf.edu/mca/vol3/iss1/7/ 

 

Secure Interdomain Traffic Exchange – BGP Robustness and DDoS Mitigation: NIST Releases Draft 

Special Publication (thanks to Andrea Razzini) 

https://csrc.nist.gov/news/2018/nist-releases-draft-sp-800-189-for-comment 

 

United Nations Accidentally Exposed Passwords and Sensitive Information to the Whole Internet 

https://theintercept.com/2018/09/24/united-nations-trello-jira-google-docs-passwords/ 

 

Uso distorto dei canali di comunicazione: un'innocente foto dal Perù usata per propaganda razzista. 

https://twitter.com/bknsty/status/1081954569196879872 

 

Copyright, i Paesi bocciano la riforma europea: rischia di slittare dopo le elezioni 

https://www.wired.it/internet/regole/2019/01/21/nuovo-stop-riforma-europea-copyright/ 

 

Maxi furto di dati online "Collection#1": 773 milioni di email e 21 milioni di password in un archivio 

https://www.repubblica.it/tecnologia/sicurezza/2019/01/17/news/email_e_password_rubate-

216826514/ 



 

The 773 Million Record "Collection #1" Data Breach 

https://www.troyhunt.com/the-773-million-record-collection-1-data-reach/ 

 

An Astonishing 773 Million Records Exposed in Monster Breach 

https://www.wired.com/story/collection-one-breach-email-accounts-passwords/ 

 

=============================== 

LEGGI, DOTTRINA, GIURISPRUDENZA 

=============================== 

 

Cassazione -- Accesso informatico: reato anche per chi si fa girare email con dati riservati 

https://www.formazionegiuridica.org/concorso-nel-reato-di-accesso-abusivo-al-sistema-

informatico-nello-scambio-di-file-protetti-tra-colleghi/ 

 

Foto sui social dei figli minorenni, i genitori rischiano fino a 10mila euro di multa 

https://www.repubblica.it/tecnologia/2018/01/08/news/multa_foto_figli_social-186077784/ 

 

Consenso alla privacy poco chiaro, in Francia multa da 50 milioni di euro per Google 

https://www.lastampa.it/2019/01/21/tecnologia/consenso-alla-privacy-poco-chiaro-in-francia-

multa-da-milioni-di-euro-per-google-aDmrdULxnqJU2oMdLJeBsI/pagina.html 

 

GDPR: Google hit with €50 million fine by French data protection watchdog: 

https://www.zdnet.com/article/gdpr-google-hit-with-eur50-million-fine-by-french-data-protection-

watchdog/. 

 

Vimeo condannata a risarcire 8,5 milioni di euro a Rti-Mediaset 

https://www.diritto.it/hosting-provider/ 

 

=============================== 

    PAPERS/TUTORIALS 

=============================== 

 

2019 OSINT Guide 

https://www.randhome.io/blog/2019/01/05/2019-osint-guide/ 

 

Windows Registry Forensics Revisited:  

https://www.fireeye.com/blog/threat-research/2019/01/digging-up-the-past-windows-registry-

forensics-revisited.html 

 

Tendrils of Crime: Visualizing the Diffusion of Stolen Bitcoins 

https://arxiv.org/abs/1901.01769 

 

Analysis of the AmCache 

https://www.ssi.gouv.fr/en/publication/amcache-analysis/ 

 

ENISA publishes training course material on network forensics for cybersecurity specialists 

https://www.enisa.europa.eu/news/enisa-news/enisa-publishes-training-course-material-on-

network-forensics-for-cybersecurity-specialists/ 

 

ENISA Threat Landscape 2018 report 



https://www.enisa.europa.eu/news/enisa-news/exposure-to-cyber-attacks-in-the-eu-remains-high/ 

 

Forensic Examination Of Manipulated Email In Gmail 

https://articles.forensicfocus.com/2019/01/29/forensic-examination-of-manipulated-email-in-

gmail/ 

 

=============================== 

             TOOLS 

=============================== 

 

Metasploit Framework 5.0 Released! 

https://blog.rapid7.com/2019/01/10/metasploit-framework-5-0-released/  

 

Buscador Investigative Operating System 

https://inteltechniques.com/buscador/index.html #dfir #digitalforensics 

 

Registry Explorer and RECmd 1.2.0.0 released 

https://binaryforay.blogspot.com/2019/01/registry-explorer-and-recmd-1200.html 

 

https://www.kitploit.com/2019/01/cirtkit-tools-for-computer-incident.html 

CIRTKit - Tools For The Computer Incident Response Team 

 

=============================== 

       CONFERENCES & CFP 

=============================== 

 

Nothing! 

 

=============================== 

             LINKS 

=============================== 

 

BLOGS & PORTALS 

http://articles.forensicfocus.com/ 

http://computer-forensics.sans.org/blog 

http://windowsir.blogspot.com 

http://ericjhuber.blogspot.com/ 

http://www.forensicphotoshop.blogspot.com/ 

http://forensicmethods.com/ 

http://blog.digital-forensics.it/ 

http://www.techandlaw.net/ 

http://xwaysclips.blogspot.it/ 

https://www.privacyinternational.org/ 

http://volatility-labs.blogspot.it/ 

https://blog.gdatasoftware.com/ 

 

[ITA] http://blog.cesaregallotti.it 

[ITA] http://www.studioag.pro 

 

WIKIS 

http://www.forensicswiki.org 



http://www.forensicswiki.org/index.php?title=Upcoming_events 

http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography 

 

TOOLS 

http://www.cftt.nist.gov/ 

http://www.opensourceforensics.org/ 

https://github.com/keydet89/RegRipper2.8 

http://winfe.wordpress.com/ 

 

 

=============================== 

             THANKS 

=============================== 

 

Many news are from Twitter; you can check our retweets. 

                           

=============================== 

Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics Alumni. 

 

Digital Forensics Alumni in qualità di titolare del trattamento dei dati personali, informa che questi 

sono utilizzati esclusivamente per lo scopo di gestione del servizio newsletter. I dati sono comunicati 

solo al servizio di Google. Al sito www.perfezionisti.it è accessibile la versione più estesa della 

presente Informativa. 

=============================== 

 


