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NEWS

Perché nessuno sa ancora chi & 1l'hacker che ha messo in ginocchio
Hacking Team
https://motherboard.vice.com/it/article/nepvxb/hacking-team—hacker—
phineas-fisher-storia

Joining forces or multiply solutions? Wwe should stop “reinventing
the wheel” by developing yet another FOSS tool that solves the same
problem

https://isc.sans.edu/diary/rss/24298

I1 Garante privacy all’Agenzia delle entrate: la fatturazione
elettronica va cambiata
https://www.gpdp.it/en/home/docweb/—-/docweb-
display/docweb/9059957?zx=wzf4dhlubl2yh

E-fattura, via al tavolo Garante Privacy—-Agenzia delle Entrate
(grazie al socio Gianbattista Causin)
https://www.corrierecomunicazioni.it/digital-economy/e—-fattura-via-
al-tavolo—garante-privacy—-agenzia-delle—-entrate/

Attacco informatico al sistema informativo del Ministero della
Giustizia e alle PEC
http://www.dagospia.com/rubrica-29/cronache/hacker—-all-rsquo—
assalto—-tribunali-interrotti-servizi-informatici-187938.htm

Multa (400 mila euro) inflitta dal Garante portoghese ad un ospedale
(grazie al socio Salvatore Familiari)
https://www.insideprivacy.com/data-privacy/portuguese—hospital—
receives—and-contests-400000-e-fine-for—-gdpr-infringement/

Information Security Audit and Self - Assessment Frameworks for
operators of essential services and digital service providers
https://www.enisa.europa.eu/news/enisa-news/information-security—
audit—-and-self-assessment-frameworks—-for-oes—and-dsps




LEGGI, DOTTRINA, GIURISPRUDENZA

GDPR valutazione di impatto: i1l Garante ha predisposto l'elenco dei
trattamenti che possono presentare rischi elevati per i diritti e le
liberta delle persone
https://www.gpdp.it/en/home/docweb/—-/docweb-display/docweb/9058979

Regolamento (UE) 2018/1725 del Parlamento europeo e del Consiglio,
del 23 ottobre 2018, sulla tutela delle persone fisiche in relazione
al trattamento dei dati personali da parte delle istituzioni, degli
organi e degli organismi dell’Unione e sulla libera circolazione di
tali dati, e che abroga il regolamento (CE) n. 45/2001 e la
decisione n. 1247/2002/CE (grazie al socio Gianbattista Causin per
la segnalazione).
https://eur—-lex.europa.eu/legal-content/IT/TXT/?uri=CELEX:32018R1725

Proposta di Regolamento del Parlamento Europeo e del Consiglio
relativo a un quadro applicabile alla libera circolazione dei dati
non personali nell’Unione europea (grazie al socio Gianbattista
Causin per la segnalazione).

https://eur-lex.europa.eu/legal-
content/IT/TXT/?uri=CELEX:52017PC0495

PAPERS/TUTORIALS

La blockchain & una tecnologia scadente e una pessima idea per il
futuro
https://thevision.com/innovazione/blockchain/

Evilginx 2Video demo of phishing login credentials, allowing for the
bypass of 2-factor authentication
https://vimeo.com/281220095

10S Hardening Configuration Guide
https://acsc.gov.au/publications/protect/ios-hardening-guide.htm

EDPS presents: The cartoon introduction to digital ethics (grazie
al socio Gianbattista Causin per la segnalazione).
https://edps.europa.eu/data-protection/our-work/publications/other—
documents/european—-data-protection—-supervisor-presents_en

Important forensic tools used in harvesting the deep web
https://www.deepdotweb.com/2018/11/23/important-forensic-tools-used-
in-harvesting-the-deep-web/

OWASP Mobile Security Testing Guide 1.1.0
https://www.owasp.org/index.php/OWASP_Mobile_Security_ Testing_Guide

Android Forensics: imaging android filesystem using ADB and DD
https://www.andreafortuna.org/dfir/android-forensics—-imaging—
android-file-system—using—adb—and-dd/




TOOLS

CAINE 10.0 "Infinity" is out!
https://www.caine-live.net/index.html

AutoTimeliner: automatically extract forensic timeline from memory
dumps
https://www.andreafortuna.org/dfir/autotimeliner—automatically—
extract-forensic-timeline—from—-memory—-dumps/

RBCmd: Recycle Bin artifact parser
http://cyberforensicator.com/2018/11/19/rbcmd-recycle-bin-artifact-
parser/

Malcom - Malware Communication Analyzer
https://www.darknet.org.uk/2018/11/malcom-malware—communication-—
analyzer/

Forensic7z: plugin for 7-Zip to open and browse disk images created
by specialised software for forensic analysis
http://www.tcdshell.com/en/7zip/forensic7z/

CONFERENCES & CFP

27-30 Dicembre: Lipsia — CCC Congress 2018 #35C3
https://events.ccc.de/category/congress/35c3/

LINKS

BLOGS & PORTALS
http://www.forensicblog.org
http://www.forensicfocus.com/computer—-forensics-blog
http://articles.forensicfocus.com/
http://computer—-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://windowsir.blogspot.com
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
http://justaskweqg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/




https://blog.gdatasoftware.com/
[ITA] http://www.siig.it/

[ITA] http://pierluigiperri.com/
[ITA] http://blog.cesaregallotti.it
[ITA] http://mattiaep.blogspot.it
[ITA] http://www.studioag.pro

[ITA] https://www.cyberlaws.it/

PODCASTS
http://www.cybercrimelOl.com
http://cyberspeak.libsyn.com
http://forensic4cast.com/

WIKIS

http://www.forensicswiki.org

http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B
ibliography

TOOLS

http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
https://code.google.com/p/regripper/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

THANKS

Many news are from Twitter; you can check our retweets.

Newsletter a cura del Consiglio dell’Associazione DFA - Digital
Forensics Alumni.

Digital Forensics Alumni in qualita di titolare del trattamento dei
dati personali, informa che questi sono utilizzati esclusivamente
per lo scopo di gestione del servizio newsletter. I dati sono
comunicati solo al servizio di Google. Al sito www.perfezionisti.it
€ accessibile la versione piu estesa della presente Informativa.




