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NEWS

Tutti i dati che Amazon ha su di me
https://motherboard.vice.com/it/article/ywédndv/dati-amazon-raccolta-
sorveglianza

Obsolescenza programmata, partendo da Samsung e Apple (suggested by
our member Alessandro Iocco)
https://inno3.1t/2018/11/02/obsolescenza-programmata—-partendo—-da—
samsung-e—apple/

Worst password of 2017
https://www.teamsid.com/worst-passwords—-2017-full-1ist/

Two New Bluetooth Chip Flaws Expose Millions of Devices to Remote
Attacks
https://thehackernews.com/2018/11/bluetooth-chip-hacking.html

HackInBo, cosa & successo alla decima edizione della kermesse
bolognese della cybersecurity
https://www.cybersecitalia.it/hackinbo-cosa-e-successo—-alla-decima-—
edizione—-della-kermesse-bolognese—-della-cybersecurity/7052/

Gli hacker di Anonymous attaccano le universita italiane
https://www.lastampa.it/2018/10/29/tecnologia/gli-hacker—-di-
anonymous—attaccano-le-universit—-italiane-un-messaggio—-contro-il-
governo-EspJlziwhyQ5zImMgyXfbK/pagina.html




LEGGI, DOTTRINA, GIURISPRUDENZA

Sicurezza informatica degli istituti di credito e responsabilita
contrattuale (nota a Cassazione civile, Sez. I, 3 febbraio 2017, n.
2950)
https://www.researchgate.net/publication/324798752_Sicurezza_informa
tica_degli_istituti_di_credito_e_responsabilita_contrattuale_nota_a_
Cassazione_civile_Sez I 3 febbraio_2017_n_2950

Ricettazione, no al dolo eventuale per l'acquisto su Ebay
http://www.diritto24.ilsole24ore.com/art/guidaAlDiritto/dirittoPenal
e/2018-09-25/ricettazione—-no—-dolo—-eventuale-l-acquisto—ebay——

172904 .php

“Selfie” erotici estorti al minore con violenza: € produzione di
materiale pedopornografico
http://www.quotidianogiuridico.it/documents/2018/09/11/selfie—
erotici-estorti—-al-minore-con-violenza—-e-produzione-di-materiale-
pedopornografico

Ricevere un CD-ROM con dati trafugati ex art. 615-ter configura
ricettazione (art. 648 c.p.) anche se i dati servono per la tutela
di un diritto
www.ilgiornale.it/news/politica/annullata-lassoluzione—-tronchetti-
provera—-1482251.html

Installare uno skimmer per carpire i codici segreti dei bancomat,
configura il delitto di cui all'art. 6l7-quinquies c.p.
http://www.ristretti.org/Le-Notizie-di—-Ristretti/bancomat—-reato-di-—
accesso—abusivo-a-sistema-informatico

Quando gli atti di bullismo si perpetuano ridicolizzando la vittima,
si configura il reato di stalking
http://www.ristretti.org/Le-Notizie-di-Ristretti/stalking—i-
dispetti-e-le-umiliazioni-continue-al-collega

L’uso del Jammer telefonico non configura il reato di impedimento di
intercettare o impedire comunicazioni.
https://www.lexced.com/2018/09/art-617-bis—c-p-installazione—-di-
apparecchiature—-atte—-ad-intercettare-od-impedire-comunicazioni-o—
conversazioni/

PAPERS/TUTORIALS

Study on contractual relationships between online platforms and
their professional users
https://publications.europa.eu/en/publication-detail/—
/publication/b3d856d9-4885-11e8-beld-0laa75ed71lal/language—en




Study on data in platform-to-business relations - EU Law and
Publications
https://publications.europa.eu/en/publication-detail/—
/publication/4af6cecl-48fb-11e8-beld-0laa75ed71lal/language—en

Consumer market study on online market segmentation through
personalised pricing/offers in the European Union
https://ec.europa.eu/info/publications/consumer—-market—-study—-online-—
market-segmentation-through-personalised-pricing-offers—european-
union_en

Investigation of insider attacks with computer forensics
https://ao.gl/investigation-of—-insider—-attacks—-with—-computer—
forensics/

Malware Analysis using Osquery
https://www.alienvault.com/blogs/labs—-research/malware—analysis—
using-osquery-part-1

Articolo sullo Shamir's Secret Sharing applicato alle criptovalute
https://www.ictsecuritymagazine.com/articoli/secret—sharing—come—
mantenere—-un-segreto-pur—condividendolo—con—-piu-soggetti/

MacOS DFIR: Beyond good o0l? LaunchAgent - part O
https://isc.sans.edu/diary/24230

Deciphering Browser Hieroglyphics - SANS Digital Forensics and
Incident Response Summit
https://www.youtube.com/watch?v=LnhSTZgzKuY

Prove digitali, bias cognitivi e algoritmi
https://www.ilpost.it/carloblengino/2018/10/22/tammazzo—tammazzo/

Everything about i0S DFU and Recovery Modes
https://blog.elcomsoft.com/2018/10/everything—about-ios-dfu-and-
recovery-modes/

TOOLS

Passware Kit: Forensic software recovers passwords for Bitcoin
wallets
https://www.helpnetsecurity.com/2018/10/05/passware—-kit/

Epochalypse is a python script that receives a generic timestamp as
input and converts it in several known common formats:
https://github.com/pstirparo/utils

Memtriage v0.2-alpha Released
http://cyberforensicator.com/2018/09/29/memtriage-v0-2—-alpha-—
released/

TheHive Project maintains a training wvirtual machine (OVA)
https://github.com/TheHive-Project/TheHiveDocs/blob/master/training-
material.md




Memtriage v0.2-alpha Released
http://cyberforensicator.com/2018/09/29/memtriage-v0-2—-alpha-—
released/

BetterCap v2.10 — The Swiss Army Knife For 802.11, BLE And Ethernet
Networks Reconnaissance And MITM Attacks
https://www.kitploit.com/2018/10/bettercap-v210-swiss—army-knife-
for.html

GIFT-stick, an easy-to-use bootable image to carry out remote
forensic disk imaging.
https://github.com/google/GiftStick

Comprehensive Guide on SearchSploit
http://www.hackingarticles.in/comprehensive—guide—-on—-searchsploit/

TheHive Project. Open Source, Free and Scalable Cyber Threat
Intelligence & Security Incident Response Solutions
https://blog.thehive-project.org/2018/10/26/cortex—101-dissecting-—
observables—a-hundred-ways/

Eric Zimmerman's tools: MFTECmd v0.3.1.0 released #DFIR
https://ericzimmerman.github.io

Autopsy 4.9.0 and the Sleuth Kit 4.6.3 released
http://cyberforensicator.com/2018/10/23/autopsy—4-9-0—-and-the-
sleuth-kit-4-6-3-released/

Tsurugi Linux, la nuova distribuzione forense tutta italiana
https://www.dalchecco.it/tsurugi-linux-distribuzione-forense/

CONFERENCES & CFP

23 nove: Pavia - Convegno della cattedra di Informatica giuridica
dell'Universita di Pavia
http://collegio.ghislieri.it/2018/10/30/convegno—annuale—-di-—
informatica-giuridica-la-talpa-col-fischietto

30 Nov. — 1 Dec 2018: Rome - e-privacy 2018
https://e-privacy.winstonsmith.org/

27-30 Dicembre: Lipsia - CCC Congress 2018 #35C3
https://events.ccc.de/category/congress/35c3/




LINKS

BLOGS & PORTALS
http://www.forensicblog.org
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://computer—forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://windowsir.blogspot.com
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility—-labs.blogspot.it/
https://blog.gdatasoftware.com/

[ITA] http://www.siig.it/

[ITA] http://pierluigiperri.com/

[ITA] http://blog.cesaregallotti.it

[ITA] http://mattiaep.blogspot.it

[ITA] http://www.studioag.pro

[ITA] https://www.cyberlaws.it/

PODCASTS
http://www.cybercrimelOl.com
http://cyberspeak.libsyn.com
http://forensic4cast.com/

WIKIS

http://www.forensicswiki.org

http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B
ibliography

TOOLS

http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
https://code.google.com/p/regripper/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/




http://winfe.wordpress.com/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

THANKS

Many news are from Twitter; you can check our retweets.

Newsletter a cura del Consiglio dell’Associazione DFA - Digital
Forensics Alumni.

Digital Forensics Alumni in qualita di titolare del trattamento dei
dati personali, informa che questi sono utilizzati esclusivamente
per lo scopo di gestione del servizio newsletter. I dati sono
comunicati solo al servizio di Google. Al sito www.perfezionisti.it
€ accessibile la versione piu estesa della presente Informativa.




