
\\\\\\\\\ DIGITAL FORENSICS ALUMNI ////////// 

 

      DFA Newsletter Num. 71 - Ottobre 2018 

 

\\\\\\\\\\\\\\\\\\\\\\\\\///////////////////////// 

 

 

Indice: 

1 - News 

2 - Leggi, Dottrina, Giurisprudenza 

3 - Papers/Tutorials 

4 - Tools 

5 - Conferences e Call for Papers 

6 – Links 

7 - Thanks 

 

=============================== 

            NEWS 

=============================== 

 

 

[ITA] Avviato l’obbligo dell’eFattura anche tra privati. Ma, con un 

fuoco solo sull’anti-frode, si perdono di vista gli obiettivi 

originari 

https://www.agendadigitale.eu/documenti/fattura-b2b-le-imprese-

rischiano-di-pagare-due-volte-ladempimento/ 

 

Banks and Retailers Are Tracking How You Type, Swipe and Tap 

https://www.nytimes.com/2018/08/13/business/behavioral-biometrics-

banks-security.html 

 

British Airways Data Breach 

https://reut.rs/2MTSjwx 

 

Flaws in firmware expose almost any modern PC to Cold Boot Attacks 

https://securityaffairs.co/wordpress/76174/hacking/cold-boot-

attacks-computers.html 

 

UAB computer forensics students take down Russian cybercriminal 

https://yellowhammernews.com/uab-computer-forensics-students-take-

down-russian-cybercriminal/ 

 

1986: "The Hacker Manifesto" 

http://phrack.org/issues/7/3.html#article 

 

Blockchain e Voto Elettronico 

https://www.andreadraghetti.it/blockchain-e-voto-elettronico-mie-

riflessioni/ 

 

Decreto nomina struttura di supporto al DPO comparto giustizia 

https://www.giustizia.it/giustizia/it/mg_1_8_1.page?facetNode_1=0_17

&facetNode_2=1_1(2018)&contentId=SDC130343 

 

 

  



*** SPECIAL SECTION: FACEBOOK HACK *** 

 

[ITA] Facebook, attacco hacker: «Colpiti quasi 50 milioni di 

account» 

https://www.corriere.it/tecnologia/18_settembre_28/falla-sicurezza-

facebook-colpiti-quasi-50-milioni-account-5c34214c-c340-11e8-8616-

bab322c639b4.shtml 

 

[ENG] Facebook security breach: Up to 50m accounts attacked 

https://www.bbc.com/news/technology-45686890 

 

[ENG]  

https://motherboard.vice.com/en_us/article/mbw3zb/facebook-hacked-

50-million-users-affected 

 

SPECIAL SECTION: COPYRIGHT DIRECTIVE 

 

[ITA] Copyright: passa la proposta di Direttiva, con emendamenti (12 

settembre) 

http://www.altalex.com/documents/news/2018/09/12/copyright-direttiva 

 

[ITA] articolo del 5 luglio che riporta i punti più "caldi" 

https://www.repubblica.it/tecnologia/2018/07/05/news/copyright_bocci

ati_filtri_automatici_e_compenso_per_i_link_la_riforma_punto_per_pun

to-200931586/ 

 

[ITA] Copyright: cosa cambia per editori, utenti e piattaforme con 

la nuova direttiva 

https://www.corriere.it/tecnologia/18_settembre_12/copyright-

europarlamento-approva-nuova-direttiva-09fb3f5e-b67b-11e8-83fc-

d7dcaceaa02b.shtml 

 

[ITA] 3 numero sfortunato (commento del 6 settembre, precedente la 

votazione) 

https://www.techeconomy.it/2018/09/06/copyright-13-numero-

sfortunato/ 

 

[ITA] Se i filtri del copyright rimuovono anche Beethoven (commento 

del 10 settembre, precedente la votazione) 

https://www.valigiablu.it/filtri-copyright-beethoven-youtube/ 

 

[ITA] Il dibattito che è mancato per responsabilità dei media 

https://www.valigiablu.it/riforma-copyright-dibattito/ 

 

[ITA] Copyright, la direttiva svantaggerà gli attori deboli 

dell’economia digitale: ecco perché  

https://www.agendadigitale.eu/mercati-digitali/copyright-perche-la-

direttiva-svantaggera-le-parti-piu-deboli-delleconomia-digitale/ 

 

[ITA] Altalex  

http://www.altalex.com/documents/news/2018/09/12/copyright-direttiva 

 

  



[ITA] Copyright Directive: link alla voce "Riforma del copyright" di 

[Guerre di Rete - newsletter] 

https://tinyletter.com/carolafrediani/letters/guerre-di-rete-

newsletter-tutti-i-guai-di-google-copyright-apple-e-privacy-

cyberwarfare 

 

[ENG] Articles 11 and 13 in the New EU Copyright Directive are a 

Path to More Surveillance 

https://www.privateinternetaccess.com/blog/2018/09/articles-11-and-

13-in-the-new-eu-copyright-directive-enable-more-surveillance/ 

 

[ENG] How a new EU copyright law could weaken privacy and free 

speech 

https://iapp.org/news/a/how-a-new-eu-copyright-law-could-weaken-

privacy-and-free-speech/ 

 

=============================== 

LEGGI, DOTTRINA, GIURISPRUDENZA 

=============================== 

 

D. Lgs. 196 del 2003 coordinato con il D. Lgs. 101 del 2018 (sito 

del Garante): 

https://www.gpdp.it/web/guest/home/docweb/-/docweb-

display/docweb/9042678 

 

Analysis: Italy's GDPR implementation law 

https://iapp.org/news/a/analysis-italys-gdpr-implementation-law/ 

 

La Cassazione ritorna sull'inammissibilità dell'uso della PEC da 

parte degli avvocati nel processo penale. 

https://t.co/hAY0ldiHnA 

 

Riforma dell’attuazione della direttiva (UE) 2016/2102 relativa 

all’accessibilità dei siti web e delle app mobile degli enti 

pubblici. Decreto legislativo 10/8/2018, n. 106 in Gazzetta 

Ufficiale n. 221 del 11/9/2018, in vigore il 26/9/2018 

www.gazzettaufficiale.it/eli/id/2018/09/11/18G00133/sg 

 

Commento alla sentenza TAR FVG sulla nomina del DPO 

http://www.quotidianogiuridico.it/documents/2018/09/19/nomina-dpo-

la-prima-sentenza-italiana-dopo-l-entrata-in-vigore-del-gdpr 

 

=============================== 

    PAPERS/TUTORIALS 

=============================== 

 

Offense: R.I.P. good times. By Vincenzo Iozzo 

https://drive.google.com/file/d/11MwZsTWjfd0GxqVTuN24u3rYHtgT84jH/vi

ew 

 

Il controspionaggio nel cyberspazio 

https://t.co/cvbuZ5Y4gL 

 

iOS security guide is out. You can find it here. 

https://developer.apple.com/security/ 

 



Breaking Full Disk Encryption 

http://cyberforensicator.com/2018/09/17/breaking-full-disk-

encryption/ 

 

Word Forensic Analysis And Compound File Binary Format 

https://articles.forensicfocus.com/2018/09/18/word-forensic-

analysis-and-compound-file-binary-format/ 

 

Memory forensics and the Windows Subsystem for Linux 

http://cyberforensicator.com/2018/09/18/memory-forensics-and-the-

windows-subsystem-for-linux/ 

 

=============================== 

             TOOLS 

=============================== 

 

Cobalt Strike 3.12 is now available 

https://blog.cobaltstrike.com/2018/09/06/cobalt-strike-3-12-blink-

and-youll-miss-it/ 

 

Numerous security holes in Tails 3.8: Tails 3.9 for anonymous Tor 

private browsing is out 

https://tails.boum.org/security/Numerous_security_holes_in_3.8/index

.en.html 

 

Hypervisor written in C (automation for finding vulns) 

https://github.com/gamozolabs/falkervisor_grilled_cheese 

 

Eric Zimmerman Updated Most of His Tools 

http://cyberforensicator.com/2018/09/14/eric-zimmerman-updated-most-

of-his-tools/ 

 

RDP-Parser 

http://le-tools.com/RDP-Parser.html 

 

Modulus Crypto Exchange Technology Incorporates CipherTrace’s AML 

Solutions 

https://bitcoinexchangeguide.com/modulus-crypto-exchange-technology-

incorporates-ciphertraces-aml-solutions/ 

 

=============================== 

       CONFERENCES & CFP 

=============================== 

 

16-18 October: Herndon, Virginia (USA) - 2018 #OSDFCon 

https://www.osdfcon.org/2018-event/2018-agenda/ 

 

17-18 Oct: Atlanta (USA) - 2018 ISSA Intl Conference 

https://www.issa.org/mpage/2018IntlConference 

 

19 Ottobre: Cagliari: OWASP Day 

https://www.owasp.org/index.php/Italy_OWASP_Day_Cagliari_2018 

 

22-26 October 2018: Brussels - 2018 International Conference of Data 

Protection and Privacy Commissioners 

https://www.privacyconference2018.org/ 



 

27 Oct 2018: Bologna - HackInBo Winter Edition 2018 #HiB18 

https://www.hackinbo.it/programma.php 

 

30 Nov. - 1 Dec 2018: Rome - e-privacy 2018 

https://e-privacy.winstonsmith.org/ 

 

=============================== 

             LINKS 

=============================== 

 

BLOGS & PORTALS 

http://www.forensicblog.org 

http://www.forensicfocus.com/computer-forensics-blog 

http://articles.forensicfocus.com/ 

http://computer-forensics.sans.org/blog 

http://computer.forensikblog.de/en/ 

http://windowsir.blogspot.com 

http://www.forensickb.com 

http://www.forensicinnovations.com/blog 

http://forensicsfromthesausagefactory.blogspot.com/ 

http://ericjhuber.blogspot.com/ 

http://consoleforensics.com/ 

http://www.forensicphotoshop.blogspot.com/ 

http://forensicmethods.com/ 

http://blog.digital-forensics.it/ 

http://f-interviews.com/ 

http://www.techandlaw.net/ 

http://xwaysclips.blogspot.it/ 

http://justaskweg.com/ 

http://memoryforensics.blogspot.it/ 

https://www.privacyinternational.org/ 

http://volatility-labs.blogspot.it/ 

https://blog.gdatasoftware.com/ 

[ITA] http://www.siig.it/ 

[ITA] http://pierluigiperri.com/ 

[ITA] http://blog.cesaregallotti.it 

[ITA] http://mattiaep.blogspot.it 

[ITA] http://www.studioag.pro 

[ITA] https://www.cyberlaws.it/ 

 

 

PODCASTS 

http://www.cybercrime101.com 

http://cyberspeak.libsyn.com 

http://forensic4cast.com/ 

 

WIKIS 

http://www.forensicswiki.org 

http://www.forensicwiki.com 

http://www.forensicswiki.org/wiki/Scheduled_Training_Courses 

http://www.forensicswiki.org/index.php?title=Upcoming_events 

http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B

ibliography 

 

TOOLS 



http://www.opensourceforensics.org/ 

http://www.cftt.nist.gov/ 

http://computercrimeinfo.com/info.html 

http://www.mikesforensictools.co.uk/software.html 

https://code.google.com/p/regripper/ 

http://www.mobileforensicscentral.com/mfc/ 

http://forensiccontrol.com/resources/free-software/ 

http://winfe.wordpress.com/ 

 

GOOGLE DIGITAL FORENSICS SEARCH 

http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8 

 

=============================== 

             THANKS 

=============================== 

 

Many news are from Twitter; you can check our retweets. 

                           

=============================== 

Newsletter a cura del Consiglio dell’Associazione DFA - Digital 

Forensics Alumni. 

 

Digital Forensics Alumni in qualità di titolare del trattamento dei 

dati personali, informa che questi sono utilizzati esclusivamente 

per lo scopo di gestione del servizio newsletter. I dati sono 

comunicati solo al servizio di Google. Al sito www.perfezionisti.it 

è accessibile la versione più estesa della presente Informativa. 

===============================    

 

 


