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===============================   
Prossimo Corso di Perfezionamento "Criminalità Informatica e 
Investigazioni Digitali" dell'Università di Milano  
=============================== 
 
[ITA] Il sito per l'edizione ottobre - dicembre 2018 (con 
informazioni sulle modalità di iscrizione) 
http://www.beccaria.unimi.it/ecm/home/didattica/corsi-di-
perfezionamento/criminalita-informatica-e-investigazioni-digitali 
 
=============================== 
            NEWS 
=============================== 
 
DFIR for Genoa 
https://www.gofundme.com/dfir-for-genoa 
 
ENISA publishes its annual report on major telecom security 
incidents in 2017 
https://www.enisa.europa.eu/news/enisa-news/169-telecom-incidents-
reported-extreme-weather-major-factor/ 
 
Hackers Stole Personal Data of 2 Million T-Mobile Customers 
https://motherboard.vice.com/en_us/article/a3qpk5/t-mobile-hack-
data-breach-api-customer-data 
 
Reddit Hacked – Emails, Passwords, Private Messages Stolen 
https://thehackernews.com/2018/08/hack-reddit-account.html?m=1 
 
The Untold Story of NotPetya, the Most Devastating Cyberattack in 
History 
https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-
code-crashed-the-world/ 
 
Why security experts hate that “blockchain voting” will be used in 
the midterm elections 
https://www.technologyreview.com/s/611850/why-security-experts-hate-
that-blockchain-voting-will-be-used-in-the-midterm-elections/ 
 



Blockchain is not only crappy technology but a bad vision for the 
future 
https://medium.com/@kaistinchcombe/decentralized-and-trustless-
crypto-paradise-is-actually-a-medieval-hellhole-c1ca122efdec 
 
The mathematician Alessio Figalli has been awarded the Fields Medal 
https://www.quantamagazine.org/alessio-figalli-a-mathematician-on-
the-move-wins-fields-medal-20180801 
 
Europe is using smartphone data as a weapon to deport refugees 
(Recommended by our member Stefania Santilli):  
https://www.wired.co.uk/article/europe-immigration-refugees-
smartphone-metadata-deportations  
 
=============================== 
LEGGI, DOTTRINA, GIURISPRUDENZA 
=============================== 
 
Decreto di aggiornamento del D. Lgs. 196 del 2003 
www.gazzettaufficiale.it/eli/id/2018/09/04/18G00129/sg 
 
Provvedimento Garante: Localizzazione di veicoli aziendali 
https://www.gpdp.it/web/guest/home/docweb/-/docweb-
display/docweb/9023246 
 
Regolamento privacy: il vademecum per i Consulenti del Lavoro 
(recommended by our member Gianbattista Causin) 
http://www.consulentidellavoro.it/index.php/siti-
istituzionali/fs/approfondimenti/item/9660-regolamento-privacy-il-
vademecum-per-i-consulenti-del-lavoro 
 
Circolare Privacy Consulenti del Lavoro – Errata Interpretazione 
GDPR (by our member Eric Falzone) 
http://www.eucs.it/circolare-privacy-gdpr-consulenti-del-lavoro 
 
Chiesa italiana e privacy (recommended by our member Gianbattista 
Causin) 
https://www.chiesacattolica.it/decretochiesa-italiana-e-privacy/ 
 
Le linee guida per l’attuazione della sicurezza urbana, con limiti 
di utilizzo delle telecamere (pdf recommended by our member 
Gianbattista Causin) 
http://www.sicurezzaurbana.anci.it/Contenuti/Allegati/5 Linee guida 
per l'attuazione della sicurezza urbana.pdf 
 
=============================== 
    PAPERS/TUTORIALS 
=============================== 
 
Practise your digital forensics skills with the 2018 Lone Wolf 
Scenario 
https://digitalcorpora.org/corpora/scenarios/2018-lone-wolf-scenario 
 
Conceptualising conflicts in cyberspace 
https://www.tandfonline.com/doi/abs/10.1080/23738871.2018.1453526?jo
urnalCode=rcyb20 



 
[ITA] Come cancellare ciò che hai detto all’assistente di Google 
https://www.wired.it/gadget/domotica/2018/08/04/come-cancellare-
conversazioni-assistente-google/ 
 
Google data collection research 
https://digitalcontentnext.org/blog/2018/08/21/google-data-
collection-research/ 
 
Reverse Engineering iOS Apps - iOS 11 Edition (Part 1) 
https://ivrodriguez.com/reverse-engineer-ios-apps-ios-11-edition-
part1/ 
 
Reverse Engineering iOS Apps - iOS 11 Edition (Part 2) 
https://ivrodriguez.com/reverse-engineer-ios-apps-ios-11-edition-
part2/    
 
Breaking macOS one click at a time by Digita Security 
https://digitasecurity.com/blog/2018/08/27/synthetic/ 
 
Copying v Dragging a file to an OS X Disk Image 
https://thinkdfir.com/2018/08/28/copying-v-dragging-a-file-to-an-os-
x-disk-image/ 
 
=============================== 
             TOOLS 
=============================== 
 
DEFT Zero (2018.2) ready for download 
http://www.deftlinux.net/2018/09/01/deft-zero-2018-2-ready-for-
download/ 
 
StegCracker - Steganography Brute-Force Utility To Uncover Hidden 
Data Inside Files 
https://www.kitploit.com/2018/08/stegcracker-steganography-brute-
force.html 
 
Diffy: an interesting DFIR tool released from Netflix’s SIRT 
https://www.andreafortuna.org/dfir/diffy-an-interesting-dfir-tool-
released-from-netflixs-sirt/ 
 
Tracking Photo’s Geo-location with GPS EXIF DATA – Forensic Analysis 
| By Bala Ganesh 
https://eforensicsmag.com/tracking-photos-geo-location-with-gps-
exif-data-forensic-analysis-by-bala-ganesh/ 
 
The Sleuth Kit 4.6.2 and Autopsy 4.8.0 released 
http://cyberforensicator.com/2018/08/09/the-sleuth-kit-4-6-2-and-
autopsy-4-8-0-released/ 
 
Social Mapper – Correlate social media profiles with facial 
recognition 
https://securityaffairs.co/wordpress/75212/hacking/social-
mapper.html 
 



Hashcat v4.2.1 - World's Fastest and Most Advanced Password Recovery 
Utility 
https://www.kitploit.com/2018/08/hashcat-v421-worlds-fastest-and-
most.html 
 
Cross-platform Yara scanner written in Go 
https://github.com/botherder/kraken 
 
=============================== 
       CONFERENCES & CFP 
=============================== 
 
25-28 September: Redmond (USA) - BlueHat v18 
https://msrprograms.cloudapp.net/User/Login?ReturnUrl=%2FBLUEHAT 
 
16-18 October: Herndon, Virginia (USA) - 2018 #OSDFCon 
https://www.osdfcon.org/2018-event/2018-agenda/ 
 
22-26 October 2018: Brussels - 2018 International Conference of Data 
Protection and Privacy Commissioners 
https://www.privacyconference2018.org/ 
 
=============================== 
             LINKS 
=============================== 
 
BLOGS & PORTALS 
http://www.forensicblog.org 
http://www.forensicfocus.com/computer-forensics-blog 
http://articles.forensicfocus.com/ 
http://computer-forensics.sans.org/blog 
http://computer.forensikblog.de/en/ 
http://windowsir.blogspot.com 
http://www.forensickb.com 
http://www.forensicinnovations.com/blog 
http://forensicsfromthesausagefactory.blogspot.com/ 
http://ericjhuber.blogspot.com/ 
http://consoleforensics.com/ 
http://www.forensicphotoshop.blogspot.com/ 
http://forensicmethods.com/ 
http://blog.digital-forensics.it/ 
http://f-interviews.com/ 
http://www.techandlaw.net/ 
http://xwaysclips.blogspot.it/ 
http://justaskweg.com/ 
http://memoryforensics.blogspot.it/ 
https://www.privacyinternational.org/ 
http://volatility-labs.blogspot.it/ 
https://blog.gdatasoftware.com/ 
[ITA] http://www.siig.it/ 
[ITA] http://pierluigiperri.com/ 
[ITA] http://blog.cesaregallotti.it 
[ITA] http://mattiaep.blogspot.it 
[ITA] http://www.studioag.pro 
[ITA] https://www.cyberlaws.it/ 
 



 
PODCASTS 
http://www.cybercrime101.com 
http://cyberspeak.libsyn.com 
http://forensic4cast.com/ 
 
WIKIS 
http://www.forensicswiki.org 
http://www.forensicwiki.com 
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses 
http://www.forensicswiki.org/index.php?title=Upcoming_events 
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B
ibliography 
 
TOOLS 
http://www.opensourceforensics.org/ 
http://www.cftt.nist.gov/ 
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html 
https://code.google.com/p/regripper/ 
http://www.mobileforensicscentral.com/mfc/ 
http://forensiccontrol.com/resources/free-software/ 
http://winfe.wordpress.com/ 
 
GOOGLE DIGITAL FORENSICS SEARCH 
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8 
 
=============================== 
             THANKS 
=============================== 
 
For this issue, thanks to: Giovanni Chiarini, Alessandro Iocco and 
others. 
Many news are from Twitter; you can check our retweets. 
                        


