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Prossimo Corso di Perfezionamento "Criminalita Informatica e
Investigazioni Digitali" dell'Universita di Milano

[ITA] Il programma dell'edizione ottobre - dicembre 2018
https://www.facebook.com/perfezionamentounimicrimini/posts/286937525
385842

[ITA] L'annuncio e le prossime date del Prossimo Corso di
Perfezionamento "Criminalita Informatica e Investigazioni Digitali"
dell'Universita di Milano:
https://www.linkedin.com/feed/update/urn:li:activity:642272529766118
6048/

5 luglio 2018: DFA Open Day - Slide

[ITA] Le slides del DFA Open Day 2018 sono state pubblicate sul sito
all'indirizzo:
http://www.perfezionisti.it/open-day/dfa-open-day-2018/.

NEWS

ENISA Threat Landscape Report 2017
https://www.enisa.europa.eu/publications/enisa-threat-landscape—
report-2017

ENISA's CSIRTs by Country - Interactive Map
https://www.enisa.europa.eu/topics/csirts—in—-europe/csirt—
inventory/certs—-by—-country—-interactive-map




[ITA] Garante privacy: Relazione sull'attivita svolta nel 2017 e
discorso del Presidente Antonello Soro
https://www.gpdp.it/web/guest/home/docweb/—-/docweb-
display/docweb/9005824

Facebook fined for data breaches in Cambridge Analytica scandal
https://www.theguardian.com/technology/2018/jul/11/facebook—fined-
for-data-breaches—-in-cambridge—analytica-scandal

Dopo Cambridge Analytica, Facebook sospende un'altra societa di
analisi dei dati [ITA]
http://www.repubblica.it/tecnologia/sicurezza/2018/07/21/news/dopo_c

ambridge_facebook_sospende_un_altra_societa_di_analytics—202334573/

Insurers Sue Trustwave for $30M Over '08 Heartland Data Breach
https://www.darkreading.com/application-security/insurers—sue-—
trustwave-for-$30m-over-08-heartland-data-breach/d/d-id/1332248.

Engineer Found Guilty of Stealing Navy Secrets via Dropbox Account
https://www.bleepingcomputer.com/news/legal/engineer—found-guilty-—
of-stealing-navy—-secrets—-via—-dropbox—account/.

A Hacker Sold U.S. Military Drone Documents On The Dark Web For Just
$200
https://www.forbes.com/sites/thomasbrewster/2018/07/11/a-hacker—
sold-u-s-military-drone-documents—-on—-the-dark-web-for—-just-
200/#2e£255963dc8

[ITA] Prendere gli elenchi dei leak delle password e usarli per
richieste di riscatto https://www.ransomware.it/password-ricatto-
video—-bitcoin/

Exploring the dynamics of the attacker economy
https://www.helpnetsecurity.com/2018/07/23/attacker—economy/

[ITA] Firmata, tra Sogei e Polizia di Stato, la Convenzione per
prevenzione criminalita informatica
http://www.sogei.it/flex/cm/pages/ServeBLOB.php/L/IT/IDPagina/1763

[ITA] Com'e andata a finire 1'inchiesta sul piu imponente attacco
informatico della storia d'Italia?
https://www.agi.it/cronaca/inchiesta_hacking team-4138702/news/2018-
07-10/

LEGGI, DOTTRINA, GIURISPRUDENZA

The consolidated version of the EU General Protection Regulation
(GDPR)

https://eur—-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:02016R0679-20160504




[ITA] Direttiva sul copyright non €& stata bocciata ma solo rinviata
a settembre
http://www.altalex.com/documents/news/2018/07/06/direttiva-sul—
copyright—-non-bocciata-ma-solo-rinviata—-a—-settembre

[ITA] Il profilo Facebook passa agli eredi in caso di morte: la
sentenza storica della Corte tedesca
https://www.corrierecomunicazioni.it/privacy/il-profilo-facebook—
passa—-agli-eredi-in-caso—-di-morte—-la-sentenza-storica-della-corte-—
tedesca/

[ITA] Eredita digitale: che fine fanno i dati dopo la morte
https://inno3.1t/2018/07/26/eredita-digitale-che—-fine-fanno—-i-dati-
dopo—-la-morte/

[ITA] Privacy: Sentenza Cassazione sul consenso e l'invio di
newsletter pubblicitarie
http://www.dirittifondamentali.it/giurisprudenza/cassazione—-civile—
e-tribunali-di-merito/anno—-2018/cass—civ-17278-2018/.

PAPERS/TUTORIALS

New ISO 19011 "Guidelines for auditing management systems":
https://www.iso.org/standard/70017.html.

Interview with Giovanni Buttarelli about GDPR:
https://www.faces—-of-democracy.org/giovanni-buttarelli/

Investigation into the use of data analytics in political campaigns
https://www.privacyitalia.eu/investigation—-into-the-use-of-data-
analytics—-in-political-campaigns/8368/

Consumer market study on online market segmentation through
personalised pricing/offers in the European Union
https://ec.europa.eu/info/publications/consumer—-market—-study—-online-

market-segmentation-through-personalised-pricing-offers—-european-
union_en

Digital forensics chronicles: image identification issues on large
memory dump with Volatility
https://www.andreafortuna.org/dfir/digital-forensics—chronicles—
image—identification-issues—-on-large-memory—-dump-with-volatility/

A Live Forensic Distribution Executing Malicious Code from a Suspect
Drive

http://cyberforensicator.com/2018/07/21/a-1ive-forensic—
distribution-executing-malicious—-code-from-a-suspect-drive/

Office365 Log Analysis Framework
http://cyberforensicator.com/2018/07/18/o0ffice365-1og—analysis—
framework/




Finding malware on memory dumps using Volatility and Yara rules
https://www.andreafortuna.org/dfir/finding-malware-on-memory—dumps—
using-volatility—and-yara-rules/

LogonTracer - Investigate Malicious Windows Logon By Visualizing And
Analyzing Windows Event Log
https://www.kitploit.com/2018/07/logontracer—-investigate-
malicious.html

[ITA] Big Data for Migration (BD4M): quanto i dati servono
https://inno3.1t/2018/07/13/big-data-for-migration-bd4dm—-quanto—-i—
dati-servono/

When do you need blockchain? Decision models.
https://medium.com/@sbmeunier/when-do-you—-need-blockchain-decision-
models—a5c40e7c9bal

TOOLS

Guasap — WhatsApp Forensic Tool
https://www.kitploit.com/2018/07/guasap-whatsapp-forensic—-tool.html

Bellingcat’s Digital Toolkit: Open Source Verification and
Investigation Tools and Methods
https://docs.google.com/document /d/1BfLPJpRt yg4dRFt HJONpvWQ jmGnyVk fE2
HYoICKOGguA/edit

Memtriage: a tool for Windows memory live analysis
http://cyberforensicator.com/2018/07/07/memtriage—a-tool-for—
windows-memory-live-analysis/

Using i0S 11.2-11.3.1 Electra Jailbreak for iPhone Physical
Acquisition https://blog.elcomsoft.com/2018/07/electra—jailbreak-
ios-11-2-11-3-1-iphone-physical-acquisition/

CONFERENCES & CFP

2-5 Agosto: Padova - IHC2018, 1’hacker camp italiano
https://pretix.eu/italianhackersembassy/ihc2018/

23th August: Digital security, privacy, data protection and
accountability in critical sectors EU Research programma
http://ec.europa.eu/research/participants/portal/desktop/en/opportun
ities/h2020/topics/su-ds05-2018-2019.html

28th August - 2nd September: Forte Bazzera (VE) - End summer camp
2K18 https://www.endsummercamp.orqg/index.php/Main_Page

25-28 September: Redmond (USA) - BlueHat v18
https://msrprograms.cloudapp.net/User/Login?ReturnUrl1=%2FBLUEHAT




22-26 October 2018: Brussels - 2018 International Conference of Data
Protection and Privacy Commissioners
https://www.privacyconference2018.org/

LINKS

BLOGS & PORTALS
http://www.forensicblog.org
http://www.forensicfocus.com/computer—-forensics-blog
http://articles.forensicfocus.com/
http://computer—-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://windowsir.blogspot.com
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
http://justaskweqg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/
https://blog.gdatasoftware.com/

[ITA] http://www.siig.it/

[ITA] http://pierluigiperri.com/

[ITA] http://blog.cesaregallotti.it

[ITA] http://mattiaep.blogspot.it

[ITA] http://www.studioag.pro

[ITA] https://www.cyberlaws.it/

PODCASTS
http://www.cybercrimelOl.com
http://cyberspeak.libsyn.com
http://forensicdcast.com/

WIKIS

http://www.forensicswiki.org

http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B
ibliography

TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html




http://www.mikesforensictools.co.uk/software.html
https://code.google.com/p/regripper/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free—-software/
http://winfe.wordpress.com/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

THANKS

For this issue, thanks to: Giovanni Chiarini, Alessandro Iocco.
Many news are from Twitter; you can check our retweets.

Newsletter a cura del Consiglio dell’Associazione DFA - Digital
Forensics Alumni.

Digital Forensics Alumni in qualita di titolare del trattamento dei
dati personali, informa che questi sono utilizzati esclusivamente
per lo scopo di gestione del servizio newsletter. I dati sono
comunicati solo al servizio di Google. Al sito www.perfezionisti.it
€ accessibile la versione piu estesa della presente Informativa.




