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NEWS

Rapporto Clusit 2018
https://clusit.it/rapporto—-clusit/

Data, Democracy and Dirty Tricks (the Cambridge Analytica story)
https://www.channeld.com/news/data—-democracy—-and-dirty—-tricks-
cambridge—analytica-uncovered-investigation—-expose

BOOM! Cambridge Analytica explodes following extraordinary TV expose
https://www.theregister.co.uk/2018/03/19/boom_cambridge_analytica_ex
plodes_following_extraordinary_tv_expose/

Why We're Not Calling the Cambridge Analytica Story a 'Data Breach'
https://motherboard.vice.com/en_us/article/3kjzvk/facebook—
cambridge—-analytica—-not—-a-data-breach

An undercover investigation by Channel 4 News reveals how Cambridge
Analytica secretly campaigns in elections across the world
https://www.channeld.com/news/cambridge—analytica-revealed-trumps—
election-consultants—-filmed-saying-they-use-bribes—and-sex-workers—
to—-entrap-politicians—-investigation

How To Change Your Facebook Settings To Opt Out of Platform API
Sharing
https://www.eff.org/deeplinks/2018/03/how—-change-your—facebook—
settings—-opt-out-platform-api-sharing

I1 caso Cambridge Analytica, spiegato bene
https://www.ilpost.it/2018/03/19/facebook—cambridge—analytica/

Perché il caso Cambridge Analytica dovrebbe preoccupare anche te
https://www.wired.it/attualita/politica/2018/03/19/cambridge-
analytica—-facebook-privacy/

Articolo sul Corriere della Sera: Chi spia i nostri conti



http://prontoagente.it/component/cobalt/item/674-chi-spia-i-nostri-
conti

Road to GDPR: Cambridge Analytica, quando il servizio & gratis, la
merce sei tu
https://inno3.it/2018/03/22/road-to—gdpr—-cambridge—analytica—quando-—
il-servizio—-e—-gratis—-la-merce-sei-tu/

Cinque milioni di dispositivi Android “spiati” fin dalla fabbrica
http://www.ictbusiness.it/cont/news/cinque-milioni-di-dispositivi-
android-spiati-fin-dalla-fabbrica/41177/1.html

Hard-Coded Password in Cisco Software Lets Attackers Take Over Linux
Servers
https://thehackernews.com/2018/03/cisco-pcp—-security.html

Poisoned peer-to-peer app kicked off Dofoil coin miner outbreak
https://cloudblogs.microsoft.com/microsoftsecure/2018/03/13/poisoned
-peer—-to-peer—app—-kicked-off-dofoil-coin-miner—-outbreak/

Self-Driving Uber Car Kills Pedestrian in Arizona, Where Robots Roam
https://www.nytimes.com/2018/03/19/technology/uber-driverless—
fatality.html

Newly Discovered Variants Of Meltdown/Spectre Exploit Cache
Coherency Across Cores
http://www.tomshardware.com/news/new-variants-meltdown—-spectre—
exploit—-discovered, 36533.html

Cellebrite can unlock any iPhone (for some values of “any”)
https://arstechnica.com/information-technology/2018/02/cellebrite—
can—-unlock-any—-iphone-for-some-values—of—-any/

LEGGI, DOTTRINA, GIURISPRUDENZA

Road to GDPR: Il registro dei trattamenti
https://inno3.1it/2018/02/20/rocad-to—gdpr—-il-registro—-dei-
trattamenti/

Riforma delle intercettazioni: il compitino & svolto
https://www.filodiritto.com/_index.html?_1id1=91&_id4=427&_id5=17287&
_id6e=db_articoli

231 - Cassazione Penale: 1l’assoluzione dell’autore del reato per
particolare tenuita del fatto non salva 1l’ente da responsabilita
amministrativa
https://www.filodiritto.com/news/2018/231-cassazione—-penale—
lassoluzione-dellautore—-del-reato-per—-particolare-tenuit-del-fatto-
non-salva—-lente—-da.html

Cass. Pen. sez. II , n. 11075 del 19.10.2017 ( depositata
13.3.2018). Illecito accesso al sistema informatico da parte di un
soggetto abilitato (dipendente) che approfitta dell’ingresso nel
sistema per 1’ estrazione di copia del database e dei codici



sorgente di un programma protetto da copyright. Affronta anche il
concetto di “profitto” nell’ambito del reato di cui all’art. 640 ter
c.p. precisando che: i codici sorgenti e il contenuto del database
di un programma hanno un valore intrinseco suscettibile di
valutazione patrimoniale. La Suprema Corte rileva —-altresi -che

1" impossessamento di un bene immateriale suscettibile di valutazione
patrimoniale costituisce un danno, anche quando la persona offesa
non sia materialmente in grado di avere contezza dell’illecito
impossessamento del bene medesimo.
http://www.dirittoegiustizia.it/allegati/15/0000080395/Corte_di_Cass
azione_sez_II_Penale_sentenza_n_11075_18_depositata_il_13_marzo.html

La nuova normativa in tema di whistleblowing: impatti su Modelli
231, operativita e privacy
http://www.aodv231.it/documentazione_descrizione.php?id=2667&sheet=&
tipo=atti_pubblici&Atti-Laboratorio-231-del-28-febbraio-2018

PAPERS/TUTORIALS

Linea Guida per la Data Protection Impact Assessment di
Osservatori.net
https://www.osservatori.net/it_it/linea—-guida-per—-la—-data-—
protection-impact-assessment

Decoding the Social Media Algorithms. A Guide for Communicators
https://www.stedavies.com/social-media—-algorithms—guide/

Forensic Acquisition Of Solid State Drives With Open Source Tools
https://articles.forensicfocus.com/2018/03/13/forensic—-acquisition-
of-solid-state-drives—-with—-open-source-tools/

File System Forensics: No Longer the Gold Standard?
https://www.magnetforensics.com/blog/file-system-forensics—-no-—
longer-the—-gold-standard-part-1/

The Shift from File System Forensics to Artifacts-Oriented Forensics
https://www.magnetforensics.com/blog/the-shift-from-file-system—
forensics-to-artifacts-oriented-forensics—-part-2/

Uh Oh! Unified Logs in High Sierra (10.13) Show Plaintext Password
for APFS Encrypted External Volumes via Disk Utility.app
https://www.mac4n6.com/blog/2018/3/21/uh-oh-unified-logs—in-high-
sierra-1013-show-plaintext-password-for—-apfs—-encrypted-external-—
volumes-via-disk-utilityapp

OMG, Seriously? - APFS Encrypted Plaintext Password found in ANOTHER
(More Persistent!) macOS Log File
https://www.mac4n6.com/blog/2018/3/30/omg-seriously—apfs—encrypted-
plaintext-password-found-in—-another-more-persistent-macos—-log-file

DFRWS 2018 EU - Papers
https://www.sciencedirect.com/journal/digital-
investigation/vol/24/suppl/S




An Empirical Analysis of Traceability in the Monero Blockchain
arxiv.org/pdf/1704.04299/

Opportunities and limitations of current Threat Intelligence
Platforms (TIPs)
https://www.linkedin.com/feed/update/urn:li:activity:638415400845355
0080/

Dati, grandi dati, dati granulari e la nuova epistemologia del
giurista
http://www.medialaws.eu/rivista/dati—-grandi-dati—-dati—-granulari-e—
la—-nuova-epistemologia—-del—-giurista/

How to Perform Forensic Analysis with Volatility
https://www.peerlyst.com/posts/forensic-analysis—with-volatility—
part-1l-abhinav-singh

TOOLS

Passware Encryption Analyzer 2018v1l Beta
https://blog.passware.com/2018/03/29/new-in-passware-encryption-
analyzer—-2018-vl-beta/

Autopsy 4.6 - Linux
https://github.com/sleuthkit/autopsy/releases/tag/autopsy-4.6.0-
linuxl

SalvationDATA WhatsApp Forensics Free Tool Official Release
https://blog.salvationdata.com/2018/03/08/salvationdata-whatsapp—
forensics—free-tool-official-release/

Timeline Explorer 0.7.0 released.
https://ericzimmerman.github.io/

Bettercap 2.0
https://www.evilsocket.net/2018/02/27/All1-hail-bettercap—-2-0-one-—
tool-to-rule-them-all/

Any.Run - An Interactive Malware Analysis Tool - Is Now Open To The
Public

https://www.bleepingcomputer.com/news/security/anyrun—an—
interactive-malware—-analysis—-tool-is—-now—open—-to-the-public/

Oxygen Drone Forensics - How To Deal With A New Threat
https://articles.forensicfocus.com/2018/03/06/oxygen-drone-
forensics/

USB Detective
http://cyberforensicator.com/2018/03/13/introducing—usb-detective/
https://usbdetective.com/

What is SIFT Workstation



https://andreafortuna.org/dfir/what-is-sift-workstation-and—how—
install-it-on-my-linux-or-windows—-system/

Windows Forensic Environment
http://brettshavers.cc/index.php/brettsblog/entry/windows—forensic—
environment-newest-project-is—-complete

RegistryReport is a free registry forensic analysis tool
https://www.gaijin.at/en/dlregreport.php

Several security holes that affect Tails 3.5 are now fixed in Tails
3.6
https://tails.boum.org/security/Numerous_security_holes_in_3.5/index
.en.html

Qubes OS 4.0 has been released!
https://www.qubes—os.org/news/2018/03/28/qubes—-40/

CONFERENCES & CFP

April 5th, 2018: Helsinki - MyData 2018 - Call for Proposals
https://mydata2018.org/call-for—-proposals/

27 Apr 2018: deadline for CfC e-privacy 2018 summer edition
http://e-privacy.winstonsmith.org/e-privacy-XXIII-proposta.html

26 May 2018, Bologna: HackInBo Sicurezza all'ombra delle Torri
https://www.eventbrite.it/e/biglietti-hackinbo-sicurezza—-allombra-
delle-torri-spring-edition-2018-1ab-41527440693

8-9 Jun 2018: Bologna - e-privacy 2018 summer edition
http://e—-privacy.winstonsmith.org/e-privacy—-XXIII-proposta.html

28th August - 2nd September: Forte Bazzera (VE) - End summer camp
2K18
https://www.endsummercamp.org/index.php/Main_Page

22-26 October 2018: Brussels - 2018 International Conference of Data
Protection and Privacy Commissioners
https://www.privacyconference2018.org/

LINKS

BLOGS & PORTALS

http://www.forensicblog.org
http://www.forensicfocus.com/computer—-forensics-blog
http://articles.forensicfocus.com/
http://computer—-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://windowsir.blogspot.com
http://www.forensickb.com
http://www.forensicinnovations.com/blog




http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility—-labs.blogspot.it/
https://blog.gdatasoftware.com/

[ITA] http://www.siig.it/

[ITA] http://pierluigiperri.com/

[ITA] http://blog.cesaregallotti.it

[ITA] http://mattiaep.blogspot.it

[ITA] http://www.studioag.pro

[ITA] https://www.cyberlaws.it/

PODCASTS
http://www.cybercrimelOl.com
http://cyberspeak.libsyn.com
http://forensic4cast.com/

WIKIS

http://www.forensicswiki.org

http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B
ibliography

TOOLS

http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
https://code.google.com/p/regripper/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365: 7eskxxzhjj8

THANKS

For this issue, thanks to: Giorgio Chiarini, Alessandro Iocco,
Maddalena Padovan, Ivan Rotunno
Many news are from Twitter; you can check our retweets.



Newsletter a cura del Consiglio dell’Associazione DFA - Digital
Forensics Alumni.

INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003 Digital
Forensics Alumni in qualita di titolare del trattamento dei dati
personali, informa che i dati conferiti, verranno utilizzati
esclusivamente per lo scopo di gestione del servizio newsletter. Il
trattamento avverra sia su supporto cartaceo che avvalendosi di
strumenti elettronici. I dati non verranno in nessun modo diffusi né
comunicati ad alcuni terzi. I diritti di cui all’art.

7 del D. Lgs. 196/2003 (aggiornamento, cancellazione, ecc.),
potranno essere esercitati rivolgendosi all’Associazione scrivendo
all’indirizzo di posta elettronica infolperfezionisti.it. Al sito
www.perfezionisti.it & accessibile la versione piu estesa della
presente Informativa.




