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=============================== 

            NEWS 

=============================== 

 

Bando per l'iscrizione al Corso di perfezionamento in Data 

protection e data governance (fino al 12 dicembre)  

http://www.unimi.it/studenti/corsiperf/112084.htm 

 

Uber case (1) 

https://www.darkreading.com/attacks-breaches/ubers-security-slip-

ups-what-went-wrong/d/d-id/1330496; 

 

Uber case (2) 

https://www.darkreading.com/application-security/git-some-security-

locking-down-github-hygiene/d/d-id/1330511. 

 

Standalone Signal Desktop 

https://signal.org/blog/standalone-signal-desktop/ 

 

New DEA Report Covers Bitcoin Money Laundering and Darknet Drug 

Trade 

https://www.deepdotweb.com/2017/11/08/new-dea-report-covers-bitcoin-

money-laundering-darknet-drug-trade/ 

 

Privacy Enhancing Technologies – A Review of Tools and Techniques 

https://www.priv.gc.ca/en/opc-actions-and-

decisions/research/explore-privacy-research/2017/pet_201711/ 

 

GDPR course of Groningen University (free, but with some 

limitations) 

https://www.futurelearn.com/courses/general-data-protection-

regulation?lr=2 

 

=============================== 

LEGGI, DOTTRINA, GIURISPRUDENZA 

=============================== 

 

Cassazione: Integrazione all'accesso abusivo a un sistema 

informatico o telematico protetto 

http://www.neldiritto.it/appgiurisprudenza.asp?id=15121 



 

Cassazione: Difetto della giurisdizione italiana, nel caso di 

contratto stipulato on line 

https://www.eius.it/giurisprudenza/2017/419.asp 

 

“Whistleblowing, il primo licenziamento dopo la norma che tutela chi 

denuncia illeciti al lavoro”, ma non è vero. Ecco perché. 

http://www.valigiablu.it/legge-whistleblowing-licenziamento/ 

 

UNI 11697 per le certificazioni delle competenze privacy  

http://www.lineaedp.it/news/33253/attivita-professionali-non-

regolamentate-la-norma-uni/. 

http://store.uni.com/catalogo/index.php/uni-11697-2017.html. 

 

WP29 Guidelines Review: How DPAs Will Apply Administrative Fines 

Under the GDPR  

https://onetrust.com/wp29-guidelines-review-dpas-will-apply-

administrative-fines-gdpr/ 

 

Modifiche al Codice privacy 

www.gazzettaufficiale.it/eli/id/2017/11/27/17G00180/sg. 

 

Garante privacy ITA - Nuovo Cad: garantire più sicurezza del 

domicilio digitale e tutela dallo spam 

http://www.gpdp.it/web/guest/home/docweb/-/docweb-

display/docweb/7221009#3 

 

=============================== 

    PAPERS/TUTORIALS 

=============================== 

 

Windows event logs in forensic analysis 

https://andreafortuna.org/dfir/windows-event-logs-in-forensic-

analysis/ 

 

Windows registry in forensic analysis 

https://andreafortuna.org/cybersecurity/windows-registry-in-

forensic-analysis/ 

 

Amcache and Shimcache in forensic analysis  

https://andreafortuna.org/cybersecurity/amcache-and-shimcache-in-

forensic-analysis/ 

 

Hacking Cryptocurrency Miners with OSINT Techniques 

https://medium.com/@s3yfullah/hacking-cryptocurrency-miners-with-

osint-techniques-677bbb3e0157 

 

Forensic Analysis of Telegram Messenger on Android Smartphones  

http://people.unipmn.it/sguazt/pubs/Anglano-2017-Telegram.pdf 

 

Informatica forense aziendale: presentazione a ISSE 2017  

http://www.studioag.pro/2017/11/informatica-forense-aziendale-

presentazione-a-isse-2017/ 

 

=============================== 

             TOOLS 



=============================== 

 

CAINE 9.0 Linux Helps Investigators With Computer Security Forensics  

http://www.eweek.com/security/caine-9.0-linux-helps-investigators-

with-computer-security-forensics 

 

Hashcat 4.0.0 now can crack passwords and salts up to length 256  

https://securityaffairs.co/wordpress/64929/hacking/hashcat-4-0-0-

release.html 

 

Rekall v1.7 - Forensic and Incident Response Framework 

http://www.kitploit.com/2017/10/rekall-v17-forensic-and-

incident.html 

 

Timeline Explorer 0.6.0 released! 

https://binaryforay.blogspot.it/2017/10/timeline-explorer-060-

released.html 

 

Santoku, a linux distribution for Android forensic analysis 

https://andreafortuna.org/forensics/santoku-linux-a-linux-

distribution-for-android-forensic-analysis/ 

 

New version of Hardentools, 

https://github.com/securitywithoutborders/hardentools 

 

=============================== 

       CONFERENCES & CFP 

=============================== 

 

5 dicembre a Milano: Presentazione volume "Trattamento e scambio 

della prova digitale in Europa" 

https://www.linkedin.com/pulse/5-dicembre-milano-presentazione-

volume-trattamento-e-scambio-alumni/?published=t 

 

5 January 2018 - deadline for CfC for ISDFS 2018 (Int. Symposium on 

Digital Forensic and Security - Antalya, Turkey, 22-25 March 2018)  

https://www.aconf.org/conf_117084.html 

 

15 January 2018 - deadline for CfC for ADFSL 2018 (Conference on 

Digital Forensics, Security and Law - San Antonio, Texas, USA, 17-18 

May 2018)  

http://commons.erau.edu/adfsl/call-for-papers.html 

 

18 February 2018 - deadline for CfC for IEEE TrustCom 2018 (New 

York, USA - 1-3 August 2018)  

http://www.cloud-conf.net/trustcom18/ 

 

18 February 2018 - deadline for CfC for WEIS 2018 (Economics of 

information security - Inssbruck, Austria - 18-19 June 2018) 

http://weis2018.econinfosec.org/ 

 

2 March 2018 - deadline for CfC for eCrime 2018 (San Diego, CA, USA 

- 15 - 17 May 2018). 

https://apwg.org/apwg-events/ecrime2018/cfp 

 

21/23 March 2018, Florence: Digital Forensics Research Workshop EU 



http://www.dfrws.org/conferences/dfrws-eu-2018 

 

 

 

=============================== 

             LINKS 

=============================== 

 

BLOGS & PORTALS 

http://www.forensicblog.org 

http://www.forensicfocus.com/computer-forensics-blog 

http://articles.forensicfocus.com/ 

http://computer-forensics.sans.org/blog 

http://computer.forensikblog.de/en/ 

http://windowsir.blogspot.com 

http://www.forensickb.com 

http://www.forensicinnovations.com/blog 

http://forensicsfromthesausagefactory.blogspot.com/ 

http://ericjhuber.blogspot.com/ 

http://consoleforensics.com/ 

http://www.forensicphotoshop.blogspot.com/ 

http://forensicmethods.com/ 

http://blog.digital-forensics.it/ 

http://f-interviews.com/ 

http://www.techandlaw.net/ 

http://xwaysclips.blogspot.it/ 

http://justaskweg.com/ 

http://memoryforensics.blogspot.it/ 

https://www.privacyinternational.org/ 

http://volatility-labs.blogspot.it/ 

https://blog.gdatasoftware.com/ 

[ITA] http://www.siig.it/ 

[ITA] http://pierluigiperri.com/ 

[ITA] http://blog.cesaregallotti.it 

[ITA] http://mattiaep.blogspot.it 

[ITA] http://www.studioag.pro 

 

PODCASTS 

http://www.cybercrime101.com 

http://cyberspeak.libsyn.com 

http://forensic4cast.com/ 

 

WIKIS 

http://www.forensicswiki.org 

http://www.forensicwiki.com 

http://www.forensicswiki.org/wiki/Scheduled_Training_Courses 

http://www.forensicswiki.org/index.php?title=Upcoming_events 

http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B

ibliography 

 

TOOLS 

http://www.opensourceforensics.org/ 

http://www.cftt.nist.gov/ 

http://computercrimeinfo.com/info.html 

http://www.mikesforensictools.co.uk/software.html 

https://code.google.com/p/regripper/ 



http://www.mobileforensicscentral.com/mfc/ 

http://forensiccontrol.com/resources/free-software/ 

http://winfe.wordpress.com/ 

 

GOOGLE DIGITAL FORENSICS SEARCH 

http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8 

 

=============================== 

             THANKS 

=============================== 

 

For this issue, thanks to:. Marcello Bergonzi Perrone, Gianbattista 

Causin, Alessandro Guarino, Many news are from Twitter; you can 

check our retweets. 

                           

=============================== 

Newsletter a cura del Consiglio dell’Associazione DFA - Digital 

Forensics Alumni. 


