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=============================== 

            NEWS 

=============================== 

 

Bad Rabbit Dies Down But Questions Remain 

https://www.darkreading.com/endpoint/bad-rabbit-dies-down-but-

questions-remain/d/d-id/1330224? 

 

Windows 10 Update: 10 Key New Security Features 

https://www.darkreading.com/endpoint/windows-10-update-10-key-new-

security-features/d/d-id/1330225? 

 

Serious flaw in WPA2 protocol lets attackers intercept passwords and 

much more https://arstechnica.com/information-

technology/2017/10/severe-flaw-in-wpa2-protocol-leaves-wi-fi-

traffic-open-to-eavesdropping/ 

 

Facial Recognition for Porn Stars Is a Privacy Nightmare Waiting to 

Happen https://motherboard.vice.com/en_us/article/a3kmpb/facial-

recognition-for-porn-stars-is-a-privacy-nightmare-waiting-to-happen 

 

[ITA] Vulnerabilità nascosta nel protocollo Wifi Wpa2,    

http://www.ictbusiness.it/cont/news/le-risposte-dei-vendor-alla-

minaccia-di-krack/40288/1.html 

 

[ITA] Gli hacker norcoreani puntano alle reti elettriche 

statunitensi,    

http://www.ictbusiness.it/cont/news/gli-hacker-nordcoreani-puntano-

alle-reti-elettriche-statunitensi/40266/1.html 

 

[ITA] Sicurezza, il coniglietto cattivo è uscito dalla tana 

http://www.ictbusiness.it/cont/news/sicurezza-il-coniglietto-

cattivo-e-uscito-dalla-tana/40349/1.html 

 

=============================== 

LEGGI, DOTTRINA, GIURISPRUDENZA 

=============================== 

 

Art. 29 WP Data privacy impact assessment (DPIA) Guidelines: 

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083 



 

Cassazione SU Penali: può configurarsi l’accesso abusivo ad un 

sistema informatico attraverso lo sviamento di potere: 

https://www.filodiritto.com/news/2017/it-cassazione-su-penali-puo-

configurarsi-laccesso-abusivo-ad-un-sistema-informatico-attraverso-

lo-sviamento-di-potere.html 

 

Facebook - Cassazione Penale: sì al riconoscimento dell’autore di un 

reato tramite Facebook 

https://www.filodiritto.com/news/2017/facebook-cassazione-penale-si-

al-riconoscimento-dellautore-di-un-reato-tramite-facebook.html 

 

=============================== 

    PAPERS/TUTORIALS 

=============================== 

 

Analysis of Malicious Documents 

http://resources.infosecinstitute.com/analysis-malicious-documents-

part-1/ 

 

SUMURI’s Free Mac Forensics Guide 

http://cyberforensicator.com/2017/10/12/sumuris-free-mac-forensics-

guide/ 

 

Volume Shadow Copies in forensic analysis 

https://andreafortuna.org/volume-shadow-copies-in-forensics-

analysis-7708adefe61c 

 

=============================== 

             TOOLS 

=============================== 

 

OSXAuditor - Free Mac OS X Computer Forensics Tool 

http://www.kitploit.com/2017/10/osxauditor-free-mac-os-x-

computer.html 

=============================== 

       CONFERENCES & CFP 

=============================== 

 

Dubai Nov 11 - 16, 2017: SANS FOR585: Advanced Smartphone Forensics:  

https://www.sans.org/event/gulf-region-2017/course/advanced-

smartphone-mobile-device-forensics 

 

14/15th November - Brussels - ISSE Information Security Solutions 

Europe - Call for Papers now live https://www.eema.org/events-

listings/isse-information-security-solutions-europe/ 

 

1 dicembre, Bologna: HackInBo Security Dinner Winter Edition 

https://www.facebook.com/events/506295759736742/ 

 

21/23 March 2018, Florence: Digital Forensics Research Workshop EU - 

CFP deadline 9th and 23rd of October 

http://www.dfrws.org/conferences/dfrws-eu-2018 

 

  



=============================== 

             LINKS 

=============================== 

 

BLOGS & PORTALS 

http://www.forensicblog.org 

http://www.forensicfocus.com/computer-forensics-blog 

http://articles.forensicfocus.com/ 

http://computer-forensics.sans.org/blog 

http://computer.forensikblog.de/en/ 

http://windowsir.blogspot.com 

http://www.forensickb.com 

http://www.forensicinnovations.com/blog 

http://forensicsfromthesausagefactory.blogspot.com/ 

http://ericjhuber.blogspot.com/ 

http://consoleforensics.com/ 

http://www.forensicphotoshop.blogspot.com/ 

http://forensicmethods.com/ 

http://blog.digital-forensics.it/ 

http://f-interviews.com/ 

http://www.techandlaw.net/ 

http://xwaysclips.blogspot.it/ 

http://justaskweg.com/ 

http://memoryforensics.blogspot.it/ 

https://www.privacyinternational.org/ 

http://volatility-labs.blogspot.it/ 

https://blog.gdatasoftware.com/ 

[ITA] http://www.siig.it/ 

[ITA] http://pierluigiperri.com/ 

[ITA] http://blog.cesaregallotti.it 

[ITA] http://mattiaep.blogspot.it 

[ITA] http://www.studioag.pro 

 

PODCASTS 

http://www.cybercrime101.com 

http://cyberspeak.libsyn.com 

http://forensic4cast.com/ 

 

WIKIS 

http://www.forensicswiki.org 

http://www.forensicwiki.com 

http://www.forensicswiki.org/wiki/Scheduled_Training_Courses 

http://www.forensicswiki.org/index.php?title=Upcoming_events 

http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B

ibliography 

 

TOOLS 

http://www.opensourceforensics.org/ 

http://www.cftt.nist.gov/ 

http://computercrimeinfo.com/info.html 

http://www.mikesforensictools.co.uk/software.html 

https://code.google.com/p/regripper/ 

http://www.mobileforensicscentral.com/mfc/ 

http://forensiccontrol.com/resources/free-software/ 

http://winfe.wordpress.com/ 

 



GOOGLE DIGITAL FORENSICS SEARCH 

http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8 

 

=============================== 

             THANKS 

=============================== 

 

For this issue, thanks to: Giovanni Chiarini; Alberto Viganò. 

Many news are from Twitter; you can check our retweets. 

                           

=============================== 

Newsletter a cura del Consiglio dell’Associazione DFA - Digital 

Forensics Alumni. 

 

INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003 Digital 

Forensics Alumni in qualità di titolare del trattamento dei dati 

personali, informa che i dati conferiti, verranno utilizzati 

esclusivamente per lo scopo di gestione del servizio newsletter. Il 

trattamento avverrà sia su supporto cartaceo che avvalendosi di 

strumenti elettronici. I dati non verranno in nessun modo diffusi né 

comunicati ad alcuni terzi. I diritti di cui all’art. 

7 del D. Lgs. 196/2003 (aggiornamento, cancellazione, ecc.), 

potranno essere esercitati rivolgendosi all’Associazione scrivendo 

all’indirizzo di posta elettronica info@perfezionisti.it. Al sito 

www.perfezionisti.it è accessibile la versione più estesa della 

presente Informativa. 

=============================== 

 


