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=============================== 

       DFA OPEN DAY - 27TH SEPTEMBER 2017 

=============================== 

 

Slides e materiali (work in progress) 

http://www.perfezionisti.it/open-day/dfa-open-day-2017/ 

 

=============================== 

            NEWS 

=============================== 

 

Equifax story 

https://www.bloomberg.com/news/features/2017-09-29/the-equifax-hack-

has-all-the-hallmarks-of-state-sponsored-pros  

http://www.marketwatch.com/story/equifax-ceo-hired-a-music-major-as-

the-companys-chief-security-officer-2017-09-15  

https://www.theregister.co.uk/2017/09/17/equifax_cio_and_cso_retire/  

 

CCleaner utility was infected with malware  

www.zdnet.com/article/hackers-hid-malware-in-ccleaner-pc-tool-for-

nearly-a-month/  

https://www.bleepingcomputer.com/news/security/avast-publishes-full-

list-of-companies-affected-by-ccleaner-second-stage-malware/  

https://www.howtogeek.com/172820/beginner-geek-what-does-ccleaner-

do-and-should-you-use-it/  

 

Agenzia delle Entrate e lo Spesometro 

https://www.avvenire.it/economia/pagine/spesometro-bloccato-il-sito  

 

Deloitte says it's been hacked 

http://money.cnn.com/2017/09/25/technology/deloitte-hack-

cybersecurity-guardian/index.html  

 

ATO staffer leaks phone hacking how-to online, reveals fraud 

investigation tactics  

http://www.abc.net.au/news/2017-07-12/tax-office-slip-up-reveals-

new-phone-hacking-capabilities/8698800  

 

Il Piano triennale per l'informatica nella pubblica amministrazione 

è stato pubblicato https://pianotriennale-ict.italia.it/  



 

Pubblicato dal DIS il nuovo Piano Nazionale per la Cyber Security  

http://www.sicurezzanazionale.gov.it/sisr.nsf/archivio-

notizie/pubblicato-il-nuovo-piano-nazionale-cyber.html  

 

Turning off wi-fi and Bluetooth in iOS 11's control center doesn’t 

actually turn off wi-fi or Bluetooth 

https://motherboard.vice.com/en_us/article/evpz7a/turn-off-wi-fi-

and-bluetooth-apple-ios-11  

 

New FinFisher surveillance campaigns: Internet providers involved? 

https://www.welivesecurity.com/2017/09/21/new-finfisher-

surveillance-campaigns/  

 

Ransomware or Wiper? RedBoot Encrypts Files but also Modifies 

Partition Table 

https://www.bleepingcomputer.com/news/security/ransomware-or-wiper-

redboot-encrypts-files-but-also-modifies-partition-table/  

 

Il fondatore dei Bitcoin (Satoshi Nakamoto) identificato dall’NSA  

http://luca-mercatanti.com/2017/08/29/il-fondatore-dei-bitcoin-

satoshi-nakamoto-identificato-dallnsa/  

 

ZNIU, the first Android malware family to exploit the Dirty COW 

vulnerability 

http://securityaffairs.co/wordpress/63456/malware/zniu-malware-

dirty-cow.html  

 

The Big List of Computer Forensics Certifications  

http://resources.infosecinstitute.com/category/computerforensics/int

roduction/computer-forensics-certifications/  

 

NIST and new password policies 

[ENG] https://www.linkedin.com/pulse/nist-new-password-policies-

cesare-gallotti/  

[ITA] http://blog.cesaregallotti.it/2017/08/del-nist-e-della-

lunghezza-e.html  

 

=============================== 

LEGGI, DOTTRINA, GIURISPRUDENZA 

=============================== 

 

Privacy, "spiare i social network dei candidati a un impiego è 

contro le regole Ue" 

http://www.repubblica.it/tecnologia/sicurezza/2017/07/16/news/privac

y_spiare_i_social_network_dei_candidati_a_un_impiego_e_contro_le_reg

ole_ue_-170935893/  

 

Banca dati DNA: in G.U. il decreto sulla cancellazione dei profili 

http://www.dirittoegiustizia.it/news/15/0000084684/Banca_dati_DNA_in

_G_U_il_decreto_sulla_cancellazione_dei_profili.html  

 

Digital Forensics, come gestire “evidenze digitali” in azienda  

http://channels.theinnovationgroup.it/cybersecurity/digital-

forensics-evidenze-digitali/  

 



Gdpr, attenti: fare il DPO non è un mestiere. Ecco le sue vere 

funzioni  

https://www.agendadigitale.eu/sicurezza/gdpr-attenti-fare-il-dpo-

non-e-un-mestiere-ecco-le-sue-vere-funzioni/  

 

Garante: Certificazioni privacy per aziende 

http://www.gpdp.it/web/guest/home/docweb/-/docweb-

display/docweb/6621723  

 

Accredia: Certificazioni ISO/IEC 27018 per i fornitori cloud 

http://www.accredia.it/extsearch_documentazione.jsp?area=55&ID_LINK=

331&page=118&IDCTX=5549&id_context=5549  

 

NetApp privacy chief warns enterprises off investing in GDPR snake-

oil tech http://www.computerweekly.com/news/450426779/NetApp-

privacy-chief-warns-enterprises-off-investing-in-GDPR-snake-oil-tech  

 

Cybersecurity and Data Protection Standards in support of European 

policy 

https://www.enisa.europa.eu/events/enisa-cscg-2017/enisa-cscg-2017  

 

Legge-scudo sulle telefonate moleste, la Camera adotta il testo del 

Senato 

http://iltirreno.gelocal.it/regione/toscana/2017/09/26/news/legge-

scudo-sulle-telefonate-moleste-la-camera-adotta-il-testo-del-senato-

1.15905439  

 

Delega al Governo per l'adeguamento della normativa privacy 

http://www.senato.it/japp/bgt/showdoc/frame.jsp?tipodoc=Emendc&leg=1

7&id=1029112&idoggetto=1035671  

 

Uncovering the Flop of the EU Cookie Law 

https://scirate.com/arxiv/1705.08884  

 

ISO/IEC 29151 "Code of practice for personally identifiable 

information protection" 

https://www.iso.org/standard/62726.html  

 

Software di gestione dell'attività dei Call Center configurano un 

controllo a distanza dei lavoratori 

https://www.filodiritto.com/news/2017/controllo-dei-lavoratori-

ispettorato-nazionale-del-lavoro-alcuni-software-di-gestione-

dellattivita-dei-call-center.html.  

 

Barbulescu sentence - Control of employees   

[ENG] https://www.linkedin.com/pulse/barbulescu-sentence-control-

employees-cesare-gallotti/  

[ITA] http://blog.cesaregallotti.it/2017/09/accesso-del-datore-di-

lavoro-email-e-im.html  

 

=============================== 

    PAPERS/TUTORIALS 

=============================== 

 

Forensic Acquisition of Cloud Drives 



http://cyberforensicator.com/2017/06/11/forensic-acquisition-of-

cloud-drives/  

 

Così la blockchain sta rivoluzionando la cybersecurity 

http://cybersecurity.startupitalia.eu/55430-20170905-cosi-la-

blockchain-sta-rivoluzionando-la-cybersecurity  

 

Hijacking .NET to Defend PowerShell 

https://arxiv.org/abs/1709.07508  

 

=============================== 

             TOOLS 

=============================== 

 

Elcomsoft Phone Breaker 8, New Apple Devices and iOS 11 

https://blog.elcomsoft.com/2017/09/elcomsoft-phone-breaker-8-new-

apple-devices-and-ios-11/  

 

Oxygen Forensic Detective provides enhanced support for drones 

https://www.oxygen-forensic.com/en/events/news/835-oxygen-forensic-

detective-provides-enhanced-support-for-drones  

 

New In Passware Kit 2017 v4 

https://blog.passware.com/2017/09/13/new-in-passware-kit-2017-v4/  

 

Autopsy4.4.0 release: Open source forensics tool  

https://securityonline.info/autopsy4-4-0-release-open-source-

forensics-tool/  

 

Buscador Investigative Operating System 

https://inteltechniques.com/buscador/index.html  

 

Speciale Cybertech, come FireEye scopre le APT dietro ai cyber 

attacchi  

http://www.difesaesicurezza.com/difesa-e-sicurezza/speciale-

cybertech-come-fireeye-scopre-le-apt-dietro-ai-cyber-attacchi/  

 

FanZone: l’app per analizzare le tue interazioni sui social  

http://www.lifetrends.it/fanzone-lapp-analizzare-le-tue-interazioni-

sui-social/  

 

Getting Root: Kioptrix livello 3 

https://codiceinsicuro.it/getting-root/getting-root-kioptrix-

livello-3  

 

Getting Root: Sedna 

https://codiceinsicuro.it/getting-root/getting-root-sedna  

 

=============================== 

       CONFERENCES & CFP 

=============================== 

 

13 e 14 ottobre 2017, Venezia: e-privacy XXII "I dati perduti - 

Processo al Cloud" 

http://e-privacy.winstonsmith.org/  

 



14 Oct, Bologna: HackInBo Winter Edition 2017  

https://www.facebook.com/events/681431675390484/  

 

17-19 October 2017: Hack.lu 2017 (Luxembourg) - Call for papers is 

now open  

https://2017.hack.lu/blog/Call-for-Papers/  

 

20th October 2017: OWASP-Italy Day Cagliari 

https://www.owasp.org/index.php?title=Italy_OWASP_Day_2017  

 

25th October 2017, Rome: Forum ICT Security 2017  

http://www.tecnaeditrice.com/eventi/forum_ict_security_2017/presenta

zione  

 

Dubai Nov 11 - 16, 2017: SANS FOR585: Advanced Smartphone Forensics:  

https://www.sans.org/event/gulf-region-2017/course/advanced-

smartphone-mobile-device-forensics  

 

14/15th November - Brussels - ISSE Information Security Solutions 

Europe - Call for Papers now live  

https://www.eema.org/events-listings/isse-information-security-

solutions-europe/  

 

21/23 March 2018, Florence: Digital Forensics Research Workshop EU - 

CFP deadline 9th and 23rd of October 

http://www.dfrws.org/conferences/dfrws-eu-2018  

 

=============================== 

             LINKS 

=============================== 

 

BLOGS & PORTALS 

https://thisweekin4n6.com/ 

http://www.forensicblog.org 

http://www.forensicfocus.com/computer-forensics-blog 

http://articles.forensicfocus.com/ 

http://computer-forensics.sans.org/blog 

http://computer.forensikblog.de/en/ 

http://windowsir.blogspot.com 

http://www.forensickb.com 

http://www.forensicinnovations.com/blog 

http://forensicsfromthesausagefactory.blogspot.com/ 

http://ericjhuber.blogspot.com/ 

http://consoleforensics.com/ 

http://www.forensicphotoshop.blogspot.com/ 

http://forensicmethods.com/ 

http://blog.digital-forensics.it/ 

http://f-interviews.com/ 

http://www.techandlaw.net/ 

http://xwaysclips.blogspot.it/ 

http://justaskweg.com/ 

http://memoryforensics.blogspot.it/ 

https://www.privacyinternational.org/ 

http://volatility-labs.blogspot.it/ 

https://blog.gdatasoftware.com/ 

[ITA] http://www.siig.it/ 



[ITA] http://pierluigiperri.com/ 

[ITA] http://blog.cesaregallotti.it 

[ITA] http://mattiaep.blogspot.it 

[ITA] http://www.studioag.pro 

 

PODCASTS 

http://www.cybercrime101.com 

http://cyberspeak.libsyn.com 

http://forensic4cast.com/ 

 

WIKIS 

http://www.forensicswiki.org 

http://www.forensicwiki.com 

http://www.forensicswiki.org/wiki/Scheduled_Training_Courses 

http://www.forensicswiki.org/index.php?title=Upcoming_events 

http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B

ibliogra 

phy 

 

TOOLS 

http://www.opensourceforensics.org/ 

http://www.cftt.nist.gov/ 

http://computercrimeinfo.com/info.html 

http://www.mikesforensictools.co.uk/software.html 

https://code.google.com/p/regripper/ 

http://www.mobileforensicscentral.com/mfc/ 

http://forensiccontrol.com/resources/free-software/ 

http://winfe.wordpress.com/ 

 

GOOGLE DIGITAL FORENSICS SEARCH 

http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8 

 

=============================== 

             THANKS 

=============================== 

 

For this issue, thanks to: Mattia Epifani, Biagio Lammoglia, 

Alessandro Massaro, Alberto Viganò Many news are from Twitter; you 

can check our retweets. 

                           

=============================== 

Newsletter a cura del Consiglio dell’Associazione DFA - Digital 

Forensics Alumni. 


