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=============================== 

            NEWS 

=============================== 

 

[ITA] Cos’è Hummingwhale, un nuovo malware presente su 10 milioni di 

Android 

https://www.wired.it/mobile/smartphone/2017/01/24/hummingwhale-

malware-10-milioni-android/ 

 

The Cisco Meraki switch has backdoor accounts 

https://research.trust.salesforce.com/Meraki-RCE-When-Red-Team-and-

Vulnerability-Research-fell-in-love.-Part-1/ 

https://research.trust.salesforce.com/Meraki-RCE-When-Red-Team-and-

Vulnerability-Research-fell-in-love.-Part-2/ 

 

New Mac backdoor using antiquated code 

https://blog.malwarebytes.com/threat-analysis/2017/01/new-mac-

backdoor-using-antiquated-code/ 

 

Hack reveals data company Cellebrite works with everyone from US 

cops to Russia 

https://arstechnica.com/tech-policy/2017/01/hack-reveals-data-

company-cellebrite-works-with-everyone-from-us-cops-to-russia/ 

 

EyePyramid, the ultimate analysis 

https://andreafortuna.org/eyepyramid-the-definitive-analysis-

dd50c35180f3#.idgg3fktj 

 

The future of robotics and artificial intelligence in Europe 

https://ec.europa.eu/digital-single-market/en/blog/future-robotics-

and-artificial-intelligence-europe 

 

Google Announces Full SHA-1 Collision: What It Means 

https://cryptosense.com/google-announces-full-sha-1-collision-what-

it-means/ 

 

Full SHA-1 Collision: Shattered 

https://shattered.it/ 

 



[ITA] Norme per la certificazione DPO e altri profili professionali 

per la sicurezza: 

http://www.uni.com/index.php?option=com_content&view=article&id=5802

:data-protection-officer-finalmente-uno-schema-per-la-

certificazione-unificato-e-non-solo&catid=171&Itemid=2612 

 

[ITA] Google Perspective riconosce gli insulti online 

https://www.tomshw.it/google-perspective-riconosce-gli-insulti-

online-83606 

 

=============================== 

LEGGI, DOTTRINA, GIURISPRUDENZA 

=============================== 

 

[ITA] Garante privacy IT: Vietati controlli indiscriminati su e-mail 

e smartphone aziendali 

http://www.gpdp.it/web/guest/home/docweb/-/docweb-

display/docweb/5958296 

 

[ITA] Privacy e accessi degli AdS (ordinanza del Garante #privacy): 

http://blog.cesaregallotti.it/2017/03/privacy-e-accessi-degli-

ads.html 

 

[ITA] Privacy: Diffusione dei dati sensibili e rispetto dei diritti 

fondamentali, la parola alle Sezioni Unite della Cassazione. 

http://www.dimt.it/index.php/it/notizie/15859-privacy-diffusione-

dei-dati-sensibili-e-rispetto-dei-diritti-fondamentali-la-parola-

alle-sezioni-unite-della-cassazione 

 

[ITA] Newsletter Garante privacy ITA del 17/02/2017 - Vietati 

controlli indiscriminati su e-mail e smartphone aziendali - 

Telemarketing: no a uso numeri "pescati" in rete 

http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-

display/docweb/5989944 

 

[ITA] Obblighi Formazione Privacy GDPR 

http://www.eucs.it/obblighi-formazione-privacy-gdpr 

 

[ITA] Piano Privacy 2017 - Obiettivi Programmatici Autorità Garante 

http://www.eucs.it/piano-privacy-2017 

 

[ITA] Ddl contro fake news, Ziccardi: “Testo liberticida, tra Orwell 

e Kafka. Punta a controllare dissenso e informazione” 

http://www.ilfattoquotidiano.it/2017/02/22/ddl-contro-fake-news-

ziccardi-testo-liberticida-tra-orwell-e-kafka-punta-a-controllare-

dissenso-e-informazione/3406092/ 

 

[ITA] I profili legali delle fake news 

https://www.tomshw.it/profili-legali-delle-fake-news-83640 

 

=============================== 

    PAPERS/TUTORIALS 

=============================== 

 

DRAFT of new UK “Equipment Interference Code of Practice” 

https://www.gov.uk/government/uploads/system/uploads/attachment_data



/file/593753/IP_Act_-

_Draft_EI_code_of_practice_Feb2017_FINAL_WEB.pdf 

 

Radware’s annual Global Application & Network Security Report 

http://images.global.radware.com/Web/Radware/%7B2c556b74-559b-4776-

b2ac-6cd193c85279%7D_Radware_ERT-Full-Report_2016-2017.pdf  

 

TIPs: An Exploratory Study of Software Vendors and Research 

Perspectives 

https://threatintel.eu/2017/02/27/tips-an-exploratory-study-of-

software-vendors-and-research-perspectives/ 

 

ENISA Security aspects of virtualization 

https://www.enisa.europa.eu/publications/security-aspects-of-

virtualization 

 

=============================== 

             TOOLS 

=============================== 

 

Current Digital Security Resources. February 2017 Edition 

https://medium.com/tinfoil-press/current-digital-security-resources-

5c88ba40ce5c#.ffw3mn7ep 

 

Tails 2.10 is out 

https://tails.boum.org/news/version_2.10/index.en.html 

 

Mobile Forensics Monkey Wrench: iOS 10.2 and Encryption 

https://articles.forensicfocus.com/2017/01/18/mobile-forensics-

monkey-wrench-ios-10-2-and-encryption/ 

 

BitKey live CD/USB new version is out: highly secure air-gapped 

Bitcoin transactions and offline cold storage. 

https://bitkey.io/ 

 

Autopsy 4.3.0 was released. Slack space, MIME type tree, Android 

preloader, and more. 

http://sleuthkit.org/autopsy/download.php 

 

[ITA] DEFT Zero v 2017.1 stable è disponibile per il download 

http://www.dalchecco.it/download-deft-zero-2017-1-stable/ 

 

=============================== 

       CONFERENCES & CFP 

=============================== 

 

1st April 2017: HackInBo call for papers 

https://www.hackinbo.it/call-for-papers.php 

 

12 - 17 June: SANS Milan 2017 

https://www.sans.org/event/milan-2017 

 

=============================== 

             LINKS 

=============================== 

 



BLOGS & PORTALS 

http://www.forensicblog.org 

http://www.forensicfocus.com/computer-forensics-blog 

http://articles.forensicfocus.com/ 

http://computer-forensics.sans.org/blog 

http://computer.forensikblog.de/en/ 

http://windowsir.blogspot.com 

http://www.forensickb.com 

http://www.forensicinnovations.com/blog 

http://forensicsfromthesausagefactory.blogspot.com/ 

http://ericjhuber.blogspot.com/ 

http://consoleforensics.com/ 

http://www.forensicphotoshop.blogspot.com/ 

http://forensicmethods.com/ 

http://blog.digital-forensics.it/ 

http://f-interviews.com/ 

http://www.techandlaw.net/ 

http://xwaysclips.blogspot.it/ 

http://justaskweg.com/ 

http://memoryforensics.blogspot.it/ 

https://www.privacyinternational.org/ 

http://volatility-labs.blogspot.it/ 

https://blog.gdatasoftware.com/ 

[ITA] http://www.siig.it/ 

[ITA] http://pierluigiperri.com/ 

[ITA] http://blog.cesaregallotti.it 

[ITA] http://mattiaep.blogspot.it  

[ITA] http://www.studioag.pro 

 

PODCASTS 

http://www.cybercrime101.com 

http://cyberspeak.libsyn.com 

http://forensic4cast.com/ 

 

WIKIS 

http://www.forensicswiki.org 

http://www.forensicwiki.com 

http://www.forensicswiki.org/wiki/Scheduled_Training_Courses 

http://www.forensicswiki.org/index.php?title=Upcoming_events 

http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_B

ibliogra 

phy 

 

TOOLS 

http://www.opensourceforensics.org/ 

http://www.cftt.nist.gov/ 

http://computercrimeinfo.com/info.html 

http://www.mikesforensictools.co.uk/software.html 

https://code.google.com/p/regripper/ 

http://www.mobileforensicscentral.com/mfc/ 

http://forensiccontrol.com/resources/free-software/ 

http://winfe.wordpress.com/ 

 

GOOGLE DIGITAL FORENSICS SEARCH 

http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8 

  



=============================== 

             THANKS 

=============================== 

 

For this issue, thanks to: Roberto Bonalumi, Giovanni Chiarini, Eric 

Falzone, Alessandro Massaro, Valerio Vertua, Francesco Zavatarelli. 

Many news are from Twitter; you can check our retweets. 

                           

=============================== 

Newsletter a cura del Consiglio dell’Associazione DFA - Digital 

Forensics Alumni. 

 

INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003 Digital 

Forensics Alumni in qualità di titolare del trattamento dei dati 

personali, informa che i dati conferiti, verranno utilizzati 

esclusivamente per lo scopo di gestione del servizio newsletter. Il 

trattamento avverrà sia su supporto cartaceo che avvalendosi di 

strumenti elettronici. I dati non verranno in nessun modo diffusi né 

comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D. Lgs. 

196/2003 (aggiornamento, cancellazione, ecc.), potranno essere 

esercitati rivolgendosi all’Associazione scrivendo all’indirizzo di 

posta elettronica info@perfezionisti.it. Al sito 

www.perfezionisti.it è accessibile la versione più estesa della 

presente Informativa. 

=============================== 

 


