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NEWS

[ITA] ‘Eye Pyramid’ The Italian Job: una storia di malware, spionaggio e
massoneria
http://cybersecurity.startupitalia.eu/53903-20170111-eye-pyramid-the-italian-job
-storia-malware-spionaggio-massoneria

Eye Pyramid analysis by Trend Micro:

http://blog.trendmicro.com/trendlabs-security-intelligence/eye-storm-1look-eyepyr
amid-malware-supposedly-used-high-profile-hacks-italy/.

[ITA] Eye Pyramid analysis by Stefano zanero
https://www. facebook.com/raistolo/posts/10155658726324307.

Parte la fattura elettronica tra privati, ma € un caos: ecco che fare )
http://www.agendadigitale.eu/fatturazione-elettronica/parte-la-fattura-elettroni
ca-tra-privati-ma-e-un-caos-ecco-che-fare_2811.htm

Le botnet IoT vincono 1’0Oscar 2016 per gli attacchi Ddos
http://www.ictbusiness.it/cont/news/le-botnet-iot-vincono-T-oscar-2016-per-gli-a
ttacchi-ddos/38665/1.html

Trump € nazionalista anche sulla privacy, timori in_Europa ] )
http://www.ictbusiness.it/cont/news/trump-e-nazionalista-anche-sulla-privacy-tim
ori-in-europa/38663/1.html

LEGGI, DOTTRINA, GIURISPRUDENZA

Corte Giustizia EU: gli Stati non possono imporre conservazione di dati ai
fornitori di TLC
http://www.filodiritto.com/news/2017/privacy-corte-di-giustizia-dellunione-europ
$a gli-stati-membri-non-possono-imporre-un-obbligo-generale-di-conservazione.htm

Privacy: nuovo Regolamento Ue, prime Linee guida dei Garanti europei
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/57921
60

Ispettorato Nazionale del Lavoro: vietato uso GPS sull’auto aziendale )
http://www.filodiritto.com/news/2017/gps-ispettorato-nazionale-del-Tavoro-e-viet
ato-lutilizzo-del-sistema-gps-sullauto-aziendale-senza-un-accordo-sindacale.html

ENISA PETs controls matrix - A systematic approach for assessing online and
mobile privacy tools
https://www.enisa.europa.eu/publications/pets-controls-matrix/pets-controls-matr
ix-a-systematic-approach-for-assessing-online-and-mobile-privacy-tools

Proposal for a Regulation on Privacy and Electronic Communications



https://ec.europa.eu/digital-single-market/en/news/proposal-regulation-privacy-a
nd-electronic-communications

Atti sottoscritti con Firma_Elettronica Avanzata: il rischio_nullita
https://www.linkedin.com/pulse/atti-sottoscritti-con-firma-elettronica-avanzata-
il-rischio-caccia

Presentato il testo sui captatori informatici
http://www.webnews.it/2017/01/31/proposta-legge-captatori-trojan-quintarelli/

PAPERS/TUTORIALS

Segreto industriale: T1’importanza delle misure di protezione
http://www.filodiritto.com/articoli/2017/01/segreto-industriale-Tlimportanza-dell
e-misure-di-protezione.html

TOOLS

Presentation on Sysmon Deployment: To analyze your logs is the beginning of
better security
https://securitylogs.org/2017/01/17/presentation-on-sysmon-deployment/

An #awesome Tist of hacking tools
https://awesomehacking.org/

Hackers Post Cellebrite’s Smartphone Cracking Tools Online
https://www.macobserver.com/news/hacking-tools-used-cellebrite-released/

CONFERENCES & CFP

Annual Privacy Forum 2017 - CFP deadline 31 March 2017
http://privacyforum.eu/call-for-papers

13th June 2017: OSINT course by Anti Crime Academy
http://anti-crime-academy.eu/calendar.html

LINKS

BLOGS & PORTALS
http://www.forensicblog.org
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://windowsir.blogspot.com
http://www.forensickb.com
http://www.forensicinnovations.com/bTlog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/
https://blog.gdatasoftware.com/

[ITA] http://www.siig.it/



[ITA] http://pierluigiperri.com/
[ITA] http://blog.cesaregallotti.it
[ITA] http://mattiaep.blogspot.it
[ITA] http://www.studioag.pro

PODCASTS
http://www.cybercrimelOl.com
http://cyberspeak.1ibsyn.com
http://forensic4cast.com/

WIKIS

http://www.forensicswiki.org

http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliogra

phy

TOOLS

http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
https://code.google.com/p/regripper/
http://www.mobiTleforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

THANKS

For this issue, thanks to: Giovanni Chiarini, Mattia Epifani, Alessandro
Massaro, Alberto Vvigano.
Many news are from Twitter; you can check our retweets.

N$ws1etter a cura del Consiglio dell’Associazione DFA - Digital Forensics
Alumni
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003 Digita] Forensics Alumni
in qualita di titolare del trattamento dei dati personali, informa che i dati
conferiti, verranno utilizzati esclusivamente per 1o scopo di gestione del
servizio newsletter. I1 trattamento avverra sia su supporto cartaceo che
avvalendosi di strumenti elettronici. I dati non verranno_in nessun modo diffusi
ne comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D. Lgs. 196/2003
%g1ornamenpo cancellazione, ecc.), potranno essere esercitati rivolgendosi
Associazione scrivendo all’indirizzo di posta elettronica
info@perfezionisti.it. Al sito www.perfezionisti.it e accessibile la versione
piu estesa della presente Informativa.




