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===============================
            NEWS
===============================
 
European ESSENTIAL project, with 15 PhD positions available
http://www.essentialresearch.eu/
 
How the Mirai botnet hacks a security camera in a few seconds
http://securityaffairs.co/wordpress/53588/malware/mirai-infection-test.html
 
Finns chilling as DDoS knocks out building control system
http://www.theregister.co.uk/2016/11/09/finns_chilling_as_ddos_knocks_out_buildi
ng_control_system/
 
[ITA] Pc Locker è il ransomware che non chiede soldi, ma informazioni
http://www.ictbusiness.it/cont/news/pc-locker-e-il-ransomware-che-non-chiede-sol
di-ma-informazioni/38243/1.html
 
Come indaga (con poche risorse) l’Italia contro il cybercrime, tra cifratura, 
Tor e trojan
http://www.lastampa.it/2016/11/26/tecnologia/news/come-indaga-con-poche-risorse-
litalia-contro-il-cybercrime-tra-cifratura-tor-e-trojan-MpR2sFHpbuxk5IvsxSEEZK/p
agina.html
 
[ITA] Materiale (anche video) di e-Privacy XX
http://e-privacy.winstonsmith.org/
 
The Rampage of Locky
https://blog.gdatasoftware.com/2016/11/29310-the-rampage-of-locky
 
Analysis: Ursnif - spying on your data since 2007
https://blog.gdatasoftware.com/2016/11/29325-analysis-ursnif-spying-on-your-data
-since-2007
 
[ITA] Lo spettro della sorveglianza di massa spaventa il Regno Unito
http://www.ictbusiness.it/cont/news/lo-spettro-della-sorveglianza-di-massa-spave
nta-il-regno-unito/38304/1.html
 
[ITA] Assad intercettava gli oppositori al regime con tecnologia made in Italy
http://milano.corriere.it/notizie/cronaca/16_dicembre_01/assad-siria-intercettaz
ioni-intercettava-oppositori-regime-tecnologia-made-italy-2420c69e-b7b1-11e6-a82
f-f4dafb547583.shtml
 
===============================
LEGGI, DOTTRINA, GIURISPRUDENZA
===============================
 
Italian Data Protection Authority DPA authorizes EU-USA Privacy Shield
http://www.gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/5652873.
 
Messaggio minatorio via Facebook Revoca domiciliari
https://www.edotto.com/articolo/messaggio-minatorio-via-facebook-revoca-domicili
ari
https://renatodisa.com/2016/11/25/corte-di-cassazione-sezione-ii-penale-sentenza



-8-novembre-2016-n-46874/
 
La Cassazione conferma l'inestensibilità ai blog delle garanzie costituzionali 
previste per gli stampati in tema di sequestro
http://www.penalecontemporaneo.it/d/4927-la-cassazione-conferma-l-inestensibilit
aai-blog-delle-garanzie-costituzionali-previste-per-gli-stam
 
Giustizia UE: L’indirizzo IP dinamico è un dato personale (causa C-582/14)
http://curia.europa.eu/juris/liste.jsf?language=it&td=ALL&num=C-582/14
 
===============================
    PAPERS/TUTORIALS
===============================
 
Tutorial - Volatility plugins & malware analysis
http://tomchop.me/2016/11/21/tutorial-volatility-plugins-malware-analysis/
 
Video HackInBo Winter Edition
https://www.youtube.com/watch?v=L2JXsm7cyiY&feature=youtu.be&a=
 
New macOS Sierra (10.12) Forensic Artifacts – Introducing Unified Logging
https://www.mac4n6.com/blog/2016/11/13/new-macos-sierra-1012-forensic-artifacts-
introducing-unified-logging
 
Bitcoin e Antiriciclaggio
http://www.bitcoinforensics.it/2016/11/bitcoin-antiriciclaggio/
 
ISO/IEC 27050-1 "Electronic discovery -- Part 1: Overview and concepts":
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=630
81.
 
ISO/IEC 27035-1:2016 "Principles of incident management”
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=608
03.
 
ISO/IEC 27035-2:2016 "Guidelines to plan and prepare for incident response"
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=620
71.
 
Acquisition of a Locked iPhone with a Lockdown Record
https://blog.elcomsoft.com/2016/11/acquisition-of-a-locked-iphone-with-a-lockdow
n-record/
 
Forensic Implications of iOS Lockdown (Pairing) Records
https://blog.elcomsoft.com/2016/11/forensic-implications-of-ios-lockdown-pairing
-records/
 
“We take privacy very seriously” – Apple, we do not buy it, sorry
https://blog.elcomsoft.com/2016/11/we-take-privacy-very-seriously-apple-we-do-no
t-buy-it-sorry/
 
===============================
             TOOLS
===============================
 
Hacker dishes advanced phishing kit to hook clever staff in 10 mins
http://www.theregister.co.uk/2016/11/21/hacker_dishes_advanced_phishing_kit_to_h
ook_clever_staff_in_10_mins/
 
Wireshark 2.2.2 has been released.
https://www.wireshark.org/docs/relnotes/wireshark-2.2.2.html
 
Autopsy 4.20
http://www.sleuthkit.org/autopsy/
 
Oxygen Forensic Detective 9.02
https://www.oxygen-forensic.com/en/products/oxygen-forensic-detective
 
Triage-G2
http://www.adfsolutions.com/products/triage-g2



 
===============================
       CONFERENCES & CFP
===============================
 
1 Jan. 2017: Submission of abstracts: IEE Security&Privacy Special Edition - 
Digital Forensics
https://www.computer.org/web/computingnow/spcfp6
 
15th January, Deadline for CFP ISDFS 2017 -
http://isdfs2017.upm.ro/
 
15th-20th January 2017 - SANS SEC401: Security Essentials Bootcamp Style; 
Hamburg
https://www.sans.org/event/hamburg-401
 
CFP DFRWS USA 2017 (1/2/2017)
http://dfrws.org/node/467#proposals
 
13th June 2017: OSINT course by Anti Crime Academy
http://anti-crime-academy.eu/calendar.html
 
===============================
             LINKS
===============================
 
BLOGS & PORTALS
http://www.forensicblog.org
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://windowsir.blogspot.com
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/
https://blog.gdatasoftware.com/
[ITA] http://www.siig.it/
[ITA] http://pierluigiperri.com/
[ITA] http://blog.cesaregallotti.it
[ITA] http://mattiaep.blogspot.it
[ITA] http://www.studioag.pro
 
PODCASTS
http://www.cybercrime101.com
http://cyberspeak.libsyn.com
http://forensic4cast.com/
 
WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliogra
phy
 
TOOLS
http://www.opensourceforensics.org/



http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
https://code.google.com/p/regripper/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/
 
GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8
 
===============================
             THANKS
===============================
 
For this issue, thanks to: Gianbattista Causin, Giovanni Chiarini, Mattia 
Epifani, Alessandro Guarino, Donato La Muscatella, Alessandro Massaro, Rosario 
Russo, Giulio Vada, Alberto Viganò.
Many news are from Twitter; you can check our retweets.
                          
===============================
Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics 
Alumni.
 
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003 Digital Forensics Alumni 
in qualità di titolare del trattamento dei dati personali, informa che i dati 
conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del 
servizio newsletter. Il trattamento avverrà sia su supporto cartaceo che 
avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi
né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D. Lgs. 196/2003 
(aggiornamento, cancellazione, ecc.), potranno essere esercitati rivolgendosi 
all’Associazione scrivendo all’indirizzo di posta elettronica 
info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la versione 
più estesa della presente Informativa.
===============================


