\\\\\\\\\\\\ DIGITAL FORENSICS ALUMNI ////////////
Newsletter 50 - Novembre 2016

NNNNNNNNNNNNNNNNNNNNNNNNN///7777777777777777777777

Indice:

1 - News

2 - Leggi, Dottrina, Giurisprudenza
3 - Papers/Tutorials

4 - Tools

5 - conferences e call for Papers

6 - Links

7 - Thanks

NEWS

Security Assessment of veraCrypt: fixes and evolutions from TrueCrypt ]
http://blog.quarkslab.com/security-assessment-of-veracrypt-fixes-and-evolutions-
from-truecrypt.html

Yahoo email spying scandal — Here's everything that has happened so far
http://thehackernews.com/2016/10/yahoo-email-hacking.html

Amazon denies data breach rumors but resets user passwords just in case
http://news.softpedia.com/news/amazon-denies-data-breach-rumors-but-resets-user-
passwords-just-in-case-509235.shtm]l via @campuscodi

violare account whatsApp: basta Ta segreteria telefonica )
https://www.fabionatalucci.it/violare-account-whatsapp-basta-la-segreteria-telef
onica/

Erid?y 21st Octber: DDoS with IoT
ITA
http://www.ilpost.it/2016/10/24/attacco-informatico-venerdi-21-ottobre-mirai-dyn

h%tps://www.wired.com/2016/10/internet—outage—ddos—dns—dyn/.
http://www.darkreading.com/vulnerabilities---threats/root-and-the-new-age-of-iot
-based-ddos-attacks-/d/d-id/1327281.

LEGGI, DOTTRINA, GIURISPRUDENZA

C'era una volta la Pec: 1la norma CAD la svaluta
http:/éwww.agendadigita1e.eu/egov/c—era—una—vo1ta—]a—pec—1a—norma—cad—1a—sva1uta
_2526.htm

Codice di deontologia e di buona condotta per il trattamento dei dati personali
effettuato a fini di informazione commerciale:
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/42983
43.

Trattamento di dati personali dei dipendenti effettuato attraverso la
Tocalizzazione di dispositivi smartphone per finalita di rilevazione delle
presenze:
http://www.gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/5497522.

Cassazione ITA: Videoriprese ai lavoratori che commettono reato ]
http://www.filodiritto.com/news/2016/videoriprese-cassazione-penale-consentito-a
1-datore-di-lavoro-riprendere-i-lavoratori-che-commettono-reato.html.

Cassazione UE: Chi offre al pubblico un servizio Wi-Fi gratuito non e
responsabile per le attivita degli utenti:
http://www.filodiritto.com/articoli/2016/10/chi-offre-al-pubblico-un-servizio-wi
-fi-gratuito-non-e-responsabile-per-le-attivita-degli-utenti.html.



PAPERS/TUTORIALS

Learning i0S Forensics - Second Edition ) ] ]
https://www.packtpub.com/networking-and-servers/learning-ios-forensics-second-ed
ition

Mobile Forensics - Advanced Investigative Strategies ] ]
https://www.packtpub.com/networking-and-servers/mobile-forensics-advanced-invest
igative-strategies

ISO 37001:2016 "Anti-bribery management systems - Requirements with guidance for
use":
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=650
34.

TOOLS

GcLinkParser
https://github.com/devgc/GcLinkParser

Elcomsoft Phone Breaker 6.11
https://www.elcomsoft.com/eppb.html

EncryptedRegview
http://www.nirsoft.net/utils/encrypted_registry_view.html

DFIRTriage

https://github.com/travisfoley/dfirtriage
http://yww.weare4n6.com/dfirtriage—acqu1sition—too]—for—windows—based—incident—r
esponse

Quicklook Thumbnails.data parser
https://az4n6.blogspot.it/2016/10/quickTook-thumbnailsdata-parser.html

whatsApp Viewer
http://andreas-mausch.de/whatsapp-viewer/

Mobius Forensic Toolkit 0.5.26
https://packetstormsecurity.com/files/139056/

New tool that shows encrypted data stored inside the Registry of windows
http://blog.nirsoft.net/2016/10/19/new-tool1-that-shows-encrypted-data-stored-ins
ide-the-registry-of-windows/

UFED Physical Analyzer 5.3.6
http://www.weare4n6.com/ufed-physical-analyzer-5-3-6-has-been-released/

OSForensics 4 (beta) )
http://www.weare4n6.com/osforensics-v4-beta-release/

CONFERENCES & CFP

15-16 November, Paris: ISSE Conference
http://www.isse.eu.com/2016-conference-programme-dayl/

1 Jan. 2017: submission of abstracts: IEE Security&Privacy Special Edition -
Digital Forensics
https://www.computer.org/web/computingnow/spcfp6

CFP DFRWS USA 2017 (1/2/2017)
http://dfrws.org/node/467#proposals




LINKS

BLOGS & PORTALS
http://www.forensicblog.org

http://www. forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://windowsir.blogspot.com
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/

http://www. forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
http://justaskweg.com/
http://memoryforensics.blogspot.it/

https //www.privacyinternational.org/
http://volatility-labs.blogspot.it/
https://blog.gdatasoftware.com/

[ITA] http://www.siig.it/

[ITA] http://pierluigiperri.com/

[ITA] http://blog.cesaregallotti.it

[ITA] http://mattiaep.blogspot.it

[ITA] http://www.studioag.pro

PODCASTS
http://www.cybercrimelOl.com
http //cyberspeak.Tibsyn.com
http://forensic4cast.com/

WIKIS

http://www.forensicswiki.org

http://www.forensicwiki.com

http://www. forensicswiki. org/wiki/scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliogra

phy

TOOLS

http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
https://code.google.com/p/regripper/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

THANKS

For this issue, thanks to: Mattia Epjfani, Alessandro Guarino, Alessandro
Massaro, Sandro Sanna, Alberto Vvigano. )
Many news are from Twitter; where you can find sources of news.

Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics
Alumni.
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003 Digital Forensics Alumni



in qualita di titolare del trattamento dei dati personali, informa che i dati
conferiti, verranno utilizzati esclusivamente per 1o scopo di gestione del
servizio newsletter. IT trattamento avverra sia su supporto cartaceo che
avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi
né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 196/2003
(aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi
all’Associazione scrivendo all’indirizzo di posta elettronica
info@perfezionisti.it. Al sito www.perfezionisti.it & accessibile 1a versione
pilu estesa della presente Informativa.




