
\\\\\\\\\\\\ DIGITAL FORENSICS ALUMNI ////////////

           Newsletter 45 - Giugno 2016
     
\\\\\\\\\\\\\\\\\\\\\\\\\/////////////////////////

Indice:
1 – DFA Open Day 2016
2 - News
3 - Leggi, Dottrina, Giurisprudenza
4 - Papers/Tutorials
5 - Tools
6 - Conferences e Call for Papers
7 - Links

===============================
       DFA OPEN DAY 2016
===============================

Per iscriversi: http://dfaopenday2016.eventbrite.it
Si terrà presso l’Università degli Studi di Milano (aula Malliani) il giorno 
martedì 28 giugno 2016.
Il programma (ancora incompleto), in sintesi, prevede:
- presentazione nuova edizione delle EEG;
- Introduzione agli aspetti giuridici degli Smart Contract (Spada, Perugini);
- Continuous monitoring efficace degli eventi di sicurezza (Obialero);
- La Social Network Analysis e L'OSINT nelle attività d'indagine (Massaro, 
Mele);
- Il trattamento dei soggetti vittime dei ramsonware (Dal Checco, Vaciago);
- L’auto connessa: una pessima idea (Guarino);
- ONIF Survey 2015: la figura dell’informatico forense in Italia (Borra)
- Tavola rotonda sulla figura dell'informatico forense (La Muscatella, Perri, 
Reale, Vitiello, Ziccardi);
- presentazione tesine del corso.
Con il patrocinio di: Clusit, CSA Italy, Deft, Onif, Oracle Community for 
Security, Tech and Law.
Sponsor: eWitness Italia S.r.l. (www.ewitness.eu), G DATA Software 
(www.gdata.it), Reality Net e DIFOB.
Per iscriversi: http://dfaopenday2016.eventbrite.it

===============================
            NEWS
===============================

2° edizione della Electronic Evidence Guide tradotta
http://www.perfezionisti.it/documenti/electronic-evidence-guide/

Current Challenges In Digital Forensics
https://articles.forensicfocus.com/2016/05/11/current-challenges-in-digital-fore
nsics/

Forensics Europe Expo – Recap
https://articles.forensicfocus.com/2016/05/23/forensics-europe-expo-recap/

Top 2016 Cybersecurity Reports
http://www.forbes.com/sites/stevemorgan/2016/05/09/top-2016-cybersecurity-report
s-out-from-att-cisco-dell-google-ibm-mcafee-symantec-and-verizon/#49a0a0333edb

Microsoft publishes Security Intelligence Report
http://www.neowin.net/news/microsoft-publishes-security-intelligence-report-incl
uding-cloud-data-for-the-first-time.

MISP book updated
https://github.com/MISP/misp-book

Dark web hacking forum hacked and members' privates exposed
http://www.theregister.co.uk/2016/05/17/dark_web_hacking_forum_hacked/

Linkedin: 167 milioni di account rubati e in vendita
http://www.tomshw.it/news/linkedin-167-milioni-di-account-rubati-e-in-vendita-77
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Going dark: online privacy and anonymity for normal people
https://www.troyhunt.com/going-dark-online-privacy-and-anonymity-for-normal-peop
le/

Here's how I verify data breaches
https://www.troyhunt.com/heres-how-i-verify-data-breaches/

Phrack Magazine is back - May issue
http://phrack.org/issues/69/6.html

===============================
LEGGI, DOTTRINA, GIURISPRUDENZA
===============================

Data protection around the world by CNIL. In which country can I transfer 
personal data and under which conditions?
https://www.cnil.fr/en/data-protection-around-the-world

===============================
    PAPERS/TUTORIALS
===============================
HackInBo: le slide del 14-15 maggio 2016
http://www.hackinbo.it/programma-2/

Tecniche di triage applicate alla digital forensics
http://docplayer.it/2302476-Tecniche-di-triage-applicate-alla-digital-forensics.
html

Memory analysis using Redline
http://resources.infosecinstitute.com/memory-analysis-using-redline/

Digital forensics – ShimCache artifacts
https://countuponsecurity.com/2016/05/18/digital-forensics-shimcache-artifacts/

Chaos theory of standardization in IOT
http://securityaffairs.co/wordpress/47079/iot/chaos-theory-standardization-iot.h
tml

Report sui big data delle autorità francesi tedesche
http://www.autoritedelaconcurrence.fr/doc/reportcompetitionlawanddatafinal.pdf

SSD and eMMC Forensics 2016
https://articles.forensicfocus.com/2016/05/04/ssd-and-emmc-forensics-2016-part-2
/

===============================
             TOOLS
===============================

Introduction to Fridump
http://pentestcorner.com/introduction-to-fridump/

QuickLook Python Parser - all your BLOBs belong to us
http://az4n6.blogspot.gr/2016/05/quicklook-python-parser-all-your-blobs.html

===============================
       CONFERENCES & CFP
===============================

7 e 8 giugno: Security Summit di Roma
https://www.securitysummit.it/roma-2016

24 e 25 Giugno: e-privacy 2016 (Pisa)
http://j.mp/call-eprivacy-2016,
http://e-privacy.winstonsmith.org,
http://www.apihm.it

30 giugno - 1 luglio 2016 - Roma: OWASP AppSec Europe '16



http://2016.appsec.eu/

Call for Papers MOCA 2016 – End 30 May 2016
http://www.olografix.org/call-for-papers-moca-2016/

===============================
             LINKS
===============================
BLOGS & PORTALS
http://www.forensicblog.org
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://windowsir.blogspot.com
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/
[ITA] http://www.siig.it/
[ITA] http://pierluigiperri.com/
[ITA] http://blog.cesaregallotti.it
[ITA] http://mattiaep.blogspot.it
[ITA] http://www.studioag.pro

PODCASTS
http://www.cybercrime101.com
http://cyberspeak.libsyn.com
http://forensic4cast.com/

WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography

TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
https://code.google.com/p/regripper/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

===============================
Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics 
Alumni.
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003 Digital Forensics Alumni 
in qualità di titolare del trattamento dei dati personali, informa che i dati 
conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del 
servizio newsletter. Il trattamento avverrà sia su supporto cartaceo che 
avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi
né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 196/2003 



(aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi 
all’Associazione scrivendo all’indirizzo di posta elettronica 
info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la versione 
più estesa della presente Informativa.
===============================


