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===============================
             NEWS
===============================

TAGLIE, BROKER E STATI: COSÌ FUNZIONA IL MERCATO DEGLI ATTACCHI INFORMATICI 
http://www.lastampa.it/2015/10/20/tecnologia/taglie-broker-e-stati-cos-funziona-
il-mercato-degli-attacchi-informatici-UFV3nkY9v6UlzWsLWCs4XK/pagina.html

LA CORTE DI GIUSTIZIA EUROPEA DICHIARA CHE LE TRANSAZIONI IN BITCOIN NON SONO 
SOGGETTE A IVA
http://cointelegraph.it/news/115451/breaking-la-corte-di-giustizia-europea-dichi
ara-le-che-transazioni-in-bitcoin-non-sono-soggette-a-iva

DALL'FBI 1M DI DOLLARI A UN'UNIVERSITÀ AMERICANA PER SCOPRIRE CHI USA TOR
http://www.repubblica.it/tecnologia/sicurezza/2015/11/14/news/tor_sicurezza_stat
i_uniti-127343648/

IL SOFTWARE DI HACKING TEAM IN MANO ANCHE AI JIHADISTI 
http://www.corriere.it/tecnologia/economia-digitale/15_novembre_03/software-hack
ing-team-mano-anche-jihadisti-b5327c00-8214-11e5-aea2-6c39fc84b136.shtml

ECCO PERCHÉ IL SOFTWARE SPIA DI HACKING TEAM NON È IN MANI JIHADISTE
http://formiche.net/2015/11/05/hacking-team-rcs-galileo-jihad-terrorismo/

[PODCAST] Chi ha paura del Cyber Califfato?
http://www.radiocittadelcapo.it/archives/chi-ha-paura-del-cyber-califfato-167979
/

ANONYMOUS CONTRO ISIS 
http://www.lastampa.it/2015/11/16/tecnologia/anonymous-contro-isis-come-funziona
-la-campagna-degli-hacktivisti-nata-dopo-parigi-VsiORAuWaLrY5HWNYpqdkK/pagina.ht
ml
http://www.repubblica.it/tecnologia/sicurezza/2015/11/16/news/anonymous_guerra_i
sis-127487066/

UN NUOVO DISEGNO DI LEGGE AMPLIA I POTERI DI SORVEGLIANZA DEL GOVERNO BRITANNICO
http://www.lastampa.it/2015/11/05/tecnologia/cos-luk-spier-lattivit-online-degli
-utenti-NuhrLfrBul9pOHQXyHvM9L/pagina.html

SORVEGLIANZA DI MASSA E PRIVACY: ABBIAMO CHIESTO A UN ESPERTO COSA CAMBIERÀ IN 
ITALIA DOPO GLI ATTENTATI DI PARIGI
http://www.vice.com/it/read/sicurezza-privacy-post-parigi-729

COME FUNZIONA SIGNAL, L'APP DI MESSAGGISTICA CHE PIACE A SNOWDEN
http://www.repubblica.it/tecnologia/sicurezza/2015/12/01/news/signal_app_snowden
-128545228/

UNETHICAL, IMPRACTICAL, INEPT: MY TAKE ON THE INVESTIGATORY POWERS BILL
https://medium.com/@puntofisso/unethical-impractical-inept-my-take-on-the-invest
igatory-powers-bill-4bb3bf43ccaa 



EXPLOITING EMOTIONS ABOUT PARIS TO BLAME SNOWDEN, DISTRACT FROM ACTUAL CULPRITS 
WHO EMPOWERED ISIS
https://theintercept.com/2015/11/15/exploiting-emotions-about-paris-to-blame-sno
wden-distract-from-actual-culprits-who-empowered-isis/

TOP GERMAN OFFICIAL INFECTED BY HIGHLY ADVANCED SPY TROJAN WITH NSA TIES
http://arstechnica.com/tech-policy/2015/10/top-german-official-infected-by-highl
y-advanced-spy-trojan-with-nsa-ties/

BOY, 15, ARRESTED IN NORTHERN IRELAND IN CONNECTION WITH TALKTALK HACK
http://www.bbc.com/news/uk-34643783
http://news.met.police.uk/news/arrest-re-talktalk-investigation-135026

UK POLICE MAKE THIRD ARREST OVER TALKTALK CYBER ATTACK
http://www.reuters.com/article/2015/10/31/us-talktalk-cyberattack-idUSKCN0SP16H2
0151031

THREE INDICTED FOR JPMORGAN HACKING
http://www.reuters.com/article/2015/11/10/us-hacking-indictment-idUSKCN0SZ1VM201
51110

JPMORGAN HACKERS BREACHED ANTI-FRAUD VENDOR G2 WEB SERVICES
http://krebsonsecurity.com/2015/11/jpmorgan-hackers-breached-anti-fraud-vendor-g
2-web-services/

HOW EXTORTED E-MAIL PROVIDER GOT BACK ONLINE AFTER CRIPPLING DDOS ATTACK
http://arstechnica.com/security/2015/11/how-extorted-e-mail-provider-got-back-on
line-after-crippling-ddos-attack/

THIRD-PARTY INSTAGRAM APP PULLED AFTER STEALING PASSWORDS
http://www.cnet.com/uk/news/third-party-instagram-app-pulled-after-stealing-pass
words/

TOR PROJECT WARNS: ACADEMICS ACCUSED OF HELPING FBI DE-ANONYMIZE INTERNET USERS
http://www.washingtontimes.com/news/2015/nov/12/academics-accused-of-helping-fbi
-de-anonymize-inte/

OP-ED: (HOW) DID THEY BREAK DIFFIE-HELLMAN?
http://arstechnica.com/security/2015/11/op-ed-how-did-they-break-diffie-hellman/

MASSIVE HACK OF 70M PRISONER PHONE CALLS INDICATES VIOLATIONS OF ATTORNEY-CLIENT
PRIVILEGE
https://theintercept.com/2015/11/11/securus-hack-prison-phone-company-exposes-th
ousands-of-calls-lawyers-and-clients/

ENCRYPTION APP TELEGRAM PROBABLY ISN'T AS SECURE FOR TERRORISTS AS ISIS THINKS
http://motherboard.vice.com/read/encryption-app-telegram-probably-isnt-as-secure
-for-terrorists-as-isis-thinks

HOMEBREW CRYPTO IN TELEGRAM HANGOUT APP FULL OF HOLES
http://www.theregister.co.uk/2015/11/23/homebrew_crypto_in_telegram_app/
http://www.theregister.co.uk/2015/11/29/telegram_delivers_candygrams_to_stalkers
/

STALKING ANYONE ON TELEGRAM
https://oflisback.github.io/telegram-stalking/

GERMANY HAS ANOTHER DATA RETENTION LAW
http://www.computerworld.com/article/2993500/data-privacy/germany-will-make-telc
os-share-customer-data-with-the-police.html

GERMANY'S DATA RETENTION LAW REQUIRES INFO TO BE STORED ON AIR-GAPPED SERVERS
http://arstechnica.com/tech-policy/2015/10/german-parliament-passes-new-comprehe
nsive-data-retention-law/

GOVERNMENTS AROUND THE WORLD DEMAND MORE USER DATA FROM FACEBOOK
http://www.csmonitor.com/Technology/2015/1112/Governments-around-the-world-deman
d-more-user-data-from-Facebook
https://govtrequests.facebook.com/



BLACKBERRY IS LEAVING PAKISTAN OVER DEMANDS FOR BACKDOOR ACCESS
http://arstechnica.com/security/2015/11/blackberry-says-no-to-pakistani-backdoor
-gambit/
http://www.getbriefme.com/s/4kUQ/http://www.engadget.com/2015/11/30/blackberry-e
xiting-pakistan-privacy/

DoJ TO APPLE: YOUR SOFTWARE IS LICENSED, NOT SOLD, SO WE CAN FORCE YOU TO 
DECRYPT
http://boingboing.net/2015/10/23/doj-to-apple-your-software-is.html

WHEN CHILDREN ARE BREACHED—INSIDE THE MASSIVE VTECH HACK
http://arstechnica.com/security/2015/11/when-children-are-breached-inside-the-ma
ssive-vtech-hack/

TEEN WHO HACKED CIA DIRECTOR'S EMAIL TELLS HOW HE DID IT 
http://www.wired.com/2015/10/hacker-who-broke-into-cia-director-john-brennan-ema
il-tells-how-he-did-it/

===============================
LEGGI, DOTTRINA, GIURISPRUDENZA
===============================

EU COURT OF JUSTICE: Transactions to exchange the ‘bitcoin’ virtual currency for
traditional currencies — Exemption
http://curia.europa.eu/juris/document/document.jsf?text=&docid=170305&pageIndex=
0&doclang=en&mode=req&dir=&occ=first&part=1&cid=604646

REATO DI DIFFAMAZIONE A MEZZO WEB: L’ACCERTAMENTO È POSSIBILE GRAZIE ALLA 
TECNICA ED ALLA LOGICA
http://www.altalex.com/documents/news/2015/08/25/diffamazione-rilievo-indirizzo-
ip

SITO INTERNET CON ANNUNCI DI PROSTITUTE: È LECITO?
http://www.laleggepertutti.it/105091_sito-internet-con-annunci-di-prostitute-e-l
ecito

SAFE HARBOR, ECCO GLI EFFETTI DELL’INTERVENTO DEL GARANTE PER LA PRIVACY
http://formiche.net/2015/11/10/safe-harbor-cosa-ha-deciso-il-garante-per-la-priv
acy/

PRIVACY - "IO SONO PER TAGGARE” 
https://medium.com/@mantelero/io-sono-per-taggare-9fe48778512c#.teq5mdydk

CARTA DEI DIRITTI IN INTERNET
http://www.chefuturo.it/2015/11/i-tuoi-diritti-su-internet-in-14-punti/

CONTROLLO LAVORATORE CON GPS
http://www.quotidianogiuridico.it/documents/2015/10/22/gps-il-controllo-per-la-c
assazione-si-puo-fare-se-il-lavoratore-e-inadempiente
 
DPCM SUL FASCICOLO SANITARIO ELETTRONICO
www.gazzettaufficiale.it/eli/id/2015/11/11/15G00192/sg
 
THE EUROPEAN COMMISSION ISSUES GUIDANCE ON THE SCHREMS DECISION
http://www.jdsupra.com/legalnews/safe-harbor-update-the-european-61218/
http://europa.eu/rapid/press-release_MEMO-15-6014_en.htm
 
LINK DALLA GUIDA DELLA COMMISSIONE EUROPEA PER IL POST-SCHREMS
http://blog.cesaregallotti.it/2015/11/guida-della-commissione-europea-per-il.htm
l
 
DLGS 231: L’ENTE RISPONDE PER NON AVER ADOTTATO MISURE DI CONTROLLO IDONEE
http://www.filodiritto.com/news/2015/231-cassazione-penale-lente-risponde-per-no
n-aver-adottato-misure-di-controllo-idonee.html
 
 

===============================



     PAPERS/TUTORIALS
===============================

[PAPER] WhatsApp network forensics: Decrypting and understanding the WhatsApp 
call signaling messages
http://www.fit.vutbr.cz/research/pubs/index.php?file=%2Fpub%2F10979%2FWhatsApp.p
df&id=10979

[BOOK REVIEW] LEARNING ANDROID FORENSICS
http://forensicfocus.com/c/aid=135/reviews/2015/learning-android-forensics/

[BOOK] WINDOWS REGISTRY FORENSICS 2/e 
http://windowsir.blogspot.it/2015/12/wrf-2e.html

TRENDMICRO REPORT ON CHINESE CYBERCRIME
http://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/
prototype-nation-the-chinese-cybercriminal-underground-in-2015

VIRTUAL HDD IMAGE FORENSICS
http://articles.forensicfocus.com/2015/11/11/virtual-hard-disk-image-format-a-fo
rensic-overview/

EXTRACTING DATA FROM LOCKED IPHONES
http://blog.elcomsoft.com/2015/11/extracting-data-from-locked-iphones/

HOW TO HACK AND DECRYPT WHATSAPP DATABASE (REMOTELY)
http://null-byte.wonderhowto.com/how-to/hack-and-decrypt-whatsapp-database-remot
ely-root-0165015/

MICROSOFT EDGE BROWSER FORENSICS – EXPLORING PROJECT SPARTAN
http://articles.forensicfocus.com/2015/10/14/microsoft-edge-browser-forensics-ex
ploring-project-spartan/

SQLITE DATABASE DELETED RECORDS CARVING & FORENSICS
http://articles.forensicfocus.com/2015/10/15/sqlite-database-deleted-records-car
ving-forensics/

CLOUD FORENSICS CAPABILITY MATURITY MODEL AVAILABLE FOR DOWNLOAD
https://cloudsecurityalliance.org/download/cloud-forensics-capability-model/

THE FUTURE OF MOBILE FORENSICS: NOVEMBER 2015 FOLLOW-UP
http://articles.forensicfocus.com/2015/11/04/the-future-of-mobile-forensics-nove
mber-2015-follow-up/

FORENSIC ANALYSIS OF THIRD PARTY APPLICATIONS: INSTAGRAM
http://articles.forensicfocus.com/2015/11/06/forensic-analysis-of-third-party-ap
plication-instagram/

RAPPORTO SEMESTRALE MELANI
https://www.melani.admin.ch/melani/it/home/dokumentation/bollettino-d-informazio
ne/MELANI-21-rapporto-semestrale.html
 
FIRME ELETTRONICHE E REGOLAMENTO EIDAS
http://www.e-idas.org/ancora-sulle-firme-elettroniche/
 
INTRODUZIONE ALLA ISO/IEC 27001
http://www.cesaregallotti.it/Pdf/Pubblicazioni/2015-Intro-ISMS.pdf
 
THE NOOB GUIDE
https://ghostbin.com/paste/jrr89

DOING ANALYSIS
http://windowsir.blogspot.it/2015/12/doing-analysis.html

VARIOUS FORENSICS LINKS
http://windowsir.blogspot.it/2015/12/links.html

===============================



             TOOLS
===============================

WINDOWS PHONE INTERNALS
http://www.wpinternals.net/

CAINE 7.0 "DEEPSPACE" 64bit
http://www.caine-live.net/

PROCESS DUMP v1.5
http://seclist.us/process-dump-v1-5-released-windows-tool-for-dumping-malware-pe
-files-from-memory.html

KEEFARCE – Extract KeePass Passwords (2.x) From Database
http://www.darknet.org.uk/2015/11/keefarce-extract-keepass-passwords-2-x-from-da
tabase/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+rebus+%28Rebu
s%27+Digest%29

ADVANCEDRUN
http://www.nirsoft.net/utils/advanced_run.html

BSTRINGS 0.9.7
http://binaryforay.blogspot.it/2015/11/bstrings-0970-released.html

===============================
          FORMAZIONE
===============================

SICUREZZA E PRIVACY. VERSO UN SAFE HARBOUR 2.0
Roma, 9 dicembre 2015, ore 17:00 - 19:00
Palazzo Bonadies Lacellotti, Via di San Pantaleo, 66
http://www.dimt.it/2015/10/04/sicurezza-e-privacy-verso-un-safe-harbour-2-0-roma
-9-dicembre-2015/

===============================
       CONFERENCES & CFP
===============================

SFCS 2016 - FOURTH INTERNATIONAL WORKSHOP ON SECURITY AND FORENSICS IN CYBER 
SPACE
January 4-6, 2016
Singapore
https://sites.google.com/site/sfcs2016/

DFRWS - DIGITAL FORENSICS RESEARCH WORKSHOP EU 2016
March 29 - April 1, 2016
Lausanne, CH
http://www.dfrws.org/2016eu/

HITB - HACK IN THE BOX 2016
May 23-27, 2016
Amsterdam, NL
http://conference.hitb.org/hitbsecconf2016ams/
 

OWASP APPSEC EU 2016
June 27 - July 1 2016
Rome, IT

 http://2016.appsec.eu/
 

 

===============================
             LINKS
===============================
 
BLOGS & PORTALS



http://www.forensicblog.org
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://windowsir.blogspot.com
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/
[ITA] http://www.siig.it/
[ITA] http://pierluigiperri.com/
[ITA] http://blog.cesaregallotti.it
[ITA] http://mattiaep.blogspot.it 

PODCASTS
http://www.cybercrime101.com
http://cyberspeak.libsyn.com
http://forensic4cast.com/

WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography

TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
https://code.google.com/p/regripper/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8
  
              
                          
===============================
Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics 
Alumni.
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualità di titolare del trattamento dei dati 
personali, informa che i dati conferiti, verranno utilizzati esclusivamente per 
lo scopo di gestione del servizio newsletter. Il trattamento avverrà sia su 
supporto cartaceo che avvalendosi di strumenti elettronici. I dati non verranno 
in nessun modo diffusi né comunicati ad alcuni terzi. I diritti di cui all’art. 
7 del D.Lgs. 196/2003 (aggiornamento, cancellazione,ecc.), potranno essere 
esercitati rivolgendosi all’Associazione scrivendo all’indirizzo di posta 
elettronica info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la
versione più estesa della presente Informativa.
===============================


