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===============================¬
             NEWS¬
===============================¬
¬
[ITA] INFORMATICA FORENSE: COME SCEGLIERE IL CONSULENTE¬
http://www.pmi.it/tecnologia/prodotti-e-servizi-ict/approfondimenti/102519/informatica-forense-come-
scegliere-consulente.html¬
¬
[ITA] HACKING TEAM E IL DELTA DEL NIGER: UN CASO STUDIO DEL MERCATO DELLA SORVEGLIANZA¬
http://www.lastampa.it/2015/08/17/tecnologia/hacking-team-e-il-delta-del-niger-un-caso-studio-del-
mercato-della-sorveglianza-RrMAmqt8fyuqCOibdZRwdO/pagina.html¬
¬
[ITA] SPYWARE D’ARABIA: COSÌ HACKING TEAM ENTRÒ NEL MIRINO DEGLI ATTIVISTI¬
http://www.lastampa.it/2015/09/17/tecnologia/spyware-darabia-cos-hacking-team-entr-nel-mirino-degli-
attivisti-vV0CgfpH1VEmIWC6ad1KyL/pagina.html¬
¬
[ITA] RUBATE OLTRE 5 MILIONI DI IMPRONTE DIGITALI DI DIPENDENTI USA¬
http://www.lastampa.it/2015/09/24/tecnologia/rubate-oltre-milioni-di-impronte-digitali-di-dipendenti-
usa-Luw3aa1bJq9gV0bTyJ6xAL/pagina.html¬
¬
[ITA] WHATSAPP WEB ERA UNA PACCHIA PER HACKER E MALWARE: AVETE RICEVUTO FILE DI RECENTE?¬
http://www.tomshw.it/news/whatsapp-web-era-una-pacchia-per-hacker-e-malware-avete-ricevuto-file-di-
recente-69878¬
¬
[ITA] PARCELLE DEI CTU, MINI-RIVALUTAZIONE IN VISTA PER LE TARIFFE ORARIE¬
http://www.ediliziaeterritorio.ilsole24ore.com/print/ACWd9uu/0¬
¬
[ITA] FACEBOOK NON È PROPRIETARIO DI TESTI, FOTO E CONTENUTI POSTATI¬
http://www.laleggepertutti.it/96885_facebook-non-e-proprietario-di-testi-foto-e-contenuti-postati¬
¬
[ITA] APPARECCHIATURE DI CONTROLLO E NUOVO ARTICOLO 4 DELLO STATUTO DEI LAVORATORI: LA PORTATA DELLA 
MODIFICA NORMATIVA¬
www.clusit.it/docs/faggioli_app_controllo.pdf¬
¬
[ITA] LA CORTE DI GIUSTIZIA INVALIDA IL SAFE HARBOR¬
http://curia.europa.eu/jcms/upload/docs/application/pdf/2015-10/cp150117it.pdf¬
http://www.webnews.it/2015/10/06/corte-giustizia-safe-harbor-facebook/¬
www.clusit.it/docs/faggioli_ue_inval_safe_harbor.pdf¬
¬
¬
EUROPE'S HIGHEST COURT REJECTED THE 'SAFE HARBOR' AGREEMENT USED BY AMERICAN TECH COMPANIES¬
http://uk.businessinsider.com/european-court-of-justice-safe-harbor-ruling-2015-10¬
http://m.rte.ie/news/2015/1006/732665-safe-harbour-ecj/¬
¬
THERE’S NO CODE OF ETHICS TO GOVERN DIGITAL FORENSICS – AND WE NEED ONE¬
https://theconversation.com/theres-no-code-of-ethics-to-govern-digital-forensics-and-we-need-one-45755¬
http://time.com/3998540/ethics-computer-forensics/¬
¬
REAL DIGITAL SECURITY: HOW TO MODERNIZE THE EU´S EXPORT CONTROL REGIME AND THE TRADE IN ZERO-DAY 
VULNERABILITIES¬
http://www.marietjeschaake.eu/2015/09/real-digital-security-how-to-modernize-the-eus-export-control-
regime-and-the-trade-in-zero-day-vulnerabilities/¬
¬
COMBATING CYBERCRIME: EU-WIDE RULES AGAINST CYBER ATTACKS COME INTO FORCE¬



http://ec.europa.eu/dgs/home-affairs/what-is-new/news/news/2015/20150904_1_en.htm¬
¬
CHINA-U.S. AGREEMENT ON CYBERSECURITY¬
https://www.lawfareblog.com/forthcoming-china-us-agreement-cybersecurity¬
http://www.businessinsider.com/us-no-hacking-deal-with-china-2015-9¬
http://www.wired.com/2015/09/us-china-reach-historic-agreement-economic-espionage/¬
http://www.nytimes.com/2015/09/20/world/asia/us-and-china-seek-arms-deal-for-cyberspace.html¬
¬
HOW HACKING AND ESPIONAGE FUEL CHINA’S GROWTH¬
http://www.theepochtimes.com/n3/1737917-investigative-report-china-theft-incorporated/¬
¬
WHEN PHONE ENCRYPTION BLOCKS JUSTICE¬
http://mobile.nytimes.com/2015/08/12/opinion/apple-google-when-phone-encryption-blocks-justice.html¬
¬
OBAMA FACES GROWING MOMENTUM TO SUPPORT WIDESPREAD ENCRYPTION¬
https://www.washingtonpost.com/world/national-security/tech-trade-agencies-push-to-disavow-law-
requiring-decryption-of-phones/2015/09/16/1fca5f72-5adf-11e5-b38e-06883aacba64_story.html¬
¬
PROFILED FROM RADIO TO PORN, BRITISH SPIES TRACK WEB USERS’ ONLINE IDENTITIES¬
https://theintercept.com/2015/09/25/gchq-radio-porn-spies-track-web-users-online-identities/¬
¬
WHAT WE KNOW ABOUT THE SOUTH KOREA NIS’S USE OF HACKING TEAM’S RCS¬
https://citizenlab.org/2015/08/what-we-know-about-the-south-korea-niss-use-of-hacking-teams-rcs/¬
¬
IRANIAN HACKERS BROKE INTO WHAT THEY THOUGHT WAS A CHEVRON GAS PUMP — BUT IT WAS A HONEYPOT¬
http://fusion.net/story/181527/security-honeypots-snare-hackers/¬
¬
iMESSAGE - APPLE APPROACH TO PRIVACY¬
https://www.apple.com/privacy/approach-to-privacy/¬
¬
EXPERTS: YES, APPLE AND THE NSA CAN READ YOUR iMESSAGES¬
http://mashable.com/2013/10/17/apple-nsa-imessage/¬
¬
APPLE SCRAMBLES AFTER 40 MALICIOUS “XCODEGHOST” APPS HAUNT APP STORE¬
http://arstechnica.com/security/2015/09/apple-scrambles-after-40-malicious-xcodeghost-apps-haunt-app-
store/¬
¬
STEALING FINGERPRINTS¬
http://motherboard.vice.com/read/stealing-fingerprints¬
¬
SEVERE WEAKNESSES IN ANDROID HANDSETS COULD LEAK USER FINGERPRINTS¬
http://arstechnica.com/security/2015/08/severe-weaknesses-in-android-handsets-could-leak-user-
fingerprints/¬
http://arstechnica.com/tech-policy/2015/09/cia-officers-pulled-from-china-because-of-opm-breach/¬
¬
ASHLEY MADISON HACK IS NOT ONLY REAL, IT’S WORSE THAN WE THOUGHT¬
http://arstechnica.com/security/2015/08/ashley-madison-hack-is-not-only-real-its-worse-than-we-thought
/¬
http://blog.erratasec.com/2015/08/notes-on-ashley-madison-dump.html¬
http://www.wired.com/2015/08/ashley-madison-leak-reveals-ex-cto-hacked-competing-site/¬
¬
POLICE IN EUROPE ARREST TWO MEN WANTED FOR ALLEGED ROLES IN DRIDEX BANKING MALWARE¬
http://krebsonsecurity.com/2015/09/arrests-tied-to-citadel-dridex-malware/¬
¬
TURLA: HOW HIGHLY ADVANCED HACKERS (AB)USED SATELLITES TO STAY UNDER THE RADAR¬
http://arstechnica.com/security/2015/09/how-highly-advanced-hackers-abused-satellites-to-stay-under-
the-radar/¬
¬
VOLKSWAGEN SOFTWARE PROGRAMMED TO CHEAT ON EMISSIONS TESTS¬
http://arstechnica.com/tech-policy/2015/09/vw-scandal-highlights-irony-of-epa-opposition-to-vehicle-
software-tinkering/¬
¬
ANDROID AND TWO NEW STAGEFRIGHT VULNERABILITIES¬
http://arstechnica.com/security/2015/10/a-billion-android-phones-are-vulnerable-to-new-stagefright-
bugs/¬
¬
HACKED FRENCH NETWORK EXPOSED ITS OWN PASSWORDS DURING TV INTERVIEW¬
http://arstechnica.com/security/2015/04/hacked-french-network-exposed-its-own-passwords-during-tv-
interview/¬
¬
EDWARD SNOWDEN INTERVIEW: 'SMARTPHONES CAN BE TAKEN OVER'¬



http://www.bbc.com/news/uk-34444233¬
¬
NEW CALIFORNIA LAW REQUIRES WARRANT TO USE STINGRAY¬
http://arstechnica.com/tech-policy/2015/10/california-governor-signs-new-law-mandating-warrant-for-
stingray-use/¬
¬
¬
¬
===============================¬
LEGGI, DOTTRINA, GIURISPRUDENZA¬
===============================¬
¬
CORTE EU: PRIVACY “NAZIONALE” PER LE SOCIETÀ STRANIERE¬
http://curia.europa.eu/juris/document/document.jsf?text=&docid=168944&pageIndex=0&doclang=IT&mode=lst&
dir=&occ=first&part=1&cid=160665¬
¬
STATUTO DEI LAVORATORI - MODIFICATO ARTICOLO 4¬
http://www.webnews.it/2015/09/24/controllo-distanza-lavoro/¬
http://www.lavoro.gov.it/Notizie/Pages/2015_06_18-Controlli-a-distanza.aspx¬
http://blog.cesaregallotti.it/2015/10/statuto-dei-lavoratori-modificato.html¬
¬
TRATTAMENTO DEI DATI DEI LAVORATORI: ¬
- Raccomandazione del Consiglio d'Europa¬
https://wcd.coe.int/ViewDoc.jsp?id=2306625¬
¬
- Vademecum 2015 su "Privacy e lavoro" del Garante italiano:¬
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/3¬
890025¬
¬
PRIVACY - Sito per confrontare tra loro le normative privacy di due Paesi¬
http://www.dlapiperdataprotection.com/#handbook/registration-section/c1_IT/c¬
2_NO¬
¬
PRIVACY - "Provvedimento generale prescrittivo in tema di biometria" con¬
errata corrige¬
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/3¬
556992¬
¬
PRIVACY - Nuove "Linee guida in materia di Dossier sanitario" (4 giugno 2015)¬
del Garante privacy¬
http://www.gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/4084632¬
¬
PRIVACY - Obbligo per le PA di comunicazione al Garante delle compromissioni¬
di dati personali¬
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/4¬
129029¬
¬
PRIVACY: Umbrella agreement USA-UE:¬
http://europa.eu/rapid/press-release_MEMO-15-5612_en.htm¬
¬
PRIVACY - Facebook: dichiarazione di Antonello Soro sulla sentenza della Corte di Giustizia Europea¬
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/4308245¬
¬
DATA PROTECTION OFFICER: COSA È E COSA NON È¬
http://www.filodiritto.com/articoli/2015/05/professioni-non-regolamentate-lo¬
-strano-caso-del-privacy-officer.html¬
¬
APPLICAZIONE DEL REGOLAMENTO UE EIDAS (IN ITALIA SPID):¬
http://www.agid.gov.it/agenda-digitale/infrastrutture-architetture/spid¬
http://www.agendadigitale.eu/identita-digitale/1304_il-regolamento-eidas-var¬
a-il-marchio-di-fiducia-europeo.htm¬
http://www.agid.gov.it/notizie/2015/07/28/spid-al-il-sistema-laccesso-sempli¬
ce-sicuro-ai-servizi-line-pa¬
http://www.wired.it/attualita/2015/07/29/guida-spid-sistema-identita-digital¬
e/¬
¬
TRIPADVISOR NON RISPONDE DELLA VERIDICITÀ DELLE RECENSIONI:¬
http://www.altalex.com/documents/news/2015/07/22/tripadvisor-recensioni-tar-¬
roma-9355-del-2015¬
http://www.eius.it/giurisprudenza/2015/196.asp¬
¬



¬
¬
===============================¬
     PAPERS/TUTORIALS¬
===============================¬
¬
CAR HACKING - REMOTE EXPLOITATION OF AN UNALTERED PASSENGER VEHICLE¬
http://illmatics.com/Remote%20Car%20Hacking.pdf¬
¬
iOS MASQUE ATTACK WEAPONIZED: A REAL WORLD LOOK¬
https://www.fireeye.com/blog/threat-research/2015/08/ios_masque_attackwe.html¬
¬
WINDOWS PHONE v7.8 FORENSICS¬
http://forensenellanebbia.blogspot.it/2015/08/how-to-get-physical-image-of-lumia-800.html¬
http://forensenellanebbia.blogspot.it/2015/09/windows-phone-78-forensics.html¬
¬
AZURE FORENSICS¬
http://blogs.msdn.com/b/azuresecurity/archive/2015/08/14/azure-forensics-for-the-security-responder-
how-i-learned-to-stop-worrying-and-love-the-cloud.aspx¬
¬
A LIGHT-WEIGHT FORENSIC ANALYSIS OF THE ASHLEYMADISON HACK¬
http://blog.includesecurity.com/2015/08/forensic-analysis-of-the-AshleyMadison-Hack.html¬
¬
iOS APP REVERSE ENGINEERING¬
https://github.com/iosre/iOSAppReverseEngineering/blob/master/iOSAppReverseEngineering.pdf¬
¬
LINUX TIMESTAMPS, OH BOY!¬
http://articles.forensicfocus.com/2015/08/25/linux-timestamps-oh-boy/¬
¬
NOVEL MALWARE XCODEGHOST MODIFIES XCODE, INFECTS APPLE IOS APPS AND HITS APP STORE¬
http://researchcenter.paloaltonetworks.com/2015/09/novel-malware-xcodeghost-modifies-xcode-infects-
apple-ios-apps-and-hits-app-store/¬
¬
COUNTERING ANTI-FORENSIC EFFORTS¬
http://articles.forensicfocus.com/2015/09/01/countering-anti-forensic-efforts-part-1/¬
http://articles.forensicfocus.com/2015/09/15/countering-anti-forensic-efforts-part-2/¬
¬
HINDERING EXPLOITATION BY ANALYSING PROCESS LAUNCHES¬
http://digital-forensics.sans.org/blog/2015/08/31/hindering-exploitation-by-analysing-process-launches¬
¬
WINDOWS 8 TOUCH FORENSICS¬
http://articles.forensicfocus.com/2015/09/04/windows-8-touch-forensics/¬
¬
ANALYZING IEaaS IN WINDOWS 8¬
http://blog.4n6ir.com/2015/09/analyzing-ieaas-in-windows-8.html¬
¬
WINDOWS 10 FORENSICS¬
http://www.champlain.edu/Documents/LCDI/Windows%2010%20Forensics.pdf¬
http://www.slideshare.net/bsmuir/windows-10-forensics-os-evidentiary-artefacts¬
http://blog.digital-forensics.it/2015/06/a-first-look-at-windows-10-prefetch.html¬
http://articles.forensicfocus.com/2015/08/06/standard-processes-in-windows-10/¬
¬
MAC OSX FORENSICS ARTIFACTS¬
- iOS device backup locations¬
http://forensicartifacts.com/2015/10/mac-os-x-ios-device-backup-locations/¬
¬
- “Recent Items”¬
http://forensicartifacts.com/2015/10/mac-os-x-recent-items/¬
¬
- System Logs¬
http://forensicartifacts.com/2015/10/mac-os-x-system-logs/¬
¬
- Sleep/Hibernate and Swap Image File¬
http://forensicartifacts.com/2015/10/mac-os-x-sleephibernate-and-swap-image-file/¬
¬
- Autorun Locations¬
http://forensicartifacts.com/2015/08/mac-os-x-autorun-locations/¬
¬
MAPPING THE FORENSIC STANDARD ISO/IEC 27037 TO CLOUD COMPUTING¬
https://cloudsecurityalliance.org/download/mapping-the-forensic-standard-isoiec-27037-to-cloud-
computing/¬



¬
¬
¬
===============================¬
             TOOLS¬
===============================¬
¬
FORENSIC RESPONSE ACQUISTION (FRAC) AND RETRIEVE INTERESTING FILES TOOL (RIFT)¬
https://github.com/chaoticmachinery/fate/tree/master/frac_rift¬
¬
REGLISTER - COMMAND LINE REGISTRY ANALYZER¬
https://github.com/dnlongen/RegLister¬
http://www.securityforrealpeople.com/2015/08/introducing-new-forensics-tool-reglister.html¬
¬
¬
¬
===============================¬
          FORMAZIONE¬
===============================¬
¬
¬
¬
¬
¬
===============================¬
       CONFERENCES & CFP¬
===============================¬
¬
E-PRIVACY XVIII 2015 (winter edition)¬
16 e 17 ottobre 2015¬
Cagliari, Italy¬
http://e-privacy.winstonsmith.org/¬
¬
SWISS CYBER STORM 2015¬
October 21, 2015¬
Lucern, CH¬
https://www.swisscyberstorm.com/¬
¬
SFCS 2016 - FOURTH INTERNATIONAL WORKSHOP ON SECURITY AND FORENSICS IN CYBER SPACE¬
January 4-6, 2016¬
Singapore¬
https://sites.google.com/site/sfcs2016/¬
¬
DFRWS - DIGITAL FORENSICS RESEARCH WORKSHOP EU 2016¬
March 29 - April 1, 2016¬
Lausanne, CH¬
http://www.dfrws.org/2016eu/¬
¬
¬
 ¬
===============================¬
             LINKS¬
===============================¬
 ¬
BLOGS & PORTALS¬
http://www.forensicblog.org¬
http://www.forensicfocus.com/computer-forensics-blog¬
http://articles.forensicfocus.com/¬
http://computer-forensics.sans.org/blog¬
http://computer.forensikblog.de/en/¬
http://windowsir.blogspot.com¬
http://www.forensickb.com¬
http://www.forensicinnovations.com/blog¬
http://forensicsfromthesausagefactory.blogspot.com/¬
http://ericjhuber.blogspot.com/¬
http://consoleforensics.com/¬
http://www.forensicphotoshop.blogspot.com/¬
http://forensicmethods.com/¬
http://blog.digital-forensics.it/¬
http://f-interviews.com/¬
http://www.techandlaw.net/¬



http://xwaysclips.blogspot.it/¬
http://justaskweg.com/¬
http://memoryforensics.blogspot.it/¬
https://www.privacyinternational.org/¬
http://volatility-labs.blogspot.it/¬
[ITA] http://www.siig.it/¬
[ITA] http://pierluigiperri.com/¬
[ITA] http://blog.cesaregallotti.it¬
[ITA] http://mattiaep.blogspot.it ¬
¬
PODCASTS¬
http://www.cybercrime101.com¬
http://cyberspeak.libsyn.com¬
http://forensic4cast.com/¬
¬
WIKIS¬
http://www.forensicswiki.org¬
http://www.forensicwiki.com¬
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses¬
http://www.forensicswiki.org/index.php?title=Upcoming_events¬
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography¬
¬
TOOLS¬
http://www.opensourceforensics.org/¬
http://www.cftt.nist.gov/¬
http://computercrimeinfo.com/info.html¬
http://www.mikesforensictools.co.uk/software.html¬
https://code.google.com/p/regripper/¬
http://www.mobileforensicscentral.com/mfc/¬
http://forensiccontrol.com/resources/free-software/¬
http://winfe.wordpress.com/¬
¬
GOOGLE DIGITAL FORENSICS SEARCH¬
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8¬
  ¬
              ¬
                          ¬
===============================¬
Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics Alumni.¬
 ¬
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003¬
Digital Forensics Alumni in qualità di titolare del trattamento dei dati personali, informa che i dati 
conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del servizio newsletter. Il 
trattamento avverrà sia su supporto cartaceo che avvalendosi di strumenti elettronici. I dati non 
verranno in nessun modo diffusi né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 
196/2003 (aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi all’Associazione 
scrivendo all’indirizzo di posta elettronica info@perfezionisti.it. Al sito www.perfezionisti.it è 
accessibile la versione più estesa della presente Informativa.¬
===============================


