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DFA OPEN DAY 2014 - 5 giugno 2014 - Milano
Argomenti: “OSINT e Investigazioni Digitali” e “Security e Incident Response aziendale”
Ingresso gratuito. Maggiori dettagli il prossimo mese.

NEWS

IPHONE FORENSICS: A CHE PUNTO SIAMO?
http://mattiaep.blogspot.it/2014/02/iphone-forensics-che-punto-siamo.html

CASO VIVIDOWN, FINALMENTE LA CASSAZIONE
http://punto-informatico.it/3987740/PI/Commenti/caso-vividown-finalmente-cassazione.aspx

HANNO SVALIGIATO IL NUOVO SILK ROAD
http://punto-informatico.it/3993754/PI/News/hanno-svaligiato-nuovo-silk-road.aspx

BITCOIN EXCHANGES UNDER "TRANSACTION MALLEABILITY" ATTACK
http://arstechnica.com/security/2014/02/bitcoin-exchanges-buckle-under-strain-of-phantom-transactions/
http://arstechnica.com/security/2014/02/new-silk-road-hit-with-2-6-million-heist-due-to-known-bitcoin-flaw/
http://arstechnica.com/business/2014/02/bitcoin-price-tumbles-as-mt-gox-claims-core-glitch-prevents—-transfe

TECH COMPANIES PUBLISH FOREIGN INTELLIGENCE SURVEILLANCE COURT DATA REQUESTS
http://arstechnica.com/tech-policy/2014/02/google-yahoo-microsoft-reveal-how-many-accounts-are-snooped-by-c

NSA COLLECTS LESS THAN 30 PERCENT OF PHONE CALL METADATA
http://www.washingtonpost.com/world/national-security/nsa-is-collecting-less-than-30-percent-of-us-call-dat
http://arstechnica.com/tech-policy/2014/02/report-nsa-bulk-metadata-program-doesnt-cover-cellphones/

MAC OS X TROJAN THAT STEALS BITCOINS SPOTTED IN THE WILD
http://news.softpedia.com/news/Mac-0S-X-Trojan-That-Steals-Bitcoins-Spotted-in-the-Wild-425561.shtml?utm_sc

CYBERSECURITY FRAMEWORK RELEASED
http://www.govinfosecurity.com/nist-releases-cybersecurity-framework-a-6497
http://www.theregister.co.uk/2014/02/13/obama cybersecurity framework/

SOPHISTICATED CARETO "THE MASK" MALWARE TARGETS GOVERNMENT, ENERGY COMPANIES, FINANCIAL FIRMS
http://www.washingtonpost.com/blogs/the-switch/wp/2014/02/10/this-malware-is-frighteningly-sophisticated-ar
http://arstechnica.com/security/2014/02/meet-mask-possibly-the-most-sophisticated-malware-campaign-ever-see

THE MASK - UNVEILING THE WORLD’S MOST SOPHISTICATED APT CAMPAIGN
http://blog.kaspersky.com/the-mask-unveiling-the-worlds-most-sophisticated-apt-campaign/

SOUTH KOREAN FINANCIAL REGULATORS IMPOSE PENALTIES ON CREDIT CARD COMPANIES AFTER DATA BREACH
http://www.zdnet.com/south-korean-credit-card-firms-suspended-over-data-breach-7000026406/

MICROSOFT WINDOWS CRASH REPORTS REVEAL NEW APT, POS ATTACKS
http://www.darkreading.com/attacks-breaches/microsoft-windows-crash-reports-reveal-n/240166207

US ATTORNEY GENERAL PUSHES FOR FEDERAL BREACH NOTIFICATION LAW
http://www.govinfosecurity.com/holder-calls-for-national-breach-law-a-6533



SOURCE CODE FOR ANDROID IBANKING MALWARE LEAKED
http://www.computerworld.com/s/article/9246494/Source code for Android iBanking bot surfaces on undergrounc

CRIMINALS CONTROL, CASH OUT BANK'S ATM MACHINES
http://www.darkreading.com/attacks-breaches/criminals-control-cash-out-banks-atm-mac/240166070

NHS web page error sent users to malicious websites
http://www.bbc.com/news/technology-26016802

LEGGI, DOTTRINA, GIURISPRUDENZA

Libero link in libera rete, purché verso contenuti liberamente disponibili nel sito linkato
http://www.filodiritto.com/corte-di-giustizia-libero-link-in-libera-rete-purche-verso-contenuti-liberamente

PAPERS/TUTORIALS

THE 2013 FIREEYE ADVANCED THREAT REPORT!
http://www.fireeye.com/blog/uncategorized/2014/02/the-2013-fireeye-advanced-threat-report.html

FORENSIC ANALYSIS OF THE ESE DATABASE IN INTERNET EXPLORER 10
http://hh.diva-portal.org/smash/get/diva2:635743/FULLTEXTO02.pdf

WEBMAIL FORENSICS - DIGGING DEEPER INTO BROWSERS AND MOBILE APPLICATIONS
http://articles.forensicfocus.com/2014/02/01/webmail-forensics-digging-deeper-into-browsers-and-mobile-app]

FRAMEWORK FOR IMPROVING CRITICAL INFRASTRUCTURE CYBERSECURITY
http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214-final.pdf

UNVEILING “CARETO” - THE MASKED APT
http://www.securelist.com/en/downloads/vlpdfs/unveilingthemask v1.0.pdf

BLUETOOTH PACKET CAPTURE ON ANDROID 4.4
https://viaforensics.com/mobile-security/bluetooth-packet-capture-android.html

SKYPE FORENSICS
http://resources.infosecinstitute.com/skype-forensics-2/

DETECTION AND ANALYSIS OF THE CHAMELEON WIFI ACCESS POINT VIRUS
http://jis.eurasipjournals.com/content/2013/1/2

IDENTIFYING OWNERS OF LOCKED ANDROID DEVICES
http://linuxsleuthing.blogspot.it/2014/02/identifying-owners-of-locked-android.html

WINDOWS PHONE DIGITAL FORENSICS
http://resources.infosecinstitute.com/windows-phone-digital-forensics/

TOOLS

ProcDOT version 1.1 beta
http://procdot.com/downloadprocdotbinaries.htm

BELKASOFT FORGERY DETECTION PLUGIN
http://forensic.belkasoft.com/en/forgery-detection

GHIRO - DIGITAL IMAGE FORENSICS
http://www.getghiro.org/

SOFTWARE WRITE BLOCKERS



http://www.forensicsoft.com/trial safeblock.php?pid=9

FORMAZIONE

CRIMINI INFORMATICI, CYBER WARFARE E CYBER INTELLIGENCE

13 Marzo, 2014

Milano
http://users2.unimi.it/forensics/mod-3-cyber-warfare-e-cloud-security/

INTELLIGENCE SU FONTI APERTE, OPEN DATA, BIG DATA E INVESTIGAZIONI

20 Marzo, 2014

Milano
http://users2.unimi.it/forensics/mod-3-cyber-warfare-e-cloud-security/

SANS ADVANCED NETWORK FORENSICS AND ANALYSIS

12-17 May, 2014

Amsterdam, Netherlands
http://www.sans.org/event/secure-europe-2014/course/advanced-network-forensics-analysis

SANS ICS/SCADA SECURITY ESSENTIALS

12-16 May, 2014

London, United Kindom
http://www.sans.org/event/ics-london-2014?utm source=e-mail&utm medium=invite&utm content=20140218 EMEA ICS

SANS HACKER TECHNIQUES, EXPLOITS & INCIDENT HANDLING
16-21 June, 2014

Milan, Italy
http://www.sans.org/event/sans-milan-2014

CONFERENCES & CFP

SECURITY SUMMIT 2014

18-20 March, 2014

Milan, Italy
https://www.securitysummit.it/milano-2014/

DEFT Conference

11 April, 2014

Milano, Italy
http://www.deftlinux.net/it/

DFWRS EU 2014 - Digital Forensics Research Workshop
7-9 May, 2014

Amsterdam, Netherland

http://www.dfrws.org/2014eu/

IMF 2014 - 8th International Conference on IT Security Incident Management & IT Forensics
12-14 May, 2014

Munster, Germany

http://www.imf-conference.org/

DFA OPEN DAY 2014

5 June, 2014

Milano, Italy

Argomenti: “OSINT e Investigazioni Digitali” e “Security e Incident Response aziendale”
Ingresso gratuito. Maggiori dettagli il prossimo mese.

LINKS




BLOGS & PORTALS

http://www.forensicblog.org
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://windowsir.blogspot.com
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/

http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/

[ITA] http://www.siig.it/

[ITA] http://pierluigiperri.com/
[ITA]

[ ]

http://blog.cesaregallotti.it
ITA] http://mattiaep.blogspot.it <-——- NEW
PODCASTS

http://www.cybercrimelOl.com
http://cyberspeak.libsyn.com
http://forensicdcast.com/

WIKIS

http://www.forensicswiki.org

http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled Training Courses
http://www.forensicswiki.org/index.php?title=Upcoming events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity Annotated Bibliography

TOOLS

http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
https://code.google.com/p/regripper/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365: 7eskxxzhjj8

Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics Alumni.

INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualita di titolare del trattamento dei dati personali, informa che i dati conf




