
\\\\\\\\\\\\ DIGITAL FORENSICS ALUMNI ////////////
 
        Newsletter 30 - Luglio/Agosto 2013
 
\\\\\\\\\\\\\\\\\\\\\\\\\/////////////////////////
 
Indice:
1 - News
2 - Leggi, Dottrina, Giurisprudenza
3 - Links
4 - Tools
5 - Papers/Tutorials
6 - Formazione
7 - Conferences e Call for Papers
 
**************************************************
 
===============================
             NEWS
===============================

UE: PENE PIÙ SEVERE PER I CRIMINI INFORMATICI
http://www.zeusnews.it/n.php?c=19550

TOR: L'FBI SI INFILTRA E ARRESTA UN PEDOFILO
http://www.tomshw.it/cont/news/tor-non-e-piu-blindata-l-fbi-si-infiltra-e-arresta-un-pedofilo/48227/1.html

#DATAGATE. RODOTÀ: ENORMITÀ E GRAVITÀ DEL DECRETO MONTI SULL’ACCESSO DEI SERVIZI ALLE BANCHE DATI
http://www.fulviosarzana.it/blog/rodota-enormita-e-gravita-del-decreto-monti-sullaccesso-dei-servizi-alle-banche-dati/

ANCORA SU PRISM, LETTERA DAL WP29
http://ec.europa.eu/justice/data-protection/article-29/documentation/other-document/files/2013/20130813_letter_to_vp_reding_final_en.pdf

PRIMA HACKER, ORA CYBER-SPIE: DUE RAGAZZI ITALIANI CONSULENTI DELLA NSA
http://www.repubblica.it/esteri/2013/07/15/news/due_ragazzi_italiani_prima_hacker_ora_cyber-spie_consulenti_della_nsa-62995748/

NATIONS BUYING AS HACKERS SELL FLAWS IN COMPUTER CODE
http://www.nytimes.com/2013/07/14/world/europe/nations-buying-as-hackers-sell-computer-flaws.html?pagewanted=all&_r=1&

CRITICAL ANDROID FLAW LETS ATTACKERS INSERT CODE INTO SIGNED APPS
http://www.h-online.com/security/news/item/Android-s-code-signing-can-be-bypassed-1911409.html
http://www.bbc.co.uk/news/technology-23179522
http://arstechnica.com/security/2013/07/android-flaw-allows-hackers-to-surreptitiously-modify-apps/

EUROPEAN PARLIAMENT ADOPTS DRAFT CYBERCRIME PENALTIES DIRECTIVE
http://www.bbc.co.uk/news/technology-23187470
http://www.europarl.europa.eu/news/en/pressroom/content/20130701IPR14763/html/Cyber-attacks-Parliament-adopts-stricter-EU-wide-penalties

US-MADE INTERNET MONITORING TOOLS DETECTED ON NETWORKS IN SUDAN, IRAN, AND SYRIA
http://www.washingtonpost.com/world/national-security/report-web-monitoring-devices-made-by-us-firm-blue-coat-detected-in-iran-sudan/2013/07/08/09877ad6-e7cf-11e2-a301-ea5a8116d211_story.html

EUROPEAN PARLIAMENT DEMANDS INFORMATION ON PRISM
http://www.computerworld.com/s/article/9240634/Fallout_from_NSA_surveillance_program_disclosures_spreads?taxonomyId=17
http://www.washingtonpost.com/blogs/wonkblog/wp/2013/07/07/european-outrage-about-the-nsa-could-force-us-to-rethink-our-surveillance-laws/
http://www.europarl.europa.eu/sides/getDoc.do?type=TA&reference=P7-TA-2013-0322&language=EN
http://www.europarl.europa.eu/news/en/pressroom/content/20130701IPR14770/html/Parliament-to-launch-in-depth-inquiry-into-US-surveillance-programmes

MICROSOFT PROVIDED NSA MORE HELP THAN PREVIOUSLY DISCLOSED
http://blogs.wsj.com/digits/2013/07/11/guardian-says-documents-show-microsoft-help-for-nsa/?mod=WSJBlog&mod=

INDIAN GOVERNMENT CAN NOW INTERCEPT CONSUMERS' BLACKBERRY COMMUNICATIONS
http://www.zdnet.com/in/indias-blackberry-monitoring-system-ready-for-use-7000017937/
http://www.bbc.co.uk/news/technology-23265091



FORMER CIA AND NSA HEAD SAYS HUAWEI SPIES FOR CHINA
http://www.theregister.co.uk/2013/07/19/huawei_cia_boss_accuses_spying/

GENERAL ALEXANDER'S FOCUS ON LARGE SCALE DATA COLLECTION
http://www.washingtonpost.com/world/national-security/for-nsa-chief-terrorist-threat-drives-passion-to-collect-it-all/2013/07/14/3d26ef80-ea49-11e2-a301-ea5a8116d211_story.html

SIM CARD VULNERABILITY AFFECTS MILLIONS OF DEVICES
http://www.forbes.com/sites/parmyolson/2013/07/21/sim-cards-have-finally-been-hacked-and-the-flaw-could-affect-millions-of-phones/
http://www.scmagazine.com//hundreds-of-millions-at-risk-from-sim-card-vulnerability/article/304013/
http://arstechnica.com/security/2013/07/crypto-flaw-makes-millions-of-smartphones-susceptible-to-hijacking/
http://www.theregister.co.uk/2013/07/22/mobile_gsm_sim_card_crypto_crack/

MOST MOBILE COMPANIES HAVE FIXED SIM CARD FLAW
http://www.nbcnews.com/technology/hacking-expert-says-mobile-firms-moved-fast-fix-security-flaw-6C10814147
http://www.theguardian.com/technology/2013/aug/01/sim-card-flaw-cellphone-hackers-karsten-nohl

MICROSOFT TAKEDOWN DISRUPTED MOST CITADEL BOTNETS
http://www.computerworld.com/s/article/9241117/FBI_Microsoft_takedown_program_blunts_most_Citadel_botnets?taxonomyId=17
http://blogs.technet.com/b/microsoft_on_the_issues/archive/2013/07/25/public-private-partnerships-essential-to-fighting-cybercriminals.aspx?Redirected=true

PROFESSOR AND STUDENT SPOOF YACHT'S GPS
http://arstechnica.com/security/2013/07/professor-spoofs-80m-superyachts-gps-receiver-on-the-high-seas/

UK GOVERNMENT TO 'DRAIN THE MARKET' OF ONLINE CHILD SEX ABUSE
http://www.theguardian.com/technology/2013/jul/22/uk-government-online-child-sex-abuse

NSA DIRECTOR ADDRESSES BLACK HAT, SAYS THERE HAVE BEEN “ZERO ABUSES” OF DATA
http://arstechnica.com/security/2013/07/nsa-director-addresses-black-hat-says-there-have-been-zero-abuses-of-data/
http://www.wired.com/threatlevel/2013/07/alexander-blackhat-keynote/
http://www.youtube.com/watch?v=xvVIZ4OyGnQ

NSA PLANS TO ELIMINATE SYSTEM ADMINISTRATORS
http://www.nbcnews.com/technology/nsa-cut-system-administrators-90-percent-limit-data-access-6C10884390
http://arstechnica.com/information-technology/2013/08/nsa-directors-answer-to-security-first-lay-off-sysadmins/
http://www.theregister.co.uk/2013/08/09/snowden_nsa_to_sack_90_per_cent_sysadmins_keith_alexander/

LEAKED NSA AUDIT SHOWS AGENCY VIOLATED US CITIZENS' PRIVACY
http://www.washingtonpost.com/world/national-security/nsa-broke-privacy-rules-thousands-of-times-per-year-audit-finds/2013/08/15/3310e554-05ca-11e3-a07f-49ddc7417125_story.html
http://www.wired.com/threatlevel/2013/08/nsa-violated-privacy-rules/
http://www.theregister.co.uk/2013/08/16/nsa_internal_audit_privacy_violations/

NSA ALLEGEDLY SPIED ON UN OFFICES AND EU EMBASSIES
http://www.spiegel.de/international/world/secret-nsa-documents-show-how-the-us-spies-on-europe-and-the-un-a-918625.html
http://www.infosecurity-magazine.com/view/34179/nsa-revealed-spying-on-the-un-and-eu-embassies/

ALLEGED GOZI AUTHOR'S EXTRADITION FROM LATVIA APPROVED, THEN SUSPENDED
http://www.scmagazine.com/extradition-suspended-for-gozi-virus-co-conspirator/article/306628/
Decision to Extradite: http://arstechnica.com/tech-policy/2013/08/latvia-agrees-to-extradite-man-accused-of-helping-gozi-virus-creation/

FEDS DECRYPT TWO DRIVES, ARREST MAN IN CHILD PORNOGRAPHY CASE
http://www.wired.com/threatlevel/2013/08/feds-crack-encrypted-drives/
http://www.wired.com/threatlevel/2013/08/kid-porn-decryption-flap/

NEW EU RULE REQUIRES BREACH NOTIFICATION WITHIN 24 HOURS
http://www.scmagazine.com/stern-new-data-breach-reporting-requirement-takes-hold-in-eu/article/308530/
http://www.v3.co.uk/v3-uk/news/2290763/eu-24hour-breach-disclosure-laws-to-come-into-force
http://www.infosecurity-magazine.com/view/34102/eu-businesses-prep-for-regulations-requiring-24hour-data-breach-notification/

WHO IS BEHIND THE SYRIAN ELECTRONIC ARMY?
http://krebsonsecurity.com/2013/08/who-built-the-syrian-electronic-army/
http://venturebeat.com/2013/08/28/sea-hacker-identities/

FBI TAPS HACKER TACTICS TO SPY ON SUSPECTS



http://online.wsj.com/article_email/SB10001424127887323997004578641993388259674-lMyQjAxMTAzMDAwMTEwNDEyWj.html

===============================
LEGGI, DOTTRINA, GIURISPRUDENZA
===============================

Cassazione penale , sez. VI, sentenza 12.07.2013 n° 30177: Videoriprese sul luogo di lavoro prova atipica 
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=21516

Cassazione seconda sezione civile: la CTU va rinnovata se sono sorti nuovi elementi nel corso del giudizio
http://www.studiocataldi.it/news_giuridiche_asp/news_giuridica_14126.asp

Linee guida del Garante privacy:No allo spam, sì a offerte commerciali 'amiche' dei consumatori
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/2549317
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=63913

Linee guida in materia di attività promozionale e contrasto allo spam
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/2542348

Tribunale Santa Maria Capua Vetere:Separazione: utilizzabili in giudizio le prove prelevate da Facebook
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=63789

Decreto del fare convertito: wi-fi, fascicolo sanitario, fax
http://blog.cesaregallotti.it/2013/08/decreto-del-fare-convertito-wi-fi.html

===============================
             LINKS
===============================
 
BLOGS & PORTALS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
[ITA] http://pierluigiperri.com/
http://www.techandlaw.net/   
http://xwaysclips.blogspot.it/ 
http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/
[ITA] http://www.siig.it/ 
 
PODCASTS
http://www.cybercrime101.com
http://cyberspeak.libsyn.com
http://forensic4cast.com/
 
WIKIS



http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography
 
TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html
https://code.google.com/p/regripper/   <--- NEW 
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/
 
GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8
 
 
 
===============================
             TOOLS
===============================

CHECKOUT4MAC 
https://code.google.com/p/checkout4mac

DEFT LINUX 8 STABLE WITH DART 2
http://www.deftlinux.net/2013/07/20/deft-linux-8-stable-dart-2/

SDHASH 3.3
http://roussev.net/sdhash/sdhash.html

iVERIFY
https://github.com/trailofbits/iverify-oss

SKYPE XTRACTOR
http://sourceforge.net/projects/skypextractor/files/skype%20xtractor/0.1.8.4/

LIMA (SC Magazine "Best Buy" 2013 award for Digital Forensic Case Management)
http://www.forensicfocus.com/News/article/sid=2068/
http://www.intaforensics.com/Software/Lima-Forensic-Case-Management-Software.aspx

CONVERTER OF X-WAYS TSV INTO TLN DATA FOR IEF TIMELINE
http://www.magnetforensics.com/convert-x-ways-tsv-data-into-tln-data-for-ief-timeline/

penQ
http://www.qburst.com/products/PenQ

iOS FORENSIC TOOLKIT 1.20
http://www.elcomsoft.com/eift.html

iPHONE BACKUP ANALYZER 2
http://www.ipbackupanalyzer.com/

SSDEEP 2.10
http://jessekornblum.livejournal.com/293679.html

BELKASOFT EVIDENCE CENTER 5.4
http://forensic.belkasoft.com/en/bec/en/Whats_New_In_Version_5.4

AUTOPSY 3 (WINDOWS-BASED)
http://articles.forensicfocus.com/2013/08/29/autopsy-3-windows-based-easy-to-use-and-free/



===============================
     PAPERS/TUTORIALS
===============================

MAPPING THE FORENSIC STANDARD ISO/IEC 27037 TO CLOUD COMPUTING
https://downloads.cloudsecurityalliance.org/initiatives/imf/Mapping-the-Forensic-Standard-ISO-IEC-27037-to-Cloud-Computing.pdf

GARMING GPS DEVICE FORENSICS
https://forksec.wordpress.com/research-gps-device-analysis/

FIVE QUICK TIPS FOR USING GOOGLE EARTH IN MOBILE FORENSIC INVESTIGATIONS
http://mobileforensics.wordpress.com/2013/07/17/five-quick-tips-for-using-google-earth-in-mobile-forensic-investigations/

FORENSIC ARTIFACT ANALYSIS OF THE BURNER APP FOR THE IPHONE
http://digitalforensicstips.com/2013/07/forensic-artifact-analysis-of-the-burner-app-for-the-iphone/

HOWTO: MALWARE DETECTION, pt I
http://windowsir.blogspot.com.au/2013/07/howto-malware-detection-pt-i.html

NIST SP800-83 - GUIDE TO MALWARE INCIDENT PREVENTION AND HANDLING FOR DESKTOPS AND LAPTOPS
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-83r1.pdf

HUNTING MALWARE WITH MEMORY ANALYSIS
http://www.solutionary.com/resource-center/blog/2012/12/hunting-malware-with-memory-analysis/

INVESTIGATING iOS PHONE IMAGES, FILE DUMPS & BACKUPS
http://www.magnetforensics.com/investigating-ios-phone-images-file-dumps-backups/

EXTRACTING DATA FROM DAMAGED MOBILE DEVICES
http://articles.forensicfocus.com/2013/08/21/extracting-data-from-damaged-mobile-devices/

HARD DISK HACKING
http://spritesmods.com/?art=hddhack

MAC FORENSICS TIPS
https://code.google.com/p/mac-security-tips/wiki/ALL_THE_TIPS

ANDROID BOTNETS ON THE RISE – CASE STUDY
http://securityaffairs.co/wordpress/15759/cyber-crime/android-botnets-on-the-rise-case-study.html

ENISA - ANNUAL INCIDENT REPORTS 2012
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting/annual-reports/annual-incident-reports-2012

 
===============================
          FORMAZIONE
===============================

Seminario IISFA - Localizzazione incrociata - Perquisizione da remoto
27 Settembre 2013, 14:30 - 18:30
Sala Quaroni -Palazzo degli Uffici EUR SpA 1°piano - Roma
http://iisfa.net/index.php?view=details&id=124%3ALocalizzazione+incrociata+-+Perquisizione+da+remoto&option=com_eventlist&Itemid=63

Seminario IISFA - Linux Forensics e Cloud Storage Forensics
25 Ottobre 2013, 14:30 - 18:30
Sala Quaroni -Palazzo degli Uffici EUR SpA 1°piano - Roma
http://iisfa.net/index.php?view=details&id=125%3ALinux+Forensics+-+Cloud+Storage+Forensics&option=com_eventlist&Itemid=63

SANS London 2013
16-25 November, 2013



http://www.sans.org/event/london-2013

===============================
       CONFERENCES & CFP
===============================

FESTIVAL DELLA TECNOLOGIA ICT
18 Settembre 2013
MiCo (Fiera Milano Congressi), sala Silver, ingresso Via Gattamelata, 5 – Milano.
http://www.fdtict.it/dove-e-come-arrivare/

ICDF2C 2013 - 5th INTERNATIONAL CONFERENCE ON DIGITAL FORENSICS AND CYBER CRIME
25-27 September 2012
Moscow, Russia
http://www.d-forensics.org/2013

SANS FORENSICS PRAGUE 2013
6-7 Ottobre 2013
Prague, Czech Republic
http://computer-forensics.sans.org/blog/2013/05/15/sans-eu-dfir-summit-in-prague-call-for-speakers-now-open
               
SADFE 2013 8TH INTERNATIONAL WORKSHOP ON SYSTEMATIC APPROACHES TO DIGITAL FORENSIC ENGINEERING           
21-22 November, 2013
Hong Kong, hosted by Hong Kong University
http://conf.ncku.edu.tw/sadfe/sadfe13/

IMF 2014 - 8th International Conference on IT Security Incident Management & IT Forensics
May 12th - 14th, 2014
Münster,  Germany
http://www.imf-conference.org/

              
                          
===============================
Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics Alumni.
 
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualità di titolare del trattamento dei dati personali, informa che i dati conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del servizio newsletter. Il trattamento avverrà sia su supporto cartaceo che avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 196/2003 (aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi all’Associazione scrivendo all’indirizzo di posta elettronica info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la versione più estesa della presente Informativa.
===============================


