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===============================
             NEWS
===============================

BLITZ CONTRO HACKER DI 'ANONYMOUS', ARRESTI E PERQUISIZIONI IN TUTTA ITALIA
http://www.adnkronos.com/IGN/News/Cronaca/Blitz-contro-hacker-di-Anonymous-arresti-e-perquisizioni-in-tutta-Italia_32199235536.html
[ENG] http://www.computerworld.com/s/article/9239343/Police_arrest_Anonymous_suspects_in_Italy?taxonomyId=17

ANONYMOUS, ATTACCO AL MINISTERO DELL'INTERNO. PUBBLICATI SUL BLOG DOCUMENTI E EMAIL
http://www.repubblica.it/tecnologia/2013/05/28/news/anonymous_attacco_ministero_interni-59869466/?ref=HREC1-10
http://www.tomshw.it/cont/news/anonymous-inaugura-gli-anni-di-silicio-attacco-agli-interni/46161/1.html

ANONYMOUS ATTACCA I POLIZIOTTI: 16MILA ACCOUNT VIOLATI
http://www.tomshw.it/cont/news/anonymous-attacca-i-poliziotti-16mila-account-violati/46057/1.html

CONDANNATO PER I COMMENTI AL SUO BLOG NOVE MESI PER "ISTIGAZIONE A DELINQUERE"
http://www.repubblica.it/tecnologia/2013/05/13/news/condannato_per_i_commenti_al_suo_blog_nove_mesi_per_istigazione_a_delinquere-58702504/?ref=HREC1-8

"BUCA" SITO PER DENUNCIARE STUPRATORI: RISCHIA PENA 5 VOLTE MAGGIORE DELLA LORO
http://www.repubblica.it/tecnologia/2013/06/10/news/hacker_carcere-60777123/

TELEFONO, BANCA, SUPERMERCATO, WEB: È BOOM DELLA PRIVACY VIOLATA IN ITALIA
http://www.repubblica.it/tecnologia/2013/06/11/news/relazione_garante_privacy-60845341/
http://www.huffingtonpost.it/2013/06/11/google-privacy-relazione-garante-_n_3419753.html?utm_hp_ref=italy

L'ATTACCO DEGLI HACKER AI BANCOMAT: RUBATI 45 MILIONI IN 27 DIVERSI PAESI
http://www.repubblica.it/economia/2013/05/10/news/truffa_carte_credito-58473571/?ref=HREC1-8

IN HOURS, THIEVES TOOK $45 MILLION IN A.T.M. SCHEME
http://www.nytimes.com/2013/05/10/nyregion/eight-charged-in-45-million-global-cyber-bank-thefts.html?_r=0

ALLEGED SPYEYE DEVELOPER AND DISTRIBUTOR EXTRADITED TO US
http://krebsonsecurity.com/2013/05/alleged-spyeye-seller-bx1-extradited-to-u-s/
http://arstechnica.com/tech-policy/2013/05/alleged-mastermind-behind-spyeye-botnet-tools-extradited-to-us/
http://www.wired.com/threatlevel/2013/05/spyeye-zeus-botmaster-indicted/
http://krebsonsecurity.com/wp-content/uploads/2013/05/Bx1Indictment.pdf

5 RUSSIAN-MADE SURVEILLANCE TECHNOLOGIES USED IN THE WEST
http://www.wired.com/dangerroom/2013/05/russian-surveillance-technologies/

2012 FBI DOMESTIC INVESTIGATION GUIDE SAYS NO WARRANT NEEDED TO ACCESS EMAIL
http://arstechnica.com/tech-policy/2013/05/fbi-claims-right-to-read-your-e-mail-just-like-other-federal-agencies/
http://www.zdnet.com/fbi-says-it-doesnt-need-a-warrant-to-snoop-on-private-email-social-network-messages-7000015075/

JUDGE ALLOWS EVIDENCE GATHERED FROM FBI’S SPOOFED CELL TOWER
http://www.wired.com/threatlevel/2013/05/rigmaiden-cell-tower-evidence/



http://arstechnica.com/tech-policy/2013/05/federal-judge-denies-motion-to-throw-out-evidence-gathered-via-fake-cell-tower/
https://www.aclunc.org/docs/technology/order_denying_motion_to_suppress,_usa_v._rigmaiden.pdf

US GOVERNMENT IS THE LARGEST PURCHASER OF HACKING TOOLS
http://www.reuters.com/article/2013/05/10/us-usa-cyberweapons-specialreport-idUSBRE9490EL20130510
http://www.zdnet.com/u-s-government-becomes-biggest-buyer-of-malware-7000015242/

IPHONE ENCRYPTION STYMIES LAW ENFORCEMENT
http://arstechnica.com/apple/2013/05/apple-will-reportedly-unlock-your-iphone-for-police-but-theres-a-wait-list/

APPLE DELUGED BY POLICE DEMANDS TO DECRYPT IPHONES
http://news.cnet.com/8301-13578_3-57583843-38/apple-deluged-by-police-demands-to-decrypt-iphones/

SKYPE WITH CARE – MICROSOFT IS READING EVERYTHING YOU WRITE
http://www.h-online.com/security/news/item/Skype-with-care-Microsoft-is-reading-everything-you-write-1862870.html

FACEBOOK MONITORS YOUR CHATS FOR CRIMINAL ACTIVITY
http://www.cyberwarzone.com/facebook-monitors-your-chats-criminal-activity

MAC MALWARE DISCOVERED BY JACOB APPELBAUM ON ATTENDEE COMPUTER AT OSLO FREEDOM FORUM 
http://arstechnica.com/security/2013/05/mac-malware-signed-with-apple-id-infects-activists-laptop/
http://securityaffairs.co/wordpress/14497/malware/mac-malware-against-oslo-freedom-forum.html?goback=%2Egde_38412_member_246462087

AMERICAN GETS TARGETED BY DIGITAL SPY TOOL SOLD TO FOREIGN GOVERNMENTS
http://www.wired.com/threatlevel/2013/06/spy-tool-sold-to-governments/

FBI AND MICROSOFT TAKE DOWN CITADEL BOTNET
http://www.reuters.com/article/2013/06/05/net-us-citadel-botnet-idUSBRE9541KO20130605
http://www.h-online.com/security/news/item/1-462-botnets-shut-down-by-Microsoft-FBI-and-financial-sector-1884174.html
http://www.scmagazine.com//microsoft-torpedoes-citadel-botnet-infrastructure/article/296682/

MICROSOFT'S CITADEL TAKEDOWN AFFECTS RESEARCHERS' SINKHOLE SERVERS
http://www.networkworld.com/news/2013/061013-microsoft-researcher-citadel-botnet-270657.html
http://www.theregister.co.uk/2013/06/10/citadel_botnet_takedown_own_goal_by_microsoft/

Obad: THE MOST SOPHISTICATED TROJAN TARGETING ANDROID DEVICES
http://arstechnica.com/security/2013/06/behold-the-worlds-most-sophisticated-android-trojan/
https://www.securelist.com/en/blog/8106/The_most_sophisticated_Android_Trojan

FRANCE GIVES GOOGLE THREE MONTHS TO ADDRESS USER DATA PRIVACY CONCERNS
http://news.cnet.com/8301-1009_3-57590216-83/france-orders-google-to-change-its-privacy-policies/

NSA MORE LIKELY TO COLLECT ENCRYPTED AND OTHER SECURE COMMUNICATIONS
http://www.theregister.co.uk/2013/06/21/nsa_spooks_can_pry_on_your_encrypted_emails/
http://arstechnica.com/tech-policy/2013/06/use-of-tor-and-e-mail-crypto-could-increase-chances-that-nsa-keeps-your-data/

CSA TO HELP PLUG GAPS IN STANDARDS ON DIGITAL FORENSICS IN THE CLOUD
http://www.businesscloudnews.com/2013/07/01/csa-to-help-plug-gaps-in-standards-on-digital-forensics-in-the-cloud/

ISO APPROVES EDISCOVERY STANDARDS DEVELOPMENT
http://www.infosecurity-magazine.com/view/32323/iso-approves-ediscovery-standards-development/?goback=%2Egde_693917_member_240365944

--------------------   DATAGATE, NSA and PRISM SAGA   --------------------
--- HOT
NSA SLIDES EXPLAIN THE PRISM DATA-COLLECTION PROGRAM
http://www.washingtonpost.com/wp-srv/special/politics/prism-collection-documents/
http://thehackernews.com/2013/06/NSA-PRISM-slides-download-surveillance-snowden.html

HOW DID MAINSTREAM MEDIA GET THE NSA PRISM STORY SO HOPELESSLY WRONG?
http://www.zdnet.com/how-did-mainstream-media-get-the-nsa-prism-story-so-hopelessly-wrong-7000016822/



--- ITALIAN PRESS
NSA: SPIATE LELEFONATE DI MILIONI DI UTENTI
http://www.repubblica.it/esteri/2013/06/06/news/telefonate_registrate_dalla_nsa_di_milioni_di_clienti_statunitensi-60468232/?ref=HRER1-1

DATAGATE, OBAMA: "CONGRESSO HA AUTORIZZATO". "SPIATI" GESTORI, SOCIETÀ WEB E CARTE DI CREDITO
http://www.repubblica.it/esteri/2013/06/07/news/usa_scandalo_controlli_telefonate-60543854/

DATAGATE, GIGANTI DEL WEB NEL PROGRAMMA PRISM. NSA NEGOZIÒ CON GOOGLE, FACEBOOK, AOL E APPLE
http://www.repubblica.it/esteri/2013/06/08/news/datagate_giganti_rete_in_programma_prism-60665827/

DATAGATE, GUARDIAN RIVELA L'IDENTITÀ DELLA FONTE. EX TECNICO DELLA CIA: "NON HO FATTO NULLA DI MALE"
http://www.repubblica.it/esteri/2013/06/09/news/datagate_greenwald_pronto_a_parlare_con_fbi-60733221/

LA NSA DIFENDE IL PROGRAMMA-SPIA PRISM. "DALL'11 SETTEMBRE SVENTATI 50 ATTENTATI"
http://www.repubblica.it/esteri/2013/06/18/news/nsa_sventati_50_attentati_dopo_11_settembre-61356401/

ANCHE IN ITALIA IL GOVERNO CI PUÒ SPIARE COME NEGLI USA
http://www.zeusnews.it/index.php3?ar=stampa&cod=19390

--- FOREIGN PRESS
NSA COLLECTING PHONE RECORDS OF MILLIONS OF VERIZON CUSTOMERS DAILY
http://www.guardian.co.uk/world/2013/jun/06/nsa-phone-records-verizon-court-order
http://arstechnica.com/tech-policy/2013/06/white-house-spying-on-us-citizens-critical-tool-for-fighting-terror/

VERIZON FORCED TO HAND OVER TELEPHONE DATA – FULL COURT RULING
http://www.guardian.co.uk/world/interactive/2013/jun/06/verizon-telephone-data-court-order

U.S., BRITISH INTELLIGENCE MINING DATA FROM NINE U.S. INTERNET COMPANIES IN BROAD SECRET PROGRAM
http://www.washingtonpost.com/www.washingtonpost.com/investigations/us-intelligence-mining-data-from-nine-us-internet-companies-in-broad-secret-program/2013/06/06/3a0c0da8-cebf-11e2-8845-d970ccb04497_story.html

NSA WHISTLEBLOWER EDWARD SNOWDEN
http://arstechnica.com/tech-policy/2013/06/whistleblower-who-exposed-nsa-mass-surveillance-revealed-by-the-guardian/
http://www.guardian.co.uk/world/2013/jun/09/edward-snowden-nsa-whistleblower-surveillance
http://www.guardian.co.uk/world/2013/jun/09/nsa-whistleblower-edward-snowden-why

INTERNET COMPANY EXECUTIVES DENY PARTICIPATION IN PRISM
http://www.washingtonpost.com/business/technology/silicon-valley-firms-deny-giving-government-broad-access-to-data/2013/06/07/7e924a18-cf9c-11e2-9f1a-1a7cdee20287_story.html
http://www.wired.com/threatlevel/2013/06/prism-google-facebook/

EU JUSTICE COMMISSIONER DEMANDS ANSWERS ABOUT EU CITIZEN DATA AND PRISM
http://europa.eu/rapid/press-release_SPEECH-13-536_en.htm
http://www.computerworld.com/s/article/9239997/Europe_demands_Prism_answers_from_U.S._AG_Holder?taxonomyId=17

GCHQ INTERCEPTED FOREIGN POLITICIANS' COMMUNICATIONS AT G20 SUMMITS
http://www.guardian.co.uk/uk/2013/jun/16/gchq-intercepted-communications-g20-summits

SNOWDEN TOOK FILES FROM NSA ON A THUMB DRIVE
http://www.wired.com/threatlevel/2013/06/snowden-thumb-drive/

NSA WILL ADOPT MEASURES TO PREVENT DATA LEAKS
http://www.zdnet.com/nsa-instigates-security-measures-to-hamper-future-whistleblowers-7000017207/
http://www.computerworld.com/s/article/9240151/Expanded_2_person_rule_could_help_plug_NSA_leaks
http://www.wired.com/threatlevel/2013/06/nsa-hearing-by-the-numbers/

LEAKED DOCS REVEAL UK INTELLIGENCE WIRETAPS FIBER OPTIC CABLES, SHARES DATA WITH NSA
http://www.wired.com/threatlevel/2013/06/gchq-tapped-200-cables/
http://arstechnica.com/tech-policy/2013/06/new-leaks-british-intels-direct-from-fiber-taps-worse-than-the-us/

===============================
LEGGI, DOTTRINA, GIURISPRUDENZA
===============================



ART. 29 DATA PROTECTION WP: Advice paper on essential elements of a definition and a provision on profiling within the EU General Data Protection Regulation
http://ec.europa.eu/justice/data-protection/article-29/documentation/other-document/files/2013/20130513_advice-paper-on-profiling_en.pdf

ART. 29 WP: Binding corporate rules
http://livinginaglassworld.com/2013/05/21/binding-corporate-rules-per-i-responsabili-del-trattamento-i-chiarimenti-dellart-29-working-party/

ATR. 29 WP: Traduzione Parere 02/2013 sulle applicazioni per dispositivi intelligenti
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp202_it.pdf#h2-1

Pubblicazione regole tecniche firme elettroniche
http://www.digitpa.gov.it/firme-elettroniche-certificatori

CASSAZIONE: Non esiste un dovere di omertà aziendale
http://www.filodiritto.com/cassazione-lavoro-no-al-licenziamento-del-dipendente-perche-rivela-allautorita-fatti-dellazienda-di-rilevanza-penale-non-esiste-un-dovere-di-omerta/#.UX5gx8pWX3U

GAZZETTA: Regolamento UE sulle misure applicabili alla notifica delle violazioni di dati personali
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:173:0002:0008:IT:PDF

===============================
             LINKS
===============================
 
BLOGS & PORTALS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
[ITA] http://pierluigiperri.com/
http://www.techandlaw.net/   
http://xwaysclips.blogspot.it/ 
http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/
[ITA] http://www.siig.it/ 
 
PODCASTS
http://www.cybercrime101.com
http://cyberspeak.libsyn.com
http://forensic4cast.com/
 
WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography
 
TOOLS
http://www.opensourceforensics.org/



http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html
https://code.google.com/p/regripper/   <--- NEW 
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/
 
GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8
 
 
 
===============================
             TOOLS
===============================

SYSINTERNALS SUITE UPDATE
http://technet.microsoft.com/en-us/sysinternals/bb842062

OSXAuditor
https://github.com/jipegit/OSXAuditor

WinLogOnView
http://blog.nirsoft.net/2013/07/04/new-utility-for-windows-vista782008-that-displays-the-logonlogoff-times/

WebBrowserPassView
http://blog.nirsoft.net/2013/05/04/webbrowserpassview-now-extracts-the-passwords-from-internet-explorer-10-0/

TWITTER INVESTIGATOR
http://www.twitterinvestigator.com/

LINKEDIN FORENSIC TOOLSET (LIFT)
http://www.linkedinforensics.com/

REFLECTOR
http://www.reflectorapp.com/

IEF ENSCRIPT FOR ENCASE V6
http://info.magnetforensics.com/ief-enscript-encase-v6

DART 2 - BETA VERSION
http://www.deftlinux.net/2013/05/14/dart-2-beta-ready-for-download/

LogFileParser
http://code.google.com/p/mft2csv/wiki/LogFileParser

REMnux 4
http://zeltser.com/remnux/

STEGO ANALYZER
http://www.gaetanoconsalvo.it/anti-forensics.html

EXIFextracter
http://www.br-software.com/extracter.html

MFT PictureBox
http://www.mikesforensictools.co.uk/MFTPB.html

===============================
     PAPERS/TUTORIALS
===============================



[ITA] NUOVO QUADERNO CLUSIT: "CERTIFICAZIONI PROFESSIONALI IN SICUREZZA INFORMATICA 2.0"
http://www.clusit.it/download/Q09_web.pdf

GEO-TAGGING & PHOTO TRACKING ON IOS
http://articles.forensicfocus.com/2013/05/06/geo-tagging-photo-tracking-on-ios/

SKYPE SHARED.XML AND THE “CONTRAPROBERESULTS” TAG
http://forensicartifacts.com/2013/05/skype-shared-xml-and-the-contraproberesults-tag/

iOS6 PHOTO STREAMS: "RECOVER" DELETED CAMERA ROLL PHOTOS 
http://linuxsleuthing.blogspot.it/2013/05/ios6-photo-streams-recover-deleted.html

UNDERSTANDING CYBERCRIME: A GUIDE FOR DEVELOPING COUNTRIES
http://www.itu.int/ITU-D/cyb/cybersecurity/docs/ITU_Guide_A5_14092011_rev.pdf

LINUX/ANDROID MEMORY FORENSICS WITH PYTHON AND YARA
http://volatility-labs.blogspot.it/2013/05/movp-ii-32-linuxandroid-memory.html

CHECKING THE ARM (ANDROID) SYSTEM CALL TABLE AND EXCEPTION VECTOR TABLE FOR SIGNS OF ROOTKITS
http://volatility-labs.blogspot.it/2013/06/movp-ii-34-checking-arm-android-system.html

CATCHING THE GHOST: HOW TO DISCOVER EPHEMERAL EVIDENCE WITH LIVE RAM ANALYSIS
http://articles.forensicfocus.com/2013/06/18/discovering-ephemeral-evidence-with-live-ram-analysis/

AUTOMATING STATIC MALWARE ANALYSIS WITH MASTIFF
http://computer-forensics.sans.org/blog/2013/05/07/mastiff-for-auto-static-malware-analysis

CREATING TIMELINES WITH VOLATILITY
http://volatility-labs.blogspot.it/2013/05/movp-ii-23-creating-timelines-with.html

USING INTERNET EVIDENCE FINDER (IEF) TO DETECT MALWARE ACTIVITY
http://www.magnetforensics.com/using-internet-evidence-finder-ief-to-detect-malware-activity/

“OH NO, THE SUSPECT RAN CCLEANER TO GET RID OF THE EVIDENCE!”
http://www.magnetforensics.com/oh-no-the-suspect-ran-ccleaner-to-get-rid-of-the-evidence/

 
===============================
          FORMAZIONE
===============================

SANS London Summer 2013
9-16 July, 2013 - London, UK
http://www.sans.org/event/london-summer-2013

===============================
       CONFERENCES & CFP
===============================

THE 2013 SANS DIGITAL FORENSICS AND INCIDENT RESPONSE SUMMIT 
Summit Dates: - July 9-10, 2013
Post-Summit Course Dates: July 11-16, 2013
Austin, TX, USA
http://www.sans.org/event/dfir-summit-2013

DFRWS 2013 - 13th DIGITAL FORENSIC RESEARCH WORKSHOP
4-7 August, 2013
http://www.dfrws.org/

ICDF2C 2013 - 5th INTERNATIONAL CONFERENCE ON DIGITAL FORENSICS AND CYBER CRIME



25-27 September 2012
Moscow, Russia
http://www.d-forensics.org/2013

SANS FORENSICS PRAGUE 2013
6-7 Ottobre 2013
Prague, Czech Republic
http://computer-forensics.sans.org/blog/2013/05/15/sans-eu-dfir-summit-in-prague-call-for-speakers-now-open
               
SADFE 2013 8TH INTERNATIONAL WORKSHOP ON SYSTEMATIC APPROACHES TO DIGITAL FORENSIC ENGINEERING           
21-22 November, 2013
Hong Kong, hosted by Hong Kong University
http://conf.ncku.edu.tw/sadfe/sadfe13/

              
                          
===============================
Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics Alumni.
 
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualità di titolare del trattamento dei dati personali, informa che i dati conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del servizio newsletter. Il trattamento avverrà sia su supporto cartaceo che avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 196/2003 (aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi all’Associazione scrivendo all’indirizzo di posta elettronica info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la versione più estesa della presente Informativa.
===============================


