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NEWS

VIOLATE LE MAIL DEL MINISTRO PASSERA, SCATTA L'ARRESTO PER UN CONSULENTE
http://roma.corriere.it/roma/notizie/cronaca/13 aprile 16/violate-mail-ministro-passera-arrestat
http://roma.repubblica.it/cronaca/2013/04/16/news/dall email del ministro dello sviluppo economi

LA FARNESINA 'BUCATA' DAGLI HACKER
http://espresso.repubblica.it/dettaglio/la-farnesina-bucata-dagli-hacker/2205912

DATA PROTECTION UE: OK DEL COMITATO JURI DEL PARLAMENTO
http://www.corrierecomunicazioni.it/t1lc/20285 data-protection-ue-con-nuove-norme-risparmi-per-23

OPEN DATA: REGOLE COMUNI
http://parer.ibc.regione.emilia-romagna.it/in-evidenza-1/open-data-parte-la-alla-scrittura-delle

GAZZETTA UFFICIALE DELL’UNIONE EUROPEA: LA PUBBLICAZIONE IN FORMATO ELETTRONICO PRESTO PRODURRA
http://www.studiolegalelisi.it/notizia.php?titolo mod=485 Gazzetta Ufficiale dell%92Unione Europ

CD-ROM FUORI USO, IN LIBERTA' INDAGATI PER TANGENTI SU APPALTI
http://www.ansa.it/web/notizie/rubriche/cronaca/2013/04/03/Cd-rom-fuori-uso-liberta-indagati-tan

DIFFAMAZIONE SU FACEBOOK: LA PAROLA AL GIP DI LIVORNO
https://associazionecindi.wordpress.com/2013/02/28/diffamazione-facebook-giplivorno/

MONTI: "UN ATTACCO INFORMATICO PUO IMMOBILIZZARE L'ITALIA"
http://www.corrierecomunicazioni.it/t1lc/20025 monti-un-attacco-informatico-puo-immobilizzare-1-1i

CHINESE GENERAL SAYS CYBER ATTACKS ARE LIKE NUCLEAR BOMBS
http://online.wsj.com/article/SB10001424127887323551004578438842382520654.html
http://www.informationweek.com/security/attacks/cyber-strikes-like-nuclear-bombs-says-ch/2401534

AP'S TWITTER ACCOUNT HACKED; PHONY MESSAGE AFFECTED FINANCIAL MARKETS
http://arstechnica.com/security/2013/04/hacked-ap-twitter-feed-rocks-market-after-sending-false-
http://www.theregister.co.uk/2013/04/23/hacked ap tweet dow decline/
http://www.nextgov.com/mobile/2013/04/good-timing-twitter-will-soon-release-two-step-security-so
http://www.scmagazine.com/two-factor-authentication-may-have-done-little-to-stop-the-ap-twitter-

CISPA NOT LIKELY TO GO FAR IN SENATE
http://www.zdnet.com/cispa-dead-in-senate-privacy-concerns-cited-7000014536/

JUDGE WILL NOT FORCE MAN TO DECRYPT HARD DRIVES
http://arstechnica.com/tech-policy/2013/04/fifth-amendment-shields-child-porn-suspect-from-decry
http://www.wired.com/threatlevel/2013/04/encrypt-your-data/



VERIZON REPORT SHOWS CHINA AS SOURCE OF MOST CYBER ATTACKS
http://www.zdnet.com/verizon-data-breach-report-state-sponsored-attacks-surge-7000014286/
http://www.upi.com/Science News/2013/04/22/China-tops-list-of-sources-of-cyber-espionage-attacks

GOOGLE FINED A PITTANCE FOR STREET VIEW DATA COLLECTION IN GERMANY
http://news.cnet.com/8301-1009 3-57580705-83/germany-fines-google-$189k-for-street-view-wi-fi-da
http://www.bbc.co.uk/news/technology-22252506

BADNEWS MALWARE SNUCK INTO GOOGLE PLAY APPS
http://www.theregister.co.uk/2013/04/22/android malware badnews/
http://arstechnica.com/security/2013/04/family-of-badnews-malware-in-google-play-downloaded-up-t

MICROSOFT: WEB BASED THREATS MORE PREVALENT THAN NETWORK THREATS
http://www.scmagazine.com/threats-from-the-web-becoming-more-prevalent-than-network-worms/articl
http://www.darkreading.com/vulnerability/microsoft-worms—-and-rogue-av-dying-web-t/240153128

WORDPRESS BLOGS UNDER BOTNET ATTACK
http://www.zdnet.com/wordpress-hit-by-massive-botnet-worse-to-come-experts-warn-7000014019/
http://krebsonsecurity.com/2013/04/brute-force-attacks-build-wordpress-botnet/

RESEARCHER PRESENTS HACKING AVIATION COMMUNICATION SYSTEMS WITH AN ANDROID DEVICE
http://www.theregister.co.uk/2013/04/11/hacking aircraft with android handset/
http://www.computerworld.com/s/article/9238320/Vulnerabilities in aircraft systems allow remote
http://www.bbc.co.uk/news/technology-22107433
http://arstechnica.com/security/2013/04/hacking-commercial-aircraft-with-an-android-app-some-con

AVIATION CONTROL HACK REFUTED
http://www.theatlanticwire.com/technology/2013/04/no-german-hacker-probably-cant-hijack-airplane
http://dailycaller.com/2013/04/11/faa-strongly-denies-alleged-smartphone-airplane-hack-is—-a-prob

TESO ACKNOWLEDGED THAT AVIATION HACK WAS CONDUCTED ON SIMULATOR
http://www.computerworld.com/s/article/9238387/FAA says hijack a jet app works only on simulator
http://www.h-online.com/security/news/item/Android-app-hacks-virtual-aeroplanes-1840832.html

FBI PURSUING REAL-TIME GMAIL SPYING POWERS AS “TOP PRIORITY” FOR 2013
http://www.slate.com/blogs/future tense/2013/03/26/andrew weissmann fbi wants real time gmail dr
[ITA] http://www.repubblica.it/tecnologia/2013/03/28/news/sorvegliare gmail e skype priorit 2013

RUSSIAN GOVERNMENT BLOCKING WEBSITES
http://news.cnet.com/8301-1009 3-57577239-83/russian-government-selectively-blocks-site-access/

"FIRST" ANDROID TROJAN
http://www.h-online.com/security/news/item/Tibetan-phishing-attack-now-comes-with-Android-Trojan
http://www.informationweek.com/security/mobile/android-malware-infects-activists-phones/24015171

PHONES CAN BE SEARCHED IF NO PASSWORD LOCK: ONTARIO COURT
http://www.huffingtonpost.ca/2013/02/20/phones-search-cops-password-ontario-court n 2729585.html

MOBILE LOCATION DATA 'PRESENT ANONYMITY RISK'
http://www.bbc.co.uk/news/science-environment-21923360

MOBILE PHONE USE PATTERNS: THE NEW FINGERPRINT
https://securityledger.com/mobile-phone-use-patterns-the-new-fingerprint/

MALWARE LOGIC BOMB THAT HIT SOUTH KOREAN COMPANIES WAS SPREAD THROUGH CORPORATE PATCHING SYSTEMS
http://www.theregister.co.uk/2013/03/25/sk_data wiping malware latest/
http://nakedsecurity.sophos.com/2013/03/20/south-korea-cyber-attack/

COMPREHENSIVE MOBILE PRIVACY LAWS PROPOSED IN TEXAS
http://www.forensicon.com/forensics-blotter/comprehensive-mobile-privacy-laws-proposed-in-texas/

EU MEMBERS SEEK CHANGES IN PROPOSED DATA PROTECTION LAWS
http://news.cnet.com/8301-1009 3-57573051-83/eu-feeling-pressure-to-tweak-data-privacy-legislati



http://www.theregister.co.uk/2013/03/07/viviane reding attacks scaremongers opposing data protec

FACEBOOK USERS UNWITTINGLY REVEALING INTIMATE SECRETS, STUDY FINDS
http://www.guardian.co.uk/technology/2013/mar/11/facebook-users-reveal-intimate-secrets

FACEBOOK HOME MAY DISABLE ANDROID LOCKSCREEN SECURITY
http://www.technewsdaily.com/17730-facebook-home-disables-android-lockscreen.html

SUSAN LANDAU ON USG SUREVILLANCE VIA NEW TECHNOLOGIES
http://www.lawfareblog.com/2013/04/susan-landau-on-usg-surevillance-via-new-technologies/

US CLOUD PROVIDERS' SAFE HARBOR GUARANTEES DO PROVIDE ADEQUATE DATA PROTECTION TO EU BUSINESSES,
http://www.out-law.com/en/articles/2013/april/us-cloud-providers-safe-harbor-guarantees-do-provi

NEW (FREE) FORENSICS MAGAZINE
http://forensicdcast.com/category/4mag/

LEGGI, DOTTRINA, GIURISPRUDENZA

CASSAZIONE: Sentenza del 22 marzo 2013 in materia di frode informatica
http://www.altalex.com/index.php?idnot=62202

LE AUTORITA PER LA PRIVACY EUROPEE ADOTTANO UN PARERE SULLE APP
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/2315159
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/file
http://ec.europa.eu/justice/data-protection/article-29/press-material/press-release/art29 press_

DECRETO DEL PRESIDENTE DEL CONSIGLIO DEI MINISTRIT
Direttiva recante indirizzi per la protezione cibernetica e 1la sicurezza informatica nazi
http://www.stefanomele.it/public/documenti/352D0OC-407.pdf

Codice di procedura penale Gratis per gli utenti di Altalex:
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cadad421fb338bae&idnot=12386

ARTICLE 29 DATA PROTECTION WORKING PARTY: Opinion 04/2013 Data Protection Impact Assessment Temp
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/file

LINKS

BLOGS & PORTALS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/

[ITA] http://pierluigiperri.com/



http://www.techandlaw.net/
http://xwaysclips.blogspot.it/
http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/
[ITA] http://www.siig.it/

PODCASTS
http://www.cybercrimelOl.com
http://cyberspeak.libsyn.com
http://forensic4cast.com/

WIKIS

http://www.forensicswiki.org

http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled Training Courses
http://www.forensicswiki.org/index.php?title=Upcoming events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity Annotated Bibliography

TOOLS

http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
https://code.google.com/p/regripper/ <--- NEW
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

TOOLS

ANG6TIME
http://davnads.blogspot.it/2013/05/melting-snow-flash-floods-and-only-new.html

REGRIPPER v2.8
https://code.google.com/p/regripper/downloads/list
http://windowsir.blogspot.it/2013/04/regripper-updates.html

ENCASE IMAGER (free)
http://www.forensicfocus.com/Forums/viewtopic/t=10341/

SYSINTERNALS SUITE UPDATE
http://technet.microsoft.com/en-us/sysinternals/bb842062

TCPFLOW v1.4.0 beta 1
http://www.digitalcorpora.org/downloads/tcpflow/

INTERNET EVIDENCE FINDER ADDS MAC OS X FILE SYSTEM SUPPORT & TIMELINE FEATURE
http://www.forensicfocus.com/News/article/sid=2021/

BELKASOFT RAM CAPTURER
http://forensic.belkasoft.com/en/ram-capturer

MANDIANT REDLINE
https://www.mandiant.com/resources/download/redline



DTSEARCH
http://www.dtsearch.com/

WHATSAPP XTRACT v2.1
https://code.google.com/p/hotoloti/downloads/list

DEXTER - FREE ANDROID MALWARE ANALISYS TOOL
https://dexter.bluebox.com/

SFT (SAFARI FORENSIC TOOLS) vl1.1.6
http://jafat.sourceforge.net/files.html

FAW - FORENSICS ACQUISITION of WEBSITES
http://www.fawproject.com/it/default.aspx

PAPERS/TUTORIALS

MANDIANT INTELLIGENCE CENTER REPORT
APT1: EXPOSING ONE OF CHINA'S CYBER ESPIONAGE UNITS
http://intelreport.mandiant.com/

THE 2013 DATA BREACH INVESTIGATIONS REPORT
http://www.verizonenterprise.com/DBIR/2013/

MICROSOFT 2012 LAW ENFORCEMENT REQUESTS REPORT
http://www.microsoft.com/about/corporatecitizenship/en-us/reporting/transparency/

SNAPCHAT - LAW ENFORCEMENT GUIDE
http://www.mrcac.org/content/uploads/2013/02/Snapchat Law Enforcement Guide 12112.pdf

INTERPRETATION OF NTFS TIMESTAMPS
http://articles.forensicfocus.com/2013/04/06/interpretation-of-ntfs-timestamps/

ABUSING RUZZLE PROTOCOL, PRIVACY VIOLATION AND MORE...
http://blog.hacktivesecurity.com/index.php?controller=posté&action=view&id post=3

HERE'S WHAT LAW ENFORCEMENT CAN RECOVER FROM A SEIZED IPHONE
http://www.forbes.com/sites/andygreenberg/2013/02/26/heres-what-law-enforcement-can-recover-from

LOG2TIMELINE CHEAT SHEET
http://blogs.sans.org/computer-forensics/files/2011/12/digital-forensics—-incident-response-log2t

WINDOWS 8: TRACKING OPENED PHOTOS
http://dfstream.blogspot.it/2013/03/windows-8-tracking-opened-photos.html

DECRYPTING THE DROPBOX FILECACHE.DBX FILE
http://www.magnetforensics.com/decrypting-the-dropbox-filecache-dbx-file-new-free-tool/

VOLATILITY CHEATSHEET v2.3
https://volatility.googlecode.com/files/CheatSheet v2.3.pdf

SURVEY ON CLOUD FORENSICS: A PRELIMINARY ANALYSIS
http://cloudforensicsresearch.org/publication/Survey on Cloud Forensics and Critical Criteria fo

SILENT LISTENERS: THE EVOLUTION OF PRIVACY AND DISCLOSURE ON FACEBOOK
http://repository.cmu.edu/jpc/vold/iss2/2/




FORMAZIONE

SANS London Summer 2013
9-16 July, 2013 - London, UK
http://www.sans.org/event/london-summer-2013

CONFERENCES & CFEP

1° DFA Open Day "Gli impatti del Mobile e del Cloud sulla Digital Forensics"
8 Maggio, 2013 - 9.00:18.00

Universita degli Studi di Milano, Sala Crociera
http://www.perfezionisti.it/39/

Stephen Mason on "Dealing with encrypted data in criminal proceedings"

27 Maggio 2013 - 10.00

Aula Magna, Politecnico di Milano
http://www.techandlaw.net/2013/05/04/may-27-stephen-mason-dealing-with-encrypted-data-in-crimina

E-PRIVACY 2013 - SUMMER EDITION
7 e 8 giugno, 2013 - Firenze
http://e-privacy.winstonsmith.org/

ADFSL 2013 CONFERENCE ON DIGITAL FORENSICS, SECURITY AND LAW
June 10-12, 2013

Richmond, Virginia USA

CfP deadline: 19 February 2012
http://www.digitalforensics-conference.org

THE 2013 SANS DIGITAL FORENSICS AND INCIDENT RESPONSE SUMMIT
Summit Dates: - July 9-10, 2013

Post-Summit Course Dates: July 11-16, 2013

Austin, TX, USA

http://www.sans.org/event/dfir-summit-2013

DFRWS 2013
4-7 August, 2013

ICDF2C 2013 - 5th INTERNATIONAL CONFERENCE ON DIGITAL FORENSICS AND CYBER CRIME
25-27 September 2012

Moscow, Russia

http://www.d-forensics.org/2013

SADFE 2013 8TH INTERNATIONAL WORKSHOP ON SYSTEMATIC APPROACHES TO DIGITAL FORENSIC ENGINEERING
21-22 November, 2013

Hong Kong, hosted by Hong Kong University

http://conf.ncku.edu.tw/sadfe/sadfel3/

Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics Alumni.

INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualita di titolare del trattamento dei dati personali, informa che




