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===============================
             NEWS
===============================

IL GARANTE SCRIVE A WHATSAPP
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/2288310

LA NUOVA FIGURA DEL PRIVACY OFFICER
http://networkedblogs.com/Ill0P
http://www.medialaws.eu/la-nuova-figura-del-privacy-officer/

IL NUOVO SPIONAGGIO INFORMATICO SECONDO MORGAN MARQUIS-BOIRE
http://www.lastampa.it/2013/02/04/tecnologia/il-nuovo-spionaggio-informatico-secondo-morgan-marquis-boire-vGlicSoub2RxgKNjzuJ7CJ/pagina.html

EXPERTS WARN ON WIRE-TAPPING OF THE CLOUD
http://www.bbc.co.uk/news/technology-21263321

FEDERAL TRADE COMMISSION MAKES MOBILE APP PRIVACY RECOMMENDATIONS
http://www.nbcnews.com/technology/technolog/ftc-wants-mobile-privacy-disclosures-made-clearer-consumers-1B8211203
http://www.h-online.com/security/news/item/FTC-demands-Do-Not-Track-for-mobile-apps-1796943.html

GOVERNMENT NEARS RELEASE OF MOBILE SECURITY STANDARDS
http://blogs.federaltimes.com/federal-times-blog/2013/02/08/government-nears-release-of-mobile-security-standards/

APPLE IOS FORENSICS ADVANCING SLOWLY
http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202588919991&Apple_iOS_Forensics_Advancing_Slowly&slreturn=20130128142645

SOFTWARE THAT TRACKS PEOPLE ON SOCIAL MEDIA CREATED BY DEFENCE FIRM
http://www.guardian.co.uk/world/2013/feb/10/software-tracks-social-media-defence

DHS SHARING CYBERATTACK INFORMATION WITH CRITICAL INFRASTRUCTURE OPERATORS
http://www.nextgov.com/cybersecurity/2013/02/dhs-notifies-companies-offers-intel-about-ongoing-hacks/61482/?oref=ng-channelriver

NEW EU CYBERSECURITY STRATEGY & DIRECTIVE ANNOUNCED
http://www.enisa.europa.eu/media/news-items/new-eu-cybersecurity-strategy-directive-announced

CYBERESPIONAGE IS NOT CYBER WAR
http://www.v3.co.uk/v3-uk/news/2249975/chinese-hacker-attacks-risk-fuelling-cyber-arms-race-warns-bruce-schneier

CYBERATTACK LEAVES NATURAL GAS PIPELINES VULNERABLE TO SABOTAGE
http://www.csmonitor.com/Environment/2013/0227/Exclusive-Cyberattack-leaves-natural-gas-pipelines-vulnerable-to-sabotage

TROJAN HAS VALID DIGITAL SIGNATURE
http://www.h-online.com/security/news/item/Certified-online-banking-trojan-in-the-wild-1808898.html

PASSWORD HASHING COMPETITION NOW ACCEPTING SUBMISSIONS



http://news.techworld.com/security/3426763/password-hashing-competition-aims-to-beef-up-security/
https://password-hashing.net/index.html

MILITARY LEADERS SAY DOD CYBER FORCE UNDERQUALIFIED - DOD 8570 IS THE CAUSE
http://www.federaltimes.com/article/20130216/DEPARTMENTS01/302160001/Experts-say-DoD-cyber-workers-undertrained?odyssey=tab%7Ctopnews%7Ctext%7CFRONTPAGE

EUROPEAN PRIVACY REGULATORS CONSIDER ACTION AGAINST GOOGLE
http://arstechnica.com/business/2013/02/european-regulators-expect-to-take-google-to-task-over-data-sharing-this-summer/
http://www.bloomberg.com/news/2013-02-18/google-may-face-fines-after-failing-to-answer-privacy-questions.html

FACEBOOK ACKNOWLEDGES THAT COMPANY LAPTOPS WERE COMPROMISED
http://www.cnn.com/2013/02/15/tech/social-media/facebook-attack/index.html
http://arstechnica.com/security/2013/02/facebook-computers-compromised-by-zero-day-java-exploit/

HACKERS COMPROMISE BIT9 NETWORKS AND USE COMPANY'S CERTIFICATE TO SIGN MALWARE
http://krebsonsecurity.com/2013/02/security-firm-bit9-hacked-used-to-spread-malware/
http://www.scmagazine.com/hackers-hijack-bit9-to-target-its-customers-with-malware/article/279777/
http://arstechnica.com/security/2013/02/cooks-steal-security-firms-crypto-key-use-it-to-sign-malware/

"FROST" ATTACK UNLOCKS ANDROID PHONES' DATA BY CHILLING THEIR MEMORY IN A FREEZER
http://www.forbes.com/sites/andygreenberg/2013/02/14/frost-attack-unlocks-android-phones-data-by-chilling-its-memory-in-a-freezer/
http://nakedsecurity.sophos.com/2013/02/18/can-freezing-and-android-device-crack-its-keys/
http://www1.cs.fau.de/frost

GOOGLE TELLS COPS TO GET WARRANTS FOR USER E-MAIL, CLOUD DATA
http://www.wired.com/threatlevel/2013/01/google-says-get-a-warrant/

===============================
LEGGI, DOTTRINA, GIURISPRUDENZA
===============================

FIRMA ELETTRONICA AVANZATA
http://www.blogstudiolegalefinocchiaro.it/documento-informatico-e-firma-digitale/firma-elettronica-avanzata-rilevanti-novita-nel-d-l-sviluppo-bis/

PRIVACY: NON SI POSSONO “SCHEDARE” I DATI DEI PARTECIPANTI A UNA MANIFESTAZIONE SINDACALE.
http://www.miolegale.it/notizia/Privacy-manifestazione-sindacale.html

GARANTE: CONTROLLI SUI PC AZIENDALI
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/2149222

-----  ARTICLE 29 DATA PROTECTION WORKING PARTY  -----
- OPINION 01/2013 PROVIDING FURTHER INPUT INTO THE DISCUSSIONS ON THE DRAFT POLICE AND CRIMINAL JUSTICE DATA PROTECTION DIRECTIVE 
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2013/wp201_en.pdf

- WP29 vs GOOGLE
http://ec.europa.eu/justice/data-protection/article-29/press-material/press-release/art29_press_material/20130227_pr_google_privacy_policy_en.pdf

- DATA PROTECTION REFORM PACKAGE
http://ec.europa.eu/justice/data-protection/article-29/documentation/other-document/files/2013/20130227_statement_dp_reform_package_en.pdf

- ANNEX 1: PROPOSALS FOR AMENDMENTS REGARDING COMPETENCE & LEAD AUTHORITY
http://ec.europa.eu/justice/data-protection/article-29/documentation/other-document/files/2013/20130227_statement_dp_annex1_en.pdf

- ANNEX 2: PROPOSALS FOR AMENDMENTS REGARDING EXEMPTION FOR PERSONAL OR HOUSEHOLD ACTIVITIES
http://ec.europa.eu/justice/data-protection/article-29/documentation/other-document/files/2013/20130227_statement_dp_annex2_en.pdf

===============================
             LINKS
===============================
 
BLOGS & PORTALS



http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
[ITA] http://pierluigiperri.com/
http://www.techandlaw.net/   
http://xwaysclips.blogspot.it/ 
http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/
[ITA] http://www.siig.it/ 
 
PODCASTS
http://www.cybercrime101.com
http://cyberspeak.libsyn.com
http://forensic4cast.com/
 
WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography
 
TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/
 
GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8
 
 
 
===============================
             TOOLS
===============================

MITEC INTERNET HISTORY BROWSER
http://www.mitec.cz/ihb.html

MITEC E-MAIL HISTORY BROWSER
http://www.mitec.cz/ehb.html

MITEC INSTANT MESSAGING HISTORY BROWSER
http://www.mitec.cz/imhb.html



FACEBOOK PROFILE SAVER
http://forensic.belkasoft.com/en/facebook_profile_saver

PALADIN 4
http://www.sumuri.com/index.php/joomla/what-is-paladin-forensic-software

MACQUISITION 2013
https://www.blackbagtech.com/software-products/macquisition-1/macquisition.html

AD TRIAGE 2.1
http://www.accessdata.com/products/digital-forensics/triage

FTK 4.2
http://www.accessdata.com/products/digital-forensics/ftk

BELKASOFT EVIDENCE CENTER 2013
http://forensic.belkasoft.com/en/

OXYGEN FORENSIC SUITE 2013
http://www.oxygen-forensic.com/

DEVICE SEIZURE 6.0
http://www.paraben.com/device-seizure.html

ELCOMSOFT FORENSIC DISK DECRYPTOR
http://www.elcomsoft.com/efdd.html

ELCOMSOFT PHONE PASSWORD BREAKER 1.89
http://www.elcomsoft.com/eppb.html

===============================
     PAPERS/TUTORIALS
===============================

FROST: FORENSIC RECOVERY OF SCRAMBLED TELEPHONES
http://www1.cs.fau.de/frost

FTC REPORT - MOBILE PRIVACY DISCLOSURES, BUILDING TRUST THROUGH TRANSPARENCY
http://www.ftc.gov/os/2013/02/130201mobileprivacyreport.pdf

WHAT ARE ‘GDOCS’? GOOGLE DRIVE DATA
http://articles.forensicfocus.com/2013/01/28/what-are-gdocs-google-drive-data/

NTFS CHEAT SHEET
http://www.writeblocked.org/resources/ntfs_cheat_sheets.pdf

FAT CHEAT SHEET
http://www.writeblocked.org/resources/FAT_cheatsheet.pdf

MBR GPT CHEAT SHEET
http://www.writeblocked.org/resources/MBR_GPT_cheatsheet.pdf

 
===============================
          FORMAZIONE
===============================

COMPUTER FORENSICS @ UNICT EDIZIONE 2012.2013
Termine iscrizione corsi singoli: 10 Marzo 2013
http://www.dmi.unict.it/~battiato/CF1213/CF1213.html



CICLO DI SEMINARI "PROFILI GIURIDICI E TECNOLOGICI DELL’INFORMATICA FORENSE"
Alma Mater Studiorum - Università di Bologna
OBBLIGATORIA la prenotazione scritta presso la Cattedra di Informatica Forense, all’indirizzo email michele.ferrazzano@unibo.it oppure cesare.maioli@unibo.it
Ore 15-18, Aula I, via Belmeloro 14, Bologna

Aspetti tecnico-giuridici riguardanti le analisi forensi di hard disk e di reti
6/3/2013 - Dr. Donato Caccavella e dr. Michele Ferrazzano

Prova scientifica e prova informatica
8/3/2013 - Avv. Antonio Gammarota

L'Informatica forense dopo la ratifica della Convenzione sul Cybercrimine
13/3/2013 - Prof. Cesare Maioli e dr. Elisa Sanguedolce

Mezzi di prova e mezzi di ricerca della prova a oggetto informatico
15/3/2013 - Avv. Antonio Gammarota

Intercettazione di traffico telematico
20/3/2013 - Dr. Ulrico Bardari e ing. Corrado Federici

Indagini e investigazioni difensive a oggetto informatico
22/3/2013 - Avv. Antonio Gammarota

Strumenti e metodologie per l’analisi forense di dispositivi digitali, sistemi mobili e VOIP
3/4/2013 - Dr. Donato Caccavella e dr. Michele Ferrazzano

Prova informatica e processo penale
5/4/2013 - Avv. Antonio Gammarota

Strumenti e metodologie per le indagini forensi nelle reti telematiche
10/4/2013 - Dr. Donato Caccavella e dr. Michele Ferrazzano

Il trattamento dei dati personali oggetto di indagine
12/4/2013 - Avv. Antonio Gammarota

Il ruolo della PG nelle indagini informatiche e le metodologie adottate per il contrasto alla pedopornografia on-line
17/4/2013 - Dr. Andrea Paselli e dr. Ulrico Bardari

Indagini informatiche e cooperazione transnazionale
19/4/2013 - Avv. Antonio Gammarota

Cloud computing: benefici, criticità e aspetti di interesse per l’Informatica forense
24/4/2013 - Ing. Corrado Federici

La prova informatica tra cronaca e giurisprudenza
3/5/2013 - Avv. Antonio Gammarota

SANS SECURE EUROPE 2013 
April 15th-27th, 2013
Amsterdam, Netherlands 
https://www.sans.org/event/secure-europe-2013

 
  
===============================
       CONFERENCES & CFP
===============================

SECURITY SUMMIT 2013
12-14 March, 2013
ATA Hotel Executive
viale Don Luigi Sturzo, 45 - Milano
https://www.securitysummit.it/   



IMF 2013 - 7TH INTERNATIONAL CONFERENCE ON IT SECURITY INCIDENT MANAGEMENT & IT FORENSICS
March 12th - 14th, 2013
Nuremberg,  Germany 

DEFTCON 2013
19 April, 2013
Sala Armi - Palazzo Malvezzi
via Zamboni, 22 - 40126 Bologna
http://www.deftlinux.net/2013/02/21/ita-deftcon-2013-a-bologna-il-19-aprile-2013/

FORENSICS EUROPE EXPO
April 24th – 25th, 2013
Upper West Hall, Olympia, London
http://www.forensicseuropeexpo.com/

LAWTECH FUTURES 2013 – THE FUTURE OF LEGAL TECHNOLOGY
April 30th, 2013
London, United Kingdom
http://lawtechfutures.com/

1° DFA Open Day "Gli impatti del Mobile e del Cloud sulla Digital Forensics"
8 Maggio, 2013 - 9.00:18.00
Università degli Studi di Milano, Sala Crociera
http://www.perfezionisti.it/39/

ADFSL 2013 CONFERENCE ON DIGITAL FORENSICS, SECURITY AND LAW
June 10-12, 2013 
Richmond, Virginia USA
CfP deadline: 19 February 2012
http://www.digitalforensics-conference.org

THE 2013 SANS DIGITAL FORENSICS AND INCIDENT RESPONSE SUMMIT 
Summit Dates: - July 9-10, 2013
Post-Summit Course Dates: July 11-16, 2013
Austin, TX, USA
http://www.sans.org/event/dfir-summit-2013

ICDF2C 2013 - 5th INTERNATIONAL CONFERENCE ON DIGITAL FORENSICS AND CYBER CRIME
25-27 September 2012
Moscow, Russia
http://www.d-forensics.org/2013
               
                          
                          
===============================
Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics Alumni.
 
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualità di titolare del trattamento dei dati personali, informa che i dati conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del servizio newsletter. Il trattamento avverrà sia su supporto cartaceo che avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 196/2003 (aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi all’Associazione scrivendo all’indirizzo di posta elettronica info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la versione più estesa della presente Informativa.
===============================


