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===============================
             NEWS
===============================

NUOVE MISURE CONTRO LE MINACCE ALLA SICUREZZA INFORMATICA
http://www.governo.it/Presidenza/Comunicati/dettaglio.asp?d=70337

LINEE GUIDA DEL CCBE SULL’UTILIZZO DEI SERVIZI DI CLOUD COMPUTING DA PARTE DEGLI AVVOCATI
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=60618

DA OGGI LA PA DEVE PAGARE ENTRO 30 GIORNI: PER CHI RITARDA INTERESSI AUTOMATICI AL 10%
http://www.ilsole24ore.com/art/notizie/2013-01-01/gennaio-deve-pagare-entro-154914.shtml

GIUSTIZIA CIVILE: LA APP UFFICIALE DEL MINISTERO
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=60927

CLOUD COMPUTING IN ITALIA: REPORT 2013
http://www.pmi.it/tecnologia/software-e-web/news/61857/cloud-computing-in-italia-report-2013.html

SUSPECT ALLEGEDLY STOLE MILLIONS FROM ONLINE BANK ACCOUNTS
http://krebsonsecurity.com/2013/01/police-arrest-alleged-zeus-botmaster-bx1/
http://www.theregister.co.uk/2013/01/08/cybercrook_suspect_thai_arrest/

POPULAR OFFICE PHONES VULNERABLE TO EAVESDROPPING HACK, RESEARCHERS SAY
http://redtape.nbcnews.com/_news/2013/01/04/16328998-popular-office-phones-vulnerable-to-eavesdropping-hack-researchers-say?lite

CISCO ISSUES PATCHES FOR VULNERABILITIES IN WIRELESS LAN APPLIANCES
http://www.v3.co.uk/v3-uk/news/2238990/cisco-issues-security-warning-for-wireless-lan-controllersnetwork-appliances-vulnerable-to-dos-attacks

JAPAN TO INTRODUCE AMAZING REALTIME 3D CYBER-ATTACK ALERT SYSTEM
http://www.bitrebels.com/technology/daedalus-3d-cyber-attack-alert-system/

THE FBI NEEDS HACKERS, NOT BACKDOORS
http://www.wired.com/opinion/2013/01/wiretap-backdoors/

RIGHTS GROUP REPORTS ON ABUSES OF SURVEILLANCE AND CENSORSHIP TECHNOLOGY
http://www.nytimes.com/2013/01/16/business/rights-group-reports-on-abuses-of-surveillance-and-censorship-technology.html?_r=0

RESEARCHERS FIND SECURITY WEAKNESS IN SYSTEMS THAT INTERFACE WITH MEDICAL DEVICES
http://www.darkreading.com/vulnerability-management/167901026/security/attacks-breaches/240146474/security-researchers-expose-bug-in-medical-system-used-with-x-ray-machines-other-devices.html.html
www.scmagazine.com/patient-data-revealed-in-medical-device-hack/article/276568/

GERMAN FEDERAL CRIMINAL POLICE TO USE INTERIM SURVEILLANCE SOFTWARE
http://www.h-online.com/security/news/item/German-Federal-Criminal-Police-acquires-interim-government-trojan-from-Gamma-1786026.html
http://qz.com/44208/german-governments-surveillance-software-unsettles-a-nation-that-prizes-privacy/

EXPERTS WARN ON WIRE-TAPPING OF THE CLOUD
http://www.bbc.co.uk/news/technology-21263321

PENTAGON EXPANDING CYBERSECURITY FORCE TO PROTECT NETWORKS AGAINST ATTACKS
http://www.nytimes.com/2013/01/28/us/pentagon-to-beef-up-cybersecurity-force-to-counter-attacks.html?_r=0



HACKERS IN CHINA ATTACKED THE TIMES FOR LAST 4 MONTHS
http://www.nytimes.com/2013/01/31/technology/chinese-hackers-infiltrate-new-york-times-computers.html?hp&_r=0
http://news.cnet.com/8301-1009_3-57566805-83/chinese-hackers-said-to-wage-cyberwar-on-the-new-york-times/

CHINESE HACKERS INFILTRATE NEW YORK TIMES; WALL STREET JOURNAL, TOO.
http://online.wsj.com/article/SB10001424127887323926104578276202952260718.html
http://news.cnet.com/8301-1009_3-57566995-83/wall-street-journal-china-hackers-hit-us-too/

CHINESE CYBER ATTACKS ON WEST ARE WIDESPREAD, EXPERTS SAY
http://edition.cnn.com/2013/02/01/tech/china-cyber-attacks

RED OCTOBER CYBERESPIONAGE OPERATION STEALS DATA FROM COMPUTERS AND MOBILE DEVICES
http://arstechnica.com/security/2013/01/red-october-computer-espionage-network-may-have-stolen-terabytes-of-data/
http://www.wired.com/threatlevel/2013/01/red-october-spy-campaign/
http://www.zdnet.com/red-october-spies-on-diplomats-governments-worldwide-7000009775/

RED OCTOBER HACKERS EXPLOITED KNOWN JAVA VULNERABILITY
http://www.zdnet.com/red-october-hackers-also-used-java-exploit-for-spy-campaign-7000009881/
http://www.theregister.co.uk/2013/01/16/red_october_java_connection/
http://www.computerworld.com/s/article/9235859/Java_exploit_used_in_Red_October_cyberespionage_attacks_researchers_say?taxonomyId=17

===============================
LEGGI, DOTTRINA, GIURISPRUDENZA
===============================

DIALER E TRUFFE INFORMATICHE SECONDO UN AVVOCATO
http://www.studiocataldi.it/news_giuridiche_asp/news_giuridica_12930.asp

IL REATO DI STALKING
http://www.studiocataldi.it/news_giuridiche_asp/news_giuridica_12949.asp

RICETTA ELETTRONICA, L'ITALIA ADOTTI LA FIRMA DIGITALE
http://www.corrierecomunicazioni.it/pa-digitale/18946_pillon-sit-ricetta-elettronica-l-italia-adotti-la-firma-digitale.htm

CONTROLLI DIFENSIVI SU TELEFONATE DEL LAVORATORE? OCCORRE ACCORDO SINDACATO
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=60916

DEFINIRE "INQUALIFICABILE" LA CONDOTTA DEL COLLEGA AVVOCATO INTEGRA REATO DI INGIURIA
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=59935

CORTE DI CASSAZIONE, SEZ. II CIV., SENTENZA DEL 3 GENNAIO 2013, N. 71 - CONDOMINIO - VIDEOSORVEGLIANZA - PRIVACY - FINALITA' DEL TRATTAMENTO
http://www.dimt.it/interna.php?noNav=1&id_sezione=36&id_articolo=653#.UPPqZSf8Ig2

===============================
             LINKS
===============================
 
BLOGS & PORTALS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
[ITA] http://pierluigiperri.com/
http://www.techandlaw.net/   
http://xwaysclips.blogspot.it/ 



http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/
[ITA] http://www.siig.it/ 
 
PODCASTS
http://www.cybercrime101.com
http://cyberspeak.libsyn.com
http://forensic4cast.com/
 
WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography
 
TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/
 
GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8
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             TOOLS
===============================

RECONNOITRE
http://sandersonforensics.com/forum/content.php?168-Reconnoitres

TRUECRACK VERSION 2.5
https://code.google.com/p/truecrack/

CASENOTES
http://qccis.com/resources/forensic-tools/

PALADIN 4.0 Beta Release 1
http://www.sumuri.com/

TIMELINE 3D
http://www.beedocs.com/timeline3D/

iPHONE-DATAPROTECTION
https://code.google.com/p/iphone-dataprotection/wiki/README

===============================
     PAPERS/TUTORIALS
===============================

PLANET BLUE COAT: MAPPING GLOBAL CENSORSHIP AND SURVEILLANCE TOOLS
https://citizenlab.org/wp-content/uploads/2013/01/Planet-Blue-Coat.pdf

MALWARE ANALYSIS IN WINDOWS 8
http://articles.forensicfocus.com/2013/01/10/forensic-artifact-malware-analysis-in-windows-8/

BAD SECTOR RECOVERY
http://articles.forensicfocus.com/2013/01/21/bad-sector-recovery/



HOW TO RECOVER IPHONE PHOTOS WHICH WERE ACCIDENTALLY DELETED
http://www.thedailybuggle.com/recover-iphone-photos-accidentally-deleted/

WHAT ARE ‘GDOCS’? GOOGLE DRIVE DATA
http://articles.forensicfocus.com/2013/01/28/what-are-gdocs-google-drive-data/

AUTOMATING USB DEVICE IDENTIFICATION ON MAC OS X
http://dfstream.blogspot.it/2013/01/automating-usb-device-identification-on.html

"PRIVACY AND PUBLICITY IN THE CONTEXT OF BIG DATA"
http://www.danah.org/papers/talks/2010/WWW2010.html

 
===============================
          FORMAZIONE
===============================

SANS BELGIUM 2013 
February 18th-23rd, 2013
Brussels, Belgium
https://www.sans.org/event/belgium-2013

SANS SECURE EUROPE 2013 
April 15th-27th, 2013
Amsterdam, Netherlands 
https://www.sans.org/event/secure-europe-2013

 
  
===============================
       CONFERENCES & CFP
===============================

IMF 2013 - 7TH INTERNATIONAL CONFERENCE ON IT SECURITY INCIDENT MANAGEMENT & IT FORENSICS
March 12th - 14th, 2013
Nuremberg,  Germany 

FORENSICS EUROPE EXPO
April 24th – 25th, 2013
Upper West Hall, Olympia, London
http://www.forensicseuropeexpo.com/

LAWTECH FUTURES 2013 – THE FUTURE OF LEGAL TECHNOLOGY
April 30th, 2013
London, United Kingdom
http://lawtechfutures.com/

ADFSL 2013 CONFERENCE ON DIGITAL FORENSICS, SECURITY AND LAW
June 10-12, 2013 
Richmond, Virginia USA
CfP deadline: 19 February 2012
http://www.digitalforensics-conference.org

ICDF2C 2013 - 5th INTERNATIONAL CONFERENCE ON DIGITAL FORENSICS AND CYBER CRIME
25-27 September 2012
Moscow, Russia
http://www.d-forensics.org/2013
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Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics Alumni.
 
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualità di titolare del trattamento dei dati personali, informa che i dati conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del servizio newsletter. Il trattamento avverrà sia su supporto cartaceo che avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 196/2003 (aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi all’Associazione scrivendo all’indirizzo di posta elettronica info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la versione più estesa della presente Informativa.
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