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===============================
             NEWS
===============================

NATIONWIDE INSURANCE NETWORK BREACH AFFECTS ONE MILLION
http://www.scmagazine.com/personal-info-of-1m-compromised-in-nationwide-breach/article/270448/

WHEN THE COPS SUBPOENA YOUR FACEBOOK INFORMATION, HERE'S WHAT FACEBOOK SENDS THE COPS
http://blog.thephoenix.com/BLOGS/phlog/archive/2012/04/06/when-police-subpoena-your-facebook-information-heres-what-facebook-sends-cops.aspx

MICROSOFT GETS COURT ORDER TO CONTROL ZEUS COMMAND AND CONTROL SERVERS FOR TWO YEARS
http://www.eweek.com/security/microsoft-can-retain-control-of-zeus-botnet-under-federal-court-order/

EUROGRABBER EXPLOITS MOBILE PHONES TO DEFEAT TWO-FACTOR ONLINE BANKING AUTHENTICATION - $ MILLIONS STOLEN
http://www.darkreading.com/authentication/167901072/security/news/240143960/eurograbber-lets-attackers-steal-36-million-euros-from-banks-customers.html
https://www.informationweek.com/security/attacks/zeus-botnet-eurograbber-steals-47-millio/240143837
http://arstechnica.com/security/2012/12/sophisticated-botnet-steals-more-than-47m-by-infecting-pcs-and-phones/

SKYNET BOTNET OPERATES THROUGH TOR
http://www.h-online.com/security/news/item/Botnet-hidden-in-the-Tor-network-1765530.html
http://www.computerworld.com/s/article/9234468/Tor_network_used_to_command_Skynet_botnet?taxonomyId=17

FACEBOOK HELPS FBI TAKE DOWN BOTNET
http://news.cnet.com/8301-1009_3-57558654-83/facebook-helps-fbi-take-down-$850m-botnet-crime-ring/
http://arstechnica.com/tech-policy/2012/12/fbi-snares-850-million-butterfly-botnet-ring-with-help-of-facebook/
http://www.zdnet.com/facebook-helps-fbi-smash-global-11-million-strong-botnet-7000008671/

ANDROID BOTNET SENDS SMS SPAM
http://www.theregister.co.uk/2012/12/19/spamsoldier_android_botnet/
http://www.informationweek.com/security/attacks/attack-turns-android-devices-into-spam-s/240144988
http://www.scmagazine.com/android-botnet-detected-on-all-major-mobile-networks/article/273339/

DALAI LAMA WEBSITE SERVING MALWARE
http://www.scmagazine.com/mac-trojan-dockster-served-on-dalai-lama-site/article/270971/
http://arstechnica.com/security/2012/12/new-mac-espionage-trojan-targets-dalai-lama-supporters/

SWISS INTELLIGENCE IT ADMIN ALLEGEDLY STOLE TERABYTES OF COUNTER-TERRORISM DATA
http://www.h-online.com/security/news/item/Frustrated-employee-embarrasses-Swiss-intelligence-service-1763673.html
http://www.theregister.co.uk/2012/12/04/swiss_intelligence_data_loss/
http://www.zdnet.com/swiss-spy-agency-warns-cia-mi6-over-massive-secret-data-theft-7000008282/

JUDGE SAYS KIM DOTCOM CAN SUE INTELLIGENCE AGENCY OVER UNLAWFUL SURVEILLANCE
http://arstechnica.com/tech-policy/2012/12/court-gives-dotcom-green-light-to-sue-nz-spy-agency-for-january-raid/

25-GPU CLUSTER CRACKS EVERY STANDARD WINDOWS PASSWORD IN <6 HOURS
http://arstechnica.com/security/2012/12/25-gpu-cluster-cracks-every-standard-windows-password-in-6-hours/

REPORT SAYS PERSONALLY IDENTIFIABLE DATA THEFT ON THE RISE IN HEALTH CARE
http://www.eweek.com/security/identity-theft-is-a-growing-risk-in-health-care-ponemon-report/
http://www.scmagazine.com/nine-out-of-10-hospitals-lost-personal-data-in-last-two-years/article/271795/

SMS TROJAN TARGETS MAC USERS
http://arstechnica.com/security/2012/12/new-mac-trojan-tricks-users-into-paying-pricey-cell-phone-fees/



http://www.net-security.org/malware_news.php?id=2358
http://news.drweb.com/show/?i=3138
http://www.macrumors.com/2012/12/13/apple-quickly-updates-malware-definitions-to-detect-new-sms-scam-trojan/

IE FLAW ALLOWS CURSOR TRACKING
http://www.wired.co.uk/news/archive/2012-12/12/ie-vulnerability-mouse-tracking

DEXTER MALWARE STEALS PAYMENT CARD DATA FROM POINT-OF-SALE COMPUTERS
http://www.darkreading.com/advanced-threats/167901091/security/attacks-breaches/240144190/dexter-directly-attacks-point-of-sale-systems.html
http://arstechnica.com/security/2012/12/dexter-malware-steals-credit-card-data-from-point-of-sale-terminals/
http://blog.seculert.com/2012/12/dexter-draining-blood-out-of-point-of.html
http://www.scmagazine.com/malware-that-steals-from-point-of-sale-systems-detected/article/274182/

STATE-SPONSORED MALWARE LIKE STUXNET WILL HIT PRIVATE ENTERPRISE HARD IN 2013
http://www.infosecurity-magazine.com/view/29965/statesponsored-malware-like-stuxnet-will-hit-private-enterprise-hard-in-2013/

CELEBRITY EMAIL HACKER DRAWS 10-YEAR PRISON SENTENCE
http://www.wired.com/threatlevel/2012/12/scarlett-johansson-hacker/

CYBERCOP SYSTEM, A RUSSIAN PROJECT AGAINST CYBERCRIME
http://securityaffairs.co/wordpress/10804/cyber-crime/10804.html

IRANIAN COMPUTERS TARGETED BY NEW MALICIOUS DATA WIPER PROGRAM
http://arstechnica.com/security/2012/12/iranian-computers-attacked-by-new-malicious-data-wiper-program/

JUDGE SAYS WARRANTLESS CELL LOCATION DATA ARE PERMISSIBLE EVIDENCE
http://www.wired.com/threatlevel/2012/12/warrantless-cell-site-data/
https://ecf.dcd.uscourts.gov/cgi-bin/show_public_doc?2005cr0386-658

IEF RECOMMENDED IN NIJ ELECTRONIC CRIME TECHNOLOGY CENTER OF EXCELLENCE REPORT
http://www.forensicfocus.com/News/article/sid=1969/

CASEY ANTHONY - DETECTIVES MISS GOOGLE SEARCHES
http://exforensis.blogspot.it/2012/11/casey-anthony-google-searches.html

NSA TARGETING DOMESTIC COMPUTER SYSTEMS IN SECRET TEST
http://news.cnet.com/8301-1023_3-57560644-93/revealed-nsa-targeting-domestic-computer-systems-in-secret-test/

GOOGLE’S LEGAL AND PRIVACY CHIEFS HAVE SENTENCES OVERTURNED BY ITALIAN COURT
http://gigaom.com/europe/googles-legal-and-privacy-chiefs-have-sentences-overturned-by-italian-court/
[ITA] http://www.repubblica.it/tecnologia/2012/12/21/news/assolti_manager_google-49218376/

===============================
LEGGI, DOTTRINA, GIURISPRUDENZA
===============================

GARANTE - AUTORIZZAZIONI: 
Il Garante ha rinnovato le autorizzazioni al trattamento dei dati sensibili e giudiziari, al trattamento dei dati genetici e quella relativa al trattamento dei dati personali effettuato per scopi di ricerca scientifica, efficaci sino al 31 dicembre 2013
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/2157341

GARANTE - CONSULTAZIONE: 
Avvio di una consultazione pubblica ai sensi dell'art. 122 volta ad individuare modalità semplificate per l'informativa sui siti visitati dall’interessato per ricevere pubblicità mirata.
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/2139697

GARANTE – NUOVO SERVIZIO DEL SITO: 
Sintesi periodiche dei principali atti normativi e documenti di interesse in materia di privacy elaborati di recente in ambito europeo e internazionale
http://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/2133612

STALKING ATTRAVERSO I SOCIAL NETWORK
http://www.studiocataldi.it/news_giuridiche_asp/news_giuridica_12918.asp

DECRETO CRESCITA 2.0 testo cordinato in GU 
http://www.altalex.com/index.php?idnot=19420

CTU deve anche apparire imparziale - I GRAVI MOTIVI dell'art. 196 c.p.c.
http://www.studiocataldi.it/news_giuridiche_asp/news_giuridica_12826.asp

TRADUZIONI PARERS WP29:



- Parere 8/2012 che fornisce un ulteriore contributo alle discussioni sulla riforma in materia di protezione dei dati
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2012/wp199_it.pdf#h2-1

- Parere 07/2012 sul livello di protezione dei dati personali nel Principato di Monaco
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2012/wp198_it.pdf#h2-1

- Parere 05/2012 sul cloud computing
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2012/wp196_it.pdf#h2-1

===============================
             LINKS
===============================
 
BLOGS & PORTALS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
[ITA] http://pierluigiperri.com/
http://www.techandlaw.net/   
http://xwaysclips.blogspot.it/ 
http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/
[ITA] http://www.siig.it/ 
 
PODCASTS
http://www.cybercrime101.com
http://cyberspeak.libsyn.com
http://forensic4cast.com/
 
WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography
 
TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/
 
GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8
 
 
 
===============================
             TOOLS



===============================

XRY v6.4.2
http://www.msab.com/xry/xry-current-version

GOOGLE MAPS TILE INVESTIGATOR
http://www.magnetforensics.com/google-maps-tile-investigator/
http://www.magnetforensics.com/investigating-google-maps-how-the-tiles-tell-all/

 

===============================
     PAPERS/TUTORIALS
===============================

WHAT DO UPCLICKER, POISON IVY, CUCKOO, AND VOLATILITY HAVE IN COMMON?
http://volatility-labs.blogspot.it/2012/12/what-do-upclicker-poison-ivy-cuckoo-and.html

WINDOWS 8: IMPORTANT CONSIDERATIONS FOR COMPUTER FORENSICS AND ELECTRONIC DISCOVERY
http://articles.forensicfocus.com/2012/12/09/windows-8-important-considerations-for-computer-forensics-and-electronic-discovery/

PASSWORD CRACKING HPC
http://passwords12.at.ifi.uio.no/Jeremi_Gosney_Password_Cracking_HPC_Passwords12.pdf

[BOOK] DIGITAL FORENSICS FOR LEGAL PROFESSIONALS
http://www.amazon.co.uk/Digital-Forensics-Legal-Professionals-Understanding/dp/159749643X/

 
===============================
          FORMAZIONE
===============================

SANS BELGIUM 2013 
February 18th-23rd, 2013
Brussels, Belgium
https://www.sans.org/event/belgium-2013

SANS SECURE EUROPE 2013 
April 15th-27th, 2013
Amsterdam, Netherlands 
https://www.sans.org/event/secure-europe-2013

 
  
===============================
       CONFERENCES & CFP
===============================

CDCP 2013 - THE 6th ANNUAL COMPUTERS, PRIVACY AND DATA PROTECTION CONFERENCE 
January 23-25, 2013, Brussels
http://www.cpdpconferences.org/callforpapers.html#top

NINTH ANNUAL IFIP WG 11.9 INTERNATIONAL CONFERENCE ON DIGITAL FORENSICS
January 28-30, 2013 National Center for Forensic Science, University of Central Florida
Orlando, Florida , USA
Conference Deadlines:
Paper/Panel Submission: October 15, 2012
Notification of Acceptance: November 15, 2012

IMF 2013 - 7TH INTERNATIONAL CONFERENCE ON IT SECURITY INCIDENT MANAGEMENT & IT FORENSICS
March 12th - 14th, 2013
Nuremberg,  Germany 

FORENSICS EUROPE EXPO
April 24th – 25th, 2013
Upper West Hall, Olympia, London
http://www.forensicseuropeexpo.com/

LAWTECH FUTURES 2013 – THE FUTURE OF LEGAL TECHNOLOGY



April 30th, 2013
London, United Kingdom
http://lawtechfutures.com/

ADFSL 2013 CONFERENCE ON DIGITAL FORENSICS, SECURITY AND LAW
June 10-12, 2013 
Richmond, Virginia USA
CfP deadline: 19 February 2012
http://www.digitalforensics-conference.org
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Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics Alumni.
 
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualità di titolare del trattamento dei dati personali, informa che i dati conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del servizio newsletter. Il trattamento avverrà sia su supporto cartaceo che avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 196/2003 (aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi all’Associazione scrivendo all’indirizzo di posta elettronica info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la versione più estesa della presente Informativa.
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