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===============================
             NEWS
===============================

L’INTERCETTAZIONE DI STATO A SCUOLA DAL CYBERCRIMINE
http://www.lastampa.it/2012/09/26/tecnologia/piu-sorvegliati-o-piu-sicuri-l-intercettazione-di-stato-va-a-scuola-dal-cybercrimine-GHUCTIAnungqDzkWJfP50L/index.html

NASCE SIIG, SOCIETÀ ITALIANA DI INFORMATICA GIURIDICA
http://www.siig.it

CYBER ATTACKERS DISRUPT INTERNET IN IRAN: OFFICIAL
http://www.reuters.com/article/2012/10/03/us-iran-cyber-idUSBRE8920MO20121003

NIST ANNOUNCED KECCAK AS THE WINNER OF THE SHA-3 CRYPTOGRAPHIC HASH ALGORITHM COMPETITION
http://csrc.nist.gov/groups/ST/hash/sha-3/winner_sha-3.html

PIRATE BAY CO-FOUNDER ARRESTED IN CAMBODIA ON SWEDISH WARRANT
http://www.bbc.co.uk/news/world-asia-19457334
http://www.pcworld.com/businesscenter/article/261831/pirate_bay_cofounder_arrested_in_cambodia.html
http://arstechnica.com/tech-policy/2012/09/cambodia-deports-the-pirate-bay-co-founder-to-sweden/

RESEARCHERS FIND SPYWARE BEING USED BY POLICE IN COUNTRIES AROUND THE WORLD
http://www.theregister.co.uk/2012/08/31/finspy_gamma_polcie_spying/

FBI vs. GOOGLE: THE LEGAL FIGHT TO UNLOCK PHONES
http://online.wsj.com/article/SB10001424052702303644004577524790015525450.html
http://www.ticklethewire.com/2012/09/07/google-defies-fbi-attempts-to-gain-cell-phone-passwords/
http://www.nextgov.com/big-data/2012/09/fbi-battle-over-phone-passwordsiis-brewing/57972/?oref=ng-channelriver

FBI SAYS LAPTOP NOT BREACHED; APPLE SAYS IT DID NOT PROVIDE UDID LIST TO FBI
http://arstechnica.com/apple/2012/09/apple-denies-giving-ios-device-identifier-list-to-fbi/
http://www.computerworld.com/s/article/9230918/FBI_denies_it_was_source_of_leaked_Apple_device_ID_data?taxonomyId=208
http://news.cnet.com/8301-1009_3-57505925-83/fbi-finds-no-evidence-that-antisec-hacked-its-laptop/
http://www.wired.com/threatlevel/2012/09/fbi-says-laptop-wasnt-hacked-never-possessed-file-of-apple-device-ids/

STOLEN APPLE UDID DATABASE CAME FROM FLORIDA APP DEVELOPMENT COMPANY SERVER
http://www.forbes.com/sites/andygreenberg/2012/09/10/anonymous-hackers-didnt-steal-your-apple-id-from-the-fbi-thanks-to-apple-they-didnt-need-to/
http://redtape.nbcnews.com/_news/2012/09/10/13781440-exclusive-the-real-source-of-apple-device-ids-leaked-by-anonymous-last-week?lite
http://www.wired.com/threatlevel/2012/09/udid-leak-traced-to-blue-toad/

GOVERNMENT LAWYERS SAY CELL PHONE LOCATION DATA CAN BE OBTAINED WITHOUT PROBABLE-CAUSE WARRANT
http://www.wired.com/threatlevel/2012/09/feds-say-mobile-phone-location-data-not-constitutionally-protected/
http://www.pcworld.com/article/261957/us_takes_second_crack_at_gps_tracking_target.html

COURT: EMPLOYEE HAD VALID ACCESS RIGHTS WHEN HE DOWNLOADED PROPRIETARY DATA
http://www.computerworld.com/s/article/9230998/Worker_had_proper_access_when_he_snagged_corporate_data_court_rules?taxonomyId=82
http://www.tradesecretsnoncompetelaw.com/uploads/file/WEC.pdf

JUDGE GIVES TWITTER UNTIL SEPTEMBER 14 TO HAND OVER DATA RELATED TO OWS CASE
http://www.wired.com/threatlevel/2012/09/twitter-ordered-release/

TWITTER SURRENDERS OWS ACCOUNT DATA AND TWEETS



http://arstechnica.com/tech-policy/2012/09/twitter-hands-over-occupy-wall-street-protesters-tweets/
http://news.cnet.com/8301-1009_3-57513125-83/twitter-hands-over-occupy-protesters-tweets/
http://www.wired.com/threatlevel/2012/09/twitter-occupy-data/

FACEBOOK SUSPENDS USE OF FACIAL RECOGNITION TOOL IN EU
http://www.bbc.com/news/technology-19675172
http://www.computerworld.com/s/article/9231566/Facebook_to_delete_all_European_facial_recognition_data?taxonomyId=84
http://www.informationweek.com/government/policy/facebook-halts-facial-recognition-in-eur/240007793
http://www.v3.co.uk/v3-uk/news/2207616/facebook-to-remove-facial-recognition-tool-in-europe
http://arstechnica.com/tech-policy/2012/09/facebook-bends-to-europes-will-disables-facial-recognition-for-now/

UNENCRYPTED IEEE WEBSITE LOGS EXPOSED
http://arstechnica.com/security/2012/09/ieee-trade-group-exposes-100000-password-for-google-apple-engineers/
http://www.computerworld.com/s/article/9231731/Researcher_finds_100K_passwords_user_IDs_on_IEEE_site?taxonomyId=203
http://www.darkreading.com/database-security/167901020/security/attacks-breaches/240008028/100-000-ieee-user-passwords-ids-exposed-on-internet.html
http://www.esecurityplanet.com/network-security/ieee-suffers-massive-security-breach.html
http://www.nextgov.com/cybersecurity/cybersecurity-report/2012/09/ieee-data-breach-has-global-implications/58344/
http://www.theregister.co.uk/2012/09/25/ieee_leaks_logins/

ANALYSIS OF IEEE DATA BREACH: USING THE DATA TO GAIN INSIGHTS INTO THE ENGINEERING AND SCIENTIFIC COMMUNITY
http://ieeelog.com/

WALES: WE'LL ENCRYPT WIKIPEDIA IF REBORN GOV NET-SNOOP PLAN GOES LIVE
http://www.theregister.co.uk/2012/09/06/jimmy_wales_complains_about_uk_snoopers_charter/

===============================
LEGGI, DOTTRINA, GIURISPRUDENZA
===============================

GOVERNO: DL Crescita 2.0 Misure urgenti per l’innovazione e la crescita: agenda digitale e startup
http://www.governo.it/Presidente/Comunicati/testo_int.asp?d=69362
 
GOVERNO: Call Center e privacy - Decreto crescita
http://www.istitutoitalianoprivacy.it/it/decreto-sviluppo-istituto-privacy-in-parlamento-norma-sbagliata-sui-call-center/

GOVERNO: Nasce l'Agenzia per l'Italia Digitale - Decreto crescita
http://www.normattiva.it/uri-res/N2Ls?urn:nir:stato:decreto.legge:2012-06-22;83

AUTOCERTIFICAZIONI: FAQ del Governo per certificati e dichiarazioni sostitutive
http://www.funzionepubblica.gov.it/lazione-del-ministro/direttiva-n-142011---direttiva-decertificazione/faq-domande-frequenti.aspx
 
CONSERVAZIONE SOSTITUTIVA dei documenti: usare il PDF è sicuro?
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=19308
 
CONSERVAZIONE SOSTITUTIVA Course ANORC sulla conservazione
http://www.anorc.it/documenti/1_brochure%20Master%20ANORC_ott12.pdf
 
GEOGRAFIA GIUDIZIARIA: l’elenco delle procure soppresse
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=58071
 
GEOGRAFIA GIUDIZIARIA: l’elenco dei tribunali soppressi
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=18845
 
CASSAZIONE: videosorveglianza negli spazi comuni di un immobile
http://www.studiocataldi.it/news_giuridiche_asp/news_giuridica_12467.asp
 
CASSAZIONE: legittimo il licenziamento del dipendente che manda e-mail offensive a dirigenti
http://www.studiocataldi.it/news_giuridiche_asp/news_giuridica_12459.asp
 
CASSAZIONE: stop alle catene di Sant’Antonio virtuali
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=59047
 
CORTE DEL TENNESSEE-KNOXVILLE: TripAdvisor e diffamazione
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=19338

HSM: il ministro Profumo firma il decreto
http://www.digitpa.gov.it/notizie/firmato-decreto-ministro-profumo



QUADERNO UNINFO: sicurezza delle informazioni e privacy
http://www.uninfo.polito.it/Pubblicazioni.htm

 
===============================
             LINKS
===============================
 
BLOGS & PORTALS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
[ITA] http://pierluigiperri.com/
http://www.techandlaw.net/   
http://xwaysclips.blogspot.it/ 
http://justaskweg.com/
http://memoryforensics.blogspot.it/
https://www.privacyinternational.org/
http://volatility-labs.blogspot.it/   <--- NEW
[ITA] http://www.siig.it/   <--- NEW
 
PODCASTS
http://cyberspeak.libsyn.com
http://forensic4cast.com/
 
WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography
 
TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/
 
GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8
 
 
 
===============================
             TOOLS
===============================

SECOND LOOK: THE LINUX MEMORY FORENSICS SOLUTION
http://secondlookforensics.com/

BULK_EXTRACTOR v1.3
https://github.com/simsong/bulk_extractor



LIBVSHADOW
https://code.google.com/p/libvshadow/

THE SLEUTH KIT 4
http://www.sleuthkit.org/sleuthkit/download.php

SIFT WORKSTATION 2.14
https://computer-forensics.sans.org/community/downloads

CAINE 3.0
http://www.caine-live.net/

FORENSIC SCANNER
http://code.google.com/p/forensicscanner/

MEM MARSHAL
http://www.memmarshal.com/

MAC MEMORY READER
http://www.cybermarshal.com/index.php/cyber-marshal-utilities/mac-memory-reader

BELKASOFT EVIDENCE CENTER 5.0
http://forensic.belkasoft.com/en/bec/en/Whats_New_In_Version_5.0.asp

IEF 5.6.1
http://www.magnetforensics.com/internet-evidence-finder-ief-adds-webpage-re-building-and-support-for-ios-backups-in-latest-upgrade/

 

===============================
             PAPERS
===============================

[ITA] RELAZIONE TECNICA DEI CONSULENTI DEL GIP SUL NAUFRAGIO DELLA COSTA CONCORDIA
http://download.repubblica.it/pdf/2012/cronaca/costa1.pdf

[ITA] UFFICIO STAMPA DEL MINISTERO PER LO SVILUPPO ECONOMICO - DECRETO LEGGE CRESCITA 2.0
http://www.sviluppoeconomico.gov.it/images/stories/documenti/Dl-crescita.pdf

THE NEED FOR TRANSNATIONAL AND STATE-SPONSORED CYBER TERRORISM LAWS AND CODE OF ETHICS
http://articles.forensicfocus.com/2012/09/28/the-need-for-transnational-and-state-sponsored-cyber-terrorism-laws-and-code-of-ethics/

IPOD – TIMESTAMPS SECRETS
http://articles.forensicfocus.com/2012/09/03/ipod-timestamps-secrets/

APPLE TECHNICAL WHITE PAPER - BEST PRACTICES FOR DEPLOYING FILEVAULT 2
http://training.apple.com/pdf/WP_FileVault2.pdf

ANDROID FORENSICS
http://articles.forensicfocus.com/2012/09/12/android-forensics/

NIST DRAFT SP-800-88 Rev1, GUIDELINES FOR MEDIA SANITIZATION
http://csrc.nist.gov/publications/PubsDrafts.html#SP-800-88-Rev.%201

NIST SP-800-61 Rev2, Computer Security Incident Handling Guide
http://csrc.nist.gov/publications/nistpubs/800-61rev2/SP800-61rev2.pdf

 
===============================
          FORMAZIONE
===============================

SANS LONDON 2012
26 November - 3 December - London, UK
https://www.sans.org/event/london-2012
 
SUPSI - CERTIFICATE OF ADVANCED STUDIES (CAS) IN DIGITAL FORENSICS
Crediti di studio: 10 ECTS



Durata: 120 ore-lezione
Inizio percorso formativo: 10 gennaio 2013
Iscrizioni: entro il 30 novembre 2012
http://www.supsi.ch/fc/eventi-comunicazioni/news/2012/2012-08-08.html 
 
 
 
===============================
       CONFERENCES & CFP
===============================
 
ICDF2C - 4th International Conference on Digital Forensics & Cyber Crime
October 24–26, 2012 - Lafayette, Indiana, USA
http://d-forensics.org/2012/show/home

2012 EUROPEAN SCADA SUMMIT
Pre-Summit Course: 5-9 December, 2012
Summit: 10-11 December, 2012
Barcelona, Spain
http://www.sans.org/info/112039

CDCP 2013 - THE 6th ANNUAL COMPUTERS, PRIVACY AND DATA PROTECTION CONFERENCE 
January 23-25, 2013, Brussels
http://www.cpdpconferences.org/callforpapers.html#top

NINTH ANNUAL IFIP WG 11.9 INTERNATIONAL CONFERENCE ON DIGITAL FORENSICS
January 28-30, 2013 National Center for Forensic Science, University of Central Florida
Orlando, Florida , USA
Conference Deadlines:
Paper/Panel Submission: October 15, 2012
Notification of Acceptance: November 15, 2012

IMF 2013 - 7th International Conference on IT Security Incident Management & IT Forensics
March 12th - 14th, 2013
Nuremberg,  Germany 

                          
===============================
Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics Alumni.
 
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualità di titolare del trattamento dei dati personali, informa che i dati conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del servizio newsletter. Il trattamento avverrà sia su supporto cartaceo che avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 196/2003 (aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi all’Associazione scrivendo all’indirizzo di posta elettronica info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la versione più estesa della presente Informativa.
===============================


