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===============================
             NEWS
===============================
 
FINMECCANICA AIUTAVA IL TIRANNO
http://espresso.repubblica.it/dettaglio/finmeccanica-aiutava-il-tiranno/2185707/10
 
FACEBOOK "SPIA" LE CHAT PRIVATE ALLA RICERCA DI CYBERCRIMINALI
http://www.repubblica.it/tecnologia/2012/07/18/news/facebook_spia_le_chat_private_alla_ricerca_di_cybercriminali-39149631/
 
BLACKOUTHACK – ATTACCO AI COMUNI ITALIANI
http://www.oversecurity.net/2012/07/24/blackouthack-attacco-ai-comuni-italiani/
 
 
HACKERS INFILTRATE INDIAN NAVAL COMPUTER SYSTEMS
http://www.zdnet.com/chinese-hackers-breach-indian-navy-computers-7000000077/
http://www.indianexpress.com/news/china-hackers-enter-navy-computers-plant-bug-to-extract-sensitive-data/968897/1
 
RESEARCHERS DEMONSTRATE GPS SPOOFING DRONE TAKEOVER
http://news.cnet.com/8301-1009_3-57464271-83/drones-can-be-hijacked-via-gps-spoofing-attack/
http://www.bbc.co.uk/news/technology-18643134
http://www.informationweek.com/news/security/vulnerabilities/240002991
 
LEGISLATORS CONCERNED ABOUT DRONE GPS HACKING
http://arstechnica.com/tech-policy/2012/07/fear-of-drone-gps-hacking-raised-by-congress-as-faa-deadline-looms/
 
DO CYBERATTACKS ON IRAN MAKE US VULNERABLE
http://www.nytimes.com/roomfordebate/2012/06/04/do-cyberattacks-on-iran-make-us-vulnerable-12
 
EUROPEAN PARLIAMENT REJECTS ACTA
http://www.computerworld.com/s/article/9228787/European_Parliament_easily_rejects_ACTA_copyright_treaty?taxonomyId=17
http://www.bbc.co.uk/news/technology-18704192
http://www.wired.com/threatlevel/2012/07/eu-kills-acta/
http://www.v3.co.uk/v3-uk/news/2189193/european-parliament-delivers-knockout-blow-acta
 
REQUESTS FOR DATA FROM MOBILE PROVIDERS ON THE RISE
http://www.wired.com/threatlevel/2012/07/massive-phone-surveillance/
 
WI-FI–HACKING NEIGHBOR FROM HELL SENTENCED TO 18 YEARS
http://www.wired.com/threatlevel/2011/07/hacking-neighbor-from-hell/?utm_source=Contextly&utm_medium=RelatedLinks&utm_campaign=Previous
 
CHEMICAL GIANT FOILS INFECTED USB STICK ESPIONAGE BID
http://www.theregister.co.uk/2012/07/11/infected_usb_spyware/
http://www.h-online.com/security/news/item/USB-drives-left-in-car-park-as-corporate-espionage-attack-vector-1637776.html
 
450,000 YAHOO VOICE LOGINS COMPROMISED
http://arstechnica.com/security/2012/07/yahoo-service-hacked/
http://www.cnn.com/2012/07/12/tech/web/yahoo-users-hacked/index.html
http://www.h-online.com/security/news/item/450-000-email-addresses-and-plain-text-passwords-in-circulation-1637505.html
http://news.cnet.com/8301-1009_3-57470786-83/hackers-post-450k-credentials-pilfered-from-yahoo/
 
YAHOO SAYS IT HAS FIXED SECURITY ISSUE THAT WAS EXPLOITED TO STEAL USER DATA
http://www.scmagazine.com/yahoo-closes-security-hole-that-led-to-password-breach/article/250426/



http://www.telegraph.co.uk/technology/news/9402418/Yahoo-fixes-glitch-that-let-hackers-access-half-a-million-passwords.html
http://www.computerworld.com/s/article/9229136/Yahoo_fixes_password_pilfering_bug_explains_who_s_at_risk?taxonomyId=17
 
STATISTICS ABOUT YAHOO LEAK OF 450.000 PLAIN-TEXT ACCOUNTS
http://blog.eset.se/statistics-about-yahoo-leak-of-450-000-plain-text-accounts/
 
FBI INVESTIGATING CHINESE COMPANY FOR SELLING US SURVEILLANCE TECHNOLOGY TO IRAN
http://www.wired.com/threatlevel/2012/07/fbi-zte/
http://www.theregister.co.uk/2012/07/13/zte_iran_tech_us_fbi_investigation/
 
RUSSIAN PARLIAMENT PASSES NET CENSORSHIP BILL
http://www.computerworld.com/s/article/9229359/Russian_Parliament_39_s_upper_house_approves_Internet_39_censorship_39_bill?taxonomyId=17
 
NSA DIRECTOR ASKS DEFCON ATTENDEES TO HELP DEFEND CYBERSPACE
http://money.cnn.com/2012/07/27/technology/defcon-nsa/index.htm
http://www.computerworld.com/s/article/9229756/NSA_chief_asks_hackers_at_Defcon_for_help_securing_cyberspace?taxonomyId=17
http://www.wired.com/threatlevel/2012/07/nsa-chief-denies-dossiers/
http://www.wired.com/threatlevel/2012/07/binney-on-alexander-and-nsa/
 
NETFLIX AGREES TO US $9 MILLION PRIVACY SETTLEMENT
http://arstechnica.com/tech-policy/2012/07/class-action-lawsuit-settlement-forces-netflix-privacy-changes/
http://www.theregister.co.uk/2012/07/30/netflix_data_privacy/
 
MAHDI - THE CYBERWAR SAVIOR?
http://blog.seculert.com/2012/07/mahdi-cyberwar-savior.html
 
COMPUTER CRIME GIVEN LOW PRIORITY
http://www.irishtimes.com/newspaper/finance/2012/0704/1224319341109.html
 
FEAR OF CYBER CRIME STOPS EU CITIZENS DOING BUSINESS ON THE WEB
http://www.computerweekly.com/news/2240159331/European-citizens-afraid-of-online-crime
 
APP STORE BYPASSED BY RUSSIAN HACKER WITHOUT JAILBREAKING
http://thehackernews.com/2012/07/app-store-bypassed-by-russian-hacker.html
 
DECLARATIONS OF CYBERWAR
http://spectrum.ieee.org/computing/networks/declarations-of-cyberwar/
 
CISCO LOCKS CUSTOMERS OUT OF THEIR OWN ROUTERS, ONLY LETS THEM BACK IN IF THEY AGREE TO BEING SPIED UPON AND MONETIZED
http://boingboing.net/2012/07/03/cisco-locks-customers-out-of-t.html
 
 
 
===============================
LEGGI, DOTTRINA, GIURISPRUDENZA
===============================
 
GARANTE PRIVACY: parere favorevole sullo schema tipo di Regolamento per il Trattamento dei Dati Personali Sensibili e Giudiziari
http://www.garanteprivacy.it/garante/doc.jsp?ID=1914360
 
GARANTE PRIVACY A INPS: la corrispondenza non deve rilevare in alcun modo lo stato di salute dell’interessato 
http://www.miolegale.it/notizia/Privacy-corrispondenza-inps.html
 
GARANTE PRIVACY: prorogate autorizzazioni per il trattamento dei dati sensibili e giudiziari da parte degli organismi di mediazione civile
http://www.garanteprivacy.it/garante/doc.jsp?ID=1908061#4
 
T.A.R. Trentino Alto Adige - Bolzano - Sezione I, Sentenza 13.12.2011 n. 390 Diritto d'accesso agli elaborati dei vincitori
http://www.filodiritto.com/index.php?azione=visualizza&iddoc=2797
 
T.A.R. Puglia - Bari, Sezione I, Sentenza 24.05. 2012 n. 1019 gare telematiche
http://www.filodiritto.com/index.php?azione=visualizza&iddoc=2798
 
CASSAZIONE PENALE , sez. III, Sentenza 15.06.2012 n° 23798 inviare newsletters non richieste costituisce reato
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=57799
 
CASSAZIONE PENALE , sez. V, sentenza 11.05.2012 n° 1803
Riprende la casa del vicino: per la Cassazione non c'è violazione della privacy
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=18631
 
CORTE DI GIUSTIZIA UE, 3 luglio 2012, C. 63/09: principio dell’esaurimento del diritto di distribuzione del’opera 



http://www.miolegale.it/massima/Rivendita-licenze-software-usate.html
 
SOCIAL NETWORK: Facebook monitora le chat?
http://www.reuters.com/article/2012/07/12/us-usa-internet-predators-idUSBRE86B05G20120712
 
HAI CREDITI CON LA PA? DM del 25.6.12 compensazioni tra crediti PA e debiti tributari
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=18822
 
UE: E-book gratuiti e disponibili nelle 23 lingue ufficiali dell’Unione i trattati comunitari 
http://bookshop.europa.eu/en/home/
 
UE: accessibili tutte le pubblicazioni 
http://blogs.ec.europa.eu/neelie-kroes/open-science/
 
FORBES, microsoft mi ascolta quando parlo con skype?
http://www.forbes.com/sites/ericjackson/2012/07/22/its-terrifying-and-sickening-that-microsoft-can-now-listen-in-on-all-my-skype-calls/
 
CHANGE.ORG piattaforma aperta che permette a chiunque, di iniziare, partecipare, e vincere campagne per cambiare il mondo.
www.change.org
  
ALTALEX.EU, la community degli avvocati europei
http://eu.altalex.com/
 
Nomi a dominio con accento: opportunità o nuovi problemi?
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=18978
 
PRIVACY (si approfondisce news di giugno) Le recenti modifiche al Codice della Privacy: note critiche
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=18955
 
 
 
===============================
             LINKS
===============================
 
BLOGS & PORTALS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
[ITA] http://pierluigiperri.com/
http://www.techandlaw.net/   
http://xwaysclips.blogspot.it/ <--- NEW
http://justaskweg.com/ <--- NEW
http://memoryforensics.blogspot.it/ <--- NEW
 
PODCASTS
http://cyberspeak.libsyn.com
http://forensic4cast.com/
 
WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography <--- NEW
 
TOOLS
http://www.opensourceforensics.org/



http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/
http://winfe.wordpress.com/
 
GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8
 
 
 
===============================
             TOOLS
===============================
 
FIREFOX CACHE FORENSICS
https://code.google.com/p/firefox-cache-forensics/wiki/Introduction
 
WINDOWS INDX SLACK PARSER
http://www.tzworks.net/prototype_page.php?proto_id=21
 
XPDF
http://www.foolabs.com/xpdf/
 
PDFExtract 
https://github.com/CrossRef/pdfextract
 
A PERL SCRIPT PLAYS MATCHMAKER WITH EXIFTOOL AND SQLITE
http://cheeky4n6monkey.blogspot.it/2012/05/perl-script-plays-matchmaker-with.html
 
 
 
===============================
             PAPERS
===============================
 
FIREFOX FORENSICS
http://articles.forensicfocus.com/2012/07/17/firefox-forensics/
 
FIREFOX CACHE FORMAT AND EXTRACTION
http://articles.forensicfocus.com/2012/03/09/firefox-cache-format-and-extraction/
 
AUTHENTICATING INTERNET WEB PAGES AS EVIDENCE: A NEW APPROACH
http://articles.forensicfocus.com/2012/07/13/authenticating-internet-web-pages-as-evidence-a-new-approach/
 
AN OVERVIEW OF PROTOCOL REVERSE-ENGINEERING
http://computer-forensics.sans.org/blog/2012/07/03/an-overview-of-protocol-reverse-engineering
 
RETRIEVING DIGITAL EVIDENCE: METHODS, TECHNIQUES AND ISSUES
http://articles.forensicfocus.com/2012/07/11/retrieving-digital-evidence-methods-techniques-and-issues/
 
KEY TWITTER AND FACEBOOK METADATA FIELDS FORENSIC INVESTIGATORS NEED TO BE AWARE OF
http://articles.forensicfocus.com/2012/04/25/key-twitter-and-facebook-metadata-fields-forensic-investigators-need-to-be-aware-of/
 
OVERCOMING POTENTIAL LEGAL CHALLENGES TO THE AUTHENTICATION OF SOCIAL MEDIA EVIDENCE
http://articles.forensicfocus.com/2012/04/02/overcoming-potential-legal-challenges-to-the-authentication-of-social-media-evidence/
 
EMERGENCY INCIDENT RESPONSE: 10 COMMON MISTAKES OF INCIDENT RESPONDERS
http://www.mcafee.com/us/resources/white-papers/foundstone/wp-10-common-mistakes-incident-responders.pdf
 
GOOGLE DRIVE FORENSICS NOTES
http://www.sysforensics.org/2012/05/google-drive-forensics-notes.html
 
PARALLELS HARD DRIVE IMAGE CONVERTING FOR ANALYSIS
http://articles.forensicfocus.com/2012/07/05/parallels-hard-drive-image-converting-for-analysis/
 
[BOOK REVIEW] MASTERING WINDOWS NETWORK FORENSICS & INVESTIGATIONS



http://articles.forensicfocus.com/2012/07/24/book-review-mastering-windows-network-forensics-investigations/
 
 
 
===============================
          FORMAZIONE
===============================
 
SEMINARIO IISFA
Settembre 21, sala conferenze della società Eur Spa - Roma 
Ore 14.30 – 16.30
Eugenio Albamonte – Sostituto Procuratore presso la Procura della Repubblica di Roma – Pool reati informatici - 
“Rapporti tra Pubblico Ministero e consulente tecnico negli accertamenti aventi ad oggetto supporti informatici: l’importanza dei quesiti formulatial consulente tecnico. Esperienze lavorative.”
Ore 16.30-18.30
Sergio Civino – Computer Forensics Expert
Accertamenti Tecnici su Dispositivi “Mobile”
 
FIRST POLICY WORKSHOP: SURVEILLING SURVEILLANCE
Settembre 25-26, Firenze
http://www.ittig.cnr.it/smart2012/
 
SANS PRAGUE FORENSICS
Ottobre 7-13, 2012 - Prague, Czech Republic
http://www.sans.org/prague-forensics-2012/
 
 
 
===============================
       CONFERENCES & CFP
===============================
 
CSET '12 - 5TH WORKSHOP ON CYBER SECURITY EXPERIMENTATION AND TEST
August 6, 2012, Bellevue, WA
http://www.usenix.org/events/cset12/
 
DFRWS - 12th DIGITAL FORENSIC RESEARCH CONFERENCE
August 6-8, 2012 - Washington, DC
- Submission deadline: February 20, 2012 (any time zone).
http://www.dfrws.org/2012/cfp.shtml
 
SECURITY SUMMIT
Ottobre 4, Verona
https://www.securitysummit.it
 
2012 SLEUTH KIT AND OPEN SOURCE DIGITAL FORENSICS CONFERENCE
October 3, 2012 - Chantilly, VA, USA
CfP Deadline: April 16, 2012
http://www.basistech.com/about-us/events/open-source-forensics-conference/
 
IWCCF 2012 - FIRST INTERNATIONAL WORKSHOP ON CLOUD COMPUTING FOR FORENSICS USE
October 3-5, 2012, St. Petersburg, Russia 
http://www.icumt.org/2012/images/stories/PDF/iwccf.pdf
 
RSA CONFERENCE EUROPE 2012
October 9-11, London
www.rsaconference.com/events/2012/europe
 
ICDF2C - 4th International Conference on Digital Forensics & Cyber Crime
October 24–26, 2012 - Lafayette, Indiana, USA
http://d-forensics.org/2012/show/home
 
 
 
===============================
Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics Alumni.
 
INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualità di titolare del trattamento dei dati personali, informa che i dati conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del servizio newsletter. Il trattamento avverrà sia su supporto cartaceo che avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 196/2003 (aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi all’Associazione scrivendo all’indirizzo di posta elettronica info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la versione più estesa della presente Informativa.
===============================


