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===============================
       NEWS
===============================

"LA PRIVACY NELL'ETÀ DELLA REALTÀ AUMENTATA", A. ACQUISTI A MILANO
http://www.lastampa.it/_web/cmstp/tmplrubriche/tecnologia/grubrica.asp?ID_blog=30&ID_articolo=10577&ID_sezione=38

VIA RAPETTO, "SCERIFFO DEL WEB" SILURATO DALLA GDF, SI DIMETTE
http://www.repubblica.it/tecnologia/2012/05/29/news/dimissioni_rapetto-36156556/?ref=HREC2-5&goback=.gde_54878_member_119775796

MILLIONS OF LINKEDIN PASSWORDS LEACKED
http://arstechnica.com/security/2012/06/8-million-leaked-passwords-connected-to-linkedin/
http://arstechnica.com/security/2012/06/10-or-so-of-the-worst-passwords-exposed-by-the-linkedin-hack/
http://thenextweb.com/socialmedia/2012/06/06/bad-day-for-linkedin-6-5-million-hashed-passwords-reportedly-leaked-change-yours-now/
http://shiflett.org/blog/2012/jun/leakedin?utm_source=dlvr.it&utm_medium=twitter
http://securityaffairs.co/wordpress/6205/hacking/linkedin-passwords-compromised-social-network-poisoning-other-risks.html

OBAMA ORDER SPED UP WAVE OF CYBERATTACKS AGAINST IRAN
http://www.nytimes.com/2012/06/01/world/middleeast/obama-ordered-wave-of-cyberattacks-against-iran.html?_r=2&pagewanted=all

FBI OPENS INVESTIGATION INTO STUXNET ATTACK LEAKS
http://www.infosecisland.com/blogview/21556-FBI-Opens-Investigation-into-Stuxnet-Attack-Leaks.html
http://online.wsj.com/article/SB10001424052702303506404577448563517340188.html

DEVELOPMENTS IN THE MEGAUPLOAD CASE
http://www.computerworld.com/s/article/9227598/Megaupload_wants_U.S._court_to_dismiss_indictment_cites_jurisdiction?taxonomyId=17
http://arstechnica.com/tech-policy/2012/05/megaupload-claims-it-is-beyond-the-reach-of-us-criminal-law/

RETIRED JUDGE WILL WORK TO GET MEGAUPLOAD USERS ACCESS TO THEIR FILES
http://www.wired.com/threatlevel/2012/06/retired-judge-megaupload/

MPAA RESPONDS TO REQUEST TO RETURN MEGAUPLOAD FILES TO USERS
http://arstechnica.com/tech-policy/2012/06/the-mpaa-would-be-ok-seeing-legit-meagupload-files-restored/
http://www.wired.com/threatlevel/2012/06/fbi-pirated-kim-dotcom/

NEW ZEALAND JUDGE RULES MEGAUPLOAD WARRANTS INVALID
http://arstechnica.com/tech-policy/2012/06/mega-victory-kim-dotcom-search-warrants-invalid-mansion-raid-illegal/
http://www.computerworld.com/s/article/9228596/New_Zealand_judge_rules_Megaupload_search_warrants_were_illegal?taxonomyId=17
http://www.wired.com/threatlevel/2012/06/megaupload-raids/

CYBERSECURITY WIKI: INTRODUCTION AND CALL FOR ASSISTANCE
http://www.lawfareblog.com/2012/06/cybersecurity-wiki-introduction-and-call-for-assistance/
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography

APPLE RELEASES IOS SECURITY GUIDE
http://www.theregister.co.uk/2012/06/04/ios_security_guide/
http://www.scmagazine.com/apple-goes-public-with-ios-security-features/article/243935/

APPLE WILL ADD PRIVACY MEASURES IN IOS 6
http://www.h-online.com/security/news/item/iOS-6-to-ask-if-apps-can-access-personal-data-1619965.html
http://news.cnet.com/8301-1009_3-57453473-83/apples-ios-6-to-add-privacy-controls-for-user-contacts/



MASSIVE PASSWORD LEAKS AT LINKEDIN AND OTHERS
https://isc.sans.edu/diary.html?storyid=13390

NEW DO NOT TRACK SPECS WOULD NOT ALLOW DEFAULT SETTINGS IN BROWSERS
http://www.computerworld.com/s/article/9227881/Standards_group_to_bar_IE10_from_claiming_Do_Not_Track_compliance?taxonomyId=17
http://www.wired.com/threatlevel/2012/06/default-do-not-track/
http://news.cnet.com/8301-1009_3-57448795-83/microsofts-do-not-track-default-in-ie10-violates-new-specs/

EUROPEAN DATA PROTECTION SUPERVISOR WARNS OF SMART METER PRIVACY ISSUES
http://www.v3.co.uk/v3-uk/news/2183404/european-chiefs-warns-brother-implications-smart-meter-roll

FIFTH EUROPEAN PARLIAMENT COMMITTEE REJECTS ACTA
http://www.guardian.co.uk/technology/2012/jun/21/acta-europe-vote-against
http://arstechnica.com/tech-policy/2012/06/acta-on-life-support-as-key-eu-committee-rejects-it/
http://www.bbc.co.uk/news/technology-18533268

EUROPEAN COMMISSION WANTS ALL BROWSERS TO ALLOW USERS TO CHOOSE DO NOT TRACK SETTINGS
http://www.computerworld.com/s/article/9228436/EU_regulators_side_with_Microsoft_in_IE10_s_Do_Not_Track_controversy?taxonomyId=17

GERMANY HAS TOP SECRET CYBERWARFARE UNIT
http://www.stripes.com/news/germany-confirms-existence-of-operational-cyberwarfare-unit-1.179655
http://yro.slashdot.org/story/12/06/07/1524221/germany-readying-offensive-cyberwarfare-unit-parliament-told

FACEBOOK MUST REVEAL IP ADDRESSES OF USERS WHO HARASSED BRITISH WOMAN
http://www.bbc.co.uk/news/technology-18404621
http://www.informationweek.com/news/security/client/240001792

NSA DATA PROVENANCE INITIATIVE
http://gcn.com/articles/2012/06/14/nsa-tracking-data-life-cycle.aspx

SIX ARRESTED IN JAPAN IN CONNECTION WITH ANDROID MALWARE
http://www.theregister.co.uk/2012/06/18/android_malware_japan_adult_site/

POLITECNICO DI MILANO WEBSITE HACKED BY SEPO
http://sepo.ucoz.net/news/politecnico_di_milano_website_hacked_by_sepo_part1/2012-06-06-54

FORENSICS4CAST AWARDS 2012 - RESULTS
http://www.forensic4cast.com/2012/06/forensic-4cast-awards-2012-results/

"THE VULNERABILITIES MARKET AND THE FUTURE OF SECURITY"
https://www.schneier.com/blog/archives/2012/06/the_vulnerabili.html

--------------   THE FLAME SAGA   --------------
FLAME SPREAD VIA WINDOWS UPDATE?
http://www.h-online.com/security/news/item/Flame-alleged-to-have-infected-systems-via-Windows-Update-1604962.html
http://blogs.technet.com/b/srd/archive/2012/06/03/microsoft-certification-authority-signing-certificates-added-to-the-untrusted-certificate-store.aspx?Redirected=true

RESEARCHERS FIND DIRECT LINK BETWEEN FLAME AND STUXNET MALWARE
http://www.computerworld.com/s/article/9227954/Researchers_find_direct_link_between_Flame_Stuxnet_malware
http://www.pcworld.com/businesscenter/article/257299/security_researchers_discover_link_between_stuxnet_and_flame.html
http://news.idg.no/cw/art.cfm?id=9E757911-A633-B5FE-269AD7CB8CB58F0A
http://www.washingtonpost.com/business/technology/cybersecurity-researchers-say-theyve-spotted-new-link-between-flame-stuxnet-viruses/2012/06/11/gJQAE9i0UV_story.html
http://www.bbc.co.uk/news/technology-18393985
http://news.cnet.com/8301-1009_3-57450292-83/shared-code-indicates-flame-stuxnet-creators-worked-together/

FLAME APPEARS TO HAVE BEEN SCOUT FOR STUXNET
http://www.washingtonpost.com/world/national-security/us-israel-developed-computer-virus-to-slow-iranian-nuclear-efforts-officials-say/2012/06/19/gJQA6xBPoV_story.html

===============================
LEGGI, DOTTRINA, GIURISPRUDENZA
===============================

CODICE PROTEZIONE DEI DATI PERSONALI: Il Dlgs 69 del 2012 modifica il Dlgs 196/2003:
- Dlgs 69:
http://www.normattiva.it/uri-res/N2Ls?urn:nir:stato:decreto.legislativo:2012;069
- Dlgs 196 aggiornato:
http://www.normattiva.it/atto/caricaDettaglioAtto?atto.dataPubblicazioneGazzetta=2003-07-29&atto.codiceRedazionale=003G0218&currentPage=1
- Articolo Altalex:



http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=18566

CODICE COMUNICAZIONI ELETTRONICHE: il Dlgs 70/2012 modifica il Dlgs 259/2003
- Dlgs 70:
http://www.normattiva.it/atto/caricaDettaglioAtto?atto.dataPubblicazioneGazzetta=2012-05-31&atto.codiceRedazionale=012G0091&atto.articolo.numero=80
- Dlgs 259 aggiornato:
http://www.normattiva.it/atto/caricaDettaglioAtto?atto.dataPubblicazioneGazzetta=2003-09-15&atto.codiceRedazionale=003G0280&currentPage=1
- Articolo Altalex:
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=18460

TAR LAZIO-ROMA, sez. I, sentenza 16.05.2012 n° 4455 Apple: Tar conferma la multa dell’Antitrust per pratiche commerciali scorrette
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=57403
http://www.miolegale.it/massima/Tar-sanzione-Apple.html
 
TRIBUNALE DI FIRENZE: I provider sono obbligati a rimuovere un contenuto dai loro servizi solo se tale contenuto è stato dichiarato illecito dalle autorità competenti.
http://www.blogstudiolegalefinocchiaro.it/diritto-dautore-e-copyright/responsabilita-dei-provider-solo-le-autorita-definiscono-i-contenuti-in-violazione/
 
TRIBUNALE DI CATANZARO: ordine di riattivare l'account eBay del rivenditore
http://www.filodiritto.com/index.php?azione=archivionews&idnotizia=3764

CASSAZIONE LEGITTIMA VIDEOSORVEGLIANZA SE IL DIPENDENTE DA' IL CONSENSO
http://www.filodiritto.com/index.php?azione=archivionews&idnotizia=3810

TAR PUGLIA - BARI, principio in base al quale, in caso di gare telematiche, la sottoscrizione delle offerte deve avvenire obbligatoriamente con firma digitale.
http://www.innova.puglia.it/web/guest/home/-/asset_publisher/Zs5C/content/obbligatoria-la-firma-digitale-nelle-gare-telematiche?redirect=%2Fweb%2Fguest
 
COMMISSIONE EUROPEA: ha adottato la proposta di regolamento “sull’identificazione elettronica e servizi fiduciari per le transazione elettroniche nel mercato interno”
http://www.blogstudiolegalefinocchiaro.it/documento-informatico-e-firma-digitale/ue-proposta-di-regolamento-per-le-firme-elettroniche-e-lidentificazione-elettronica-transfrontaliera/

PUBBLICATA LA ISO 22301 CON I REQUISITI PER LA CONTINUITÀ OPERATIVA (BUSINESS CONTINUITY MANAGEMENT SYSTEM)
http://www.iso.org/iso/pressrelease.htm?refid=Ref1587

===============================
      LINKS
===============================

BLOGS & PORTALS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
[ITA] http://pierluigiperri.com/
http://www.techandlaw.net/   
http://xwaysclips.blogspot.it/  <--- NEW
http://justaskweg.com/    <--- NEW

PODCASTS
http://cyberspeak.libsyn.com
http://forensic4cast.com/

WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events
http://cyber.law.harvard.edu/cybersecurity/Cybersecurity_Annotated_Bibliography <--- NEW



TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

===============================
      TOOLS
===============================

HEXDIVE 0.2
http://www.hexacorn.com/blog/2012/06/21/hexdive-0-2/

WINDOWS JUMP LIST PARSER
http://tzworks.net/prototype_page.php?proto_id=20

WINDOWS LNK PARSING UTILITY
http://tzworks.net/prototype_page.php?proto_id=11

REGISTRY DECODER 1.3
http://dfsforensics.blogspot.com/2012/06/registry-decoder-13-released.html

MAC SUPPORT IN VOLATILITY
http://code.google.com/p/volatility/wiki/MacMemoryForensics

===============================
      PAPERS
===============================

APPLE IOS SECURITY GUIDE
http://images.apple.com/ipad/business/docs/iOS_Security_May12.pdf

"IOS HARDENING CONFIGURATION GUIDE" by the Australian Defence Signals Directorate
http://www.dsd.gov.au/publications/iOS_Hardening_Guide.pdf

MAC MEMORY ANALYSIS WITH VOLATILITY
http://www.slideshare.net/AndrewDFIR/mac-memory-analysis-with-volatility

SANS DFIR SUMMIT - PAPERS PUBLISHED
http://computer-forensics.sans.org/community/summits

SANS DFIR POSTER 2012
http://blogs.sans.org/computer-forensics/files/2012/06/SANS-Digital-Forensics-and-Incident-Response-Poster-2012.pdf

OPTIMIZING DD
http://c-skills.blogspot.de/2012/06/optimizing-dd.html

UNDERSTANDING ISSUES IN CLOUD FORENSICS
http://www.csee.umbc.edu/~dykstra/Dykstra-UnderstandingIssuesInCloudForensics.pdf

ARTICLE 29 DATA PROTECTION WP
- WORKING DOCUMENT 02/2012 SETTING UP A TABLE WITH THE ELEMENTS AND PRINCIPLES TO BE FOUND IN PROCESSOR BINDING CORPORATE RULES
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2012/wp195_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/press-material/press-release/art29_press_material/20120619_pr_bcrwp_en.pdf

- EUROPEAN DATA PROTECTION AUTHORITIES ADOPT OPINION ON COOKIE CONSENT EXEMPTION
http://ec.europa.eu/justice/data-protection/article-29/press-material/press-release/art29_press_material/20120612_pr_cookie_consent_exemption_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2012/wp194_en.pdf



- [ITA] TRADUZIONE PARERE WP 192 RICONOSCIMENTO FACCIALE NELL’AMBITO DEI SERVIZI ONLINE E MOBILI 
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2012/wp192_it.pdf

===============================
          FORMAZIONE
===============================

FIRST POLICY WORKSHOP: SURVEILLING SURVEILLANCE
Settembre 25-26, Firenze
http://www.ittig.cnr.it/smart2012/

SANS PRAGUE FORENSICS
Ottobre 7-13, 2012 - Prague, Czech Republic
http://www.sans.org/prague-forensics-2012/

===============================
       CONFERENCES & CFP
===============================

IEEE COMPUTER SPECIAL ISSUE ON DIGITAL FORENSICS
Paper submissions are due by 1 August 2012
www.computer.org/portal/web/peerreviewmagazines/computer

CSET '12 - 5TH WORKSHOP ON CYBER SECURITY EXPERIMENTATION AND TEST
August 6, 2012, Bellevue, WA
http://www.usenix.org/events/cset12/

DFRWS - 12th DIGITAL FORENSIC RESEARCH CONFERENCE
August 6-8, 2012 - Washington, DC
- Submission deadline: February 20, 2012 (any time zone).
http://www.dfrws.org/2012/cfp.shtml

2012 SLEUTH KIT AND OPEN SOURCE DIGITAL FORENSICS CONFERENCE
October 3, 2012 - Chantilly, VA, USA
CfP Deadline: April 16, 2012
http://www.basistech.com/about-us/events/open-source-forensics-conference/

IWCCF 2012 - FIRST INTERNATIONAL WORKSHOP ON CLOUD COMPUTING FOR FORENSICS USE
October 3-5, 2012, St. Petersburg, Russia 
http://www.icumt.org/2012/images/stories/PDF/iwccf.pdf

ICDF2C - 4th International Conference on Digital Forensics & Cyber Crime
October 24–26, 2012 - Lafayette, Indiana, USA
http://d-forensics.org/2012/show/home

===============================
Newsletter a cura del Consiglio dell’Associazione DFA - Digital Forensics Alumni.

INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualità di titolare del trattamento dei dati personali, informa che i dati conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del servizio newsletter. Il trattamento avverrà sia su supporto cartaceo che avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 196/2003 (aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi all’Associazione scrivendo all’indirizzo di posta elettronica info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la versione più estesa della presente Informativa.
===============================


