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=========================
      NEWS
=========================

GPS: PEDINAMENTO E NON INTERCETTAZIONE
http://www.ictlex.net/?p=1394

DPS ADDIO. È UFFICIALE.
http://www.camera.it/126?pdl=4940

È REATO DI SOSTITUZIONE DI PERSONA LA CREAZIONE DI UN ACCOUNT CON IDENTITÀ DI TERZI
http://www.filodiritto.com/index.php?azione=archivionews&idnotizia=3682

TRATTAMENTI DATI PER ATTIVITÀ DI PROPAGANDA ELETTORALE - ESONERO DALL'INFORMATIVA
http://www.garanteprivacy.it/garante/doc.jsp?ID=1885765

GARANTE PRIVACY - AGENZIA DELLE ENTRATE E LOTTA ALL'EVASIONE
http://www.garanteprivacy.it/garante/doc.jsp?ID=1886812

SALTA L'ESTRADIZIONE NEGLI USA. COSÌ MR. MEGAUPLOAD BEFFA L'FBI
http://www.repubblica.it/tecnologia/2012/04/23/news/salta_estradizione_dot_com-33813600/?ref=HREC1-12

HOW APPLE AND GOOGLE HELP POLICE BYPASS IPHONE, ANDROID LOCK SCREENS
http://news.cnet.com/8301-31921_3-57408370-281/how-apple-and-google-help-police-bypass-iphone-android-lock-screens/?part=rss&subj=news&tag=title

GLOBAL PAYMENTS BREACH AFFECTS 1.5 MILLION PAYMENT CARD ACCOUNTS
http://www.wired.com/threatlevel/2012/04/global-payments-breach/
http://krebsonsecurity.com/2012/04/global-payments-1-5mm-cards-exported/
http://www.scmagazine.com/visa-expels-global-payments-following-15m-card-breach/article/234865/

LAW ENFORCEMENT FORENSICS TOOLS AGAINST SMART PHONES
http://www.schneier.com/blog/archives/2012/04/law_enforcement.html

FORMER HBGARY FEDERAL CEO FIRED FROM LATEST JOB FOR OBSESSIVE PURSUIT OF ANONYMOUS
http://dailycaller.com/2012/01/21/former-hbgary-ceo-fired-from-latest-job-for-obsessive-pursuit-of-anonymous/

MEGAUPLOAD ATTORNEY SAYS CASE COULD SET TROUBLING PRECEDENT
http://www.computerworld.com/s/article/9225822/Megaupload_lawyer_says_case_could_affect_other_storage_services?taxonomyId=82

EU CONSIDERING LEGISLATIVE PROPOSAL THAT WOULD CRIMINALIZE HACKING TOOLS
http://www.wired.com/threatlevel/2012/04/hacking-tools/

FCC SAYS GOOGLE DID NOT VIOLATE WIRETAPPING LAW
http://www.wired.com/threatlevel/2012/04/fcc-clears-google/
http://www.washingtonpost.com/business/economy/fcc-metes-out-light-penalty-for-google-in-street-view-case/2012/04/16/gIQAEryRMT_story.html

ARRESTS MADE IN SCOTLAND YARD ANTI-TERRORISM HOTLINE ATTACKS
http://www.computerworld.com/s/article/9226220/UK_teen_charged_with_jamming_of_anti_terrorist_hotline
http://www.bbc.co.uk/news/uk-17698528

RESEARCHERS CRITICIZE MICROSOFT'S ZEUS TAKEDOWN STRATEGY
http://www.darkreading.com/advanced-threats/167901091/security/attacks-breaches/232900239/controversy-erupts-over-microsoft-s-recent-takedown-of-a-zeus-botnet.html
http://krebsonsecurity.com/2012/04/microsoft-responds-to-critics-over-botnet-bruhaha/



NIST PROPOSES UPDATE TO DIGITAL SIGNATURE STANDARD
http://www.dfinews.com/news/nist-proposes-update-digital-signature-standard

IRAN ACKNOWLEDGES MALWARE ATTACK ON OIL MINISTRY
http://www.guardian.co.uk/world/2012/apr/23/iranian-oil-ministry-cyber-attack?newsfeed=true
http://www.computerworld.com/s/article/9226469/Iran_confirms_cyberattacks_against_oil_facilities?taxonomyId=17
http://arstechnica.com/business/news/2012/04/iran-cuts-off-internet-access-to-oil-refineries-after-cyberattack.ars
[ITA] http://www.ilsole24ore.com/art/notizie/2012-04-24/iran-cyber-war-104831.shtml?uuid=AbOmhpSF

FORENSIC 4CAST AWARDS 2012 - VOTING
http://www.forensic4cast.com/forensic-4cast-awards/

FORENSIC SNOOPS: IT DOESN'T TAKE A GENIUS TO BREAK INTO AN IPHONE
http://www.theregister.co.uk/2012/04/10/mobile_forensics/

WHEN THE COPS SUBPOENA YOUR FACEBOOK INFORMATION, HERE'S WHAT FACEBOOK SENDS THE COPS
http://blog.thephoenix.com/blogs/phlog/archive/2012/04/06/when-police-subpoena-your-facebook-information-heres-what-facebook-sends-cops.aspx

CLOUD FORENSICS AS A SERVICE (FraaS)
http://www.dfinews.com/article/cloud-forensics-service-fraas

WHEN YOU SHARE PERSONAL DATA WITH FACEBOOK FRIENDS, YOU'RE SHARING YOUR PERSONAL DATA WITH EVERY APP YOUR FRIENDS USE
https://raganwald.posterous.com/when-you-share-personal-data-with-facebook-fr

HACKER JAILED FOR STEALING MILLIONS OF BANKING AND PAYPAL IDENTITIES
http://nakedsecurity.sophos.com/2012/04/03/hacker-jailed-for-stealing-millions-of-banking-and-paypal-identities/

SLEUTH KIT YAFFS2 SUPPORT
https://viaforensics.com/products/tools/sleuth-kit-yaffs2/

=========================
     LINKS
=========================

BLOGS & PORTALS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
[ITA] http://pierluigiperri.com/
http://www.techandlaw.net/   <--- NEW

PODCASTS
http://cyberspeak.libsyn.com
http://forensic4cast.com/

WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events

TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 



http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/  <--- NEW

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

=========================
     TOOLS
=========================

AFFLIB 3.7
https://github.com/simsong/AFFLIBv3

REGRIPPER PLUGINS MAINTENANCE PERL SCRIPT
http://cheeky4n6monkey.blogspot.it/2012/04/creating-regripper-plugins-maintenance.html

HMFT – YET ANOTHER $MFT EXTRACTOR
http://www.hexacorn.com/blog/2012/04/16/hmft-yet-another-mft-extractor/

LiME FORENSICS
http://dfsforensics.blogspot.it/2012/04/announcing-lime-forensics.html
http://code.google.com/p/lime-forensics/

SIMPLE FILE PARSER
http://simplefileparser.blogspot.co.uk/

VSC TOOLSET
http://dfstream.blogspot.it/p/vsc-toolset.html

IVAN GOLUBEV'S PASSWORD RECOVERY SUITE
http://www.golubev.com/igprs/

WINDOWS 7 RELIABILITY MONITOR DATA PARSER
http://litsupport.org/tools/parseracwmi.zip

COMPUTER FORENSIC EXAMINER QUICK REFERENCE GUIDE – iOS App
http://lockandcode.com/uncategorized/quick-reference-guide-ios-app

ENCRYPTION PASSWORD RECOVERY SOFTWARE FOR TRUECRYPT
http://unprotect.info/

CREEPY: A GEOLOCATION INFORMATION AGGREGATOR
http://ilektrojohn.github.com/creepy/

=========================
    PAPERS
=========================

IOS HARDENING CONFIGURATION GUIDE
http://t.co/LUqBzIF2

[ITA] PLUG COMPUTER FORENSICS
http://www.marcomattiucci.it/plugcomputer.php

FORENSICS FOCA: METADATA ANALYSIS TOOL
http://thehackernews.com/2012/04/forensic-foca-power-of-metadata-in.html

NIST GUIDELINES SECURITY AND PRIVACY ON CLOUD
http://csrc.nist.gov/publications/nistpubs/800-144/SP800-144.pdf

ANALZYING STUXNET WITH VOLATILITY
http://prezi.com/goocmfeuiqdf/tracking-stuxnets-footprint-through-memory/



[ITA] CYBER-WEAP  ONS: ASPETTI GIURIDICI E STRATEGICI
http://stefanomele.it/publications/dettaglio.asp?id=298

iPHONE FORENSICS – ANALYSIS OF iOS 5 BACKUPS: PART 1
http://resources.infosecinstitute.com/ios-5-backups-part-1/

WINDOWS 8 FORENSIC GUIDE
http://propellerheadforensics.com/2012/04/18/download-windows-8-forensic-guide/

SANS MEMORY FORENSICS CHEAT SHEET V1.0
http://forensicmethods.com/wp-content/uploads/2012/04/Memory-Forensics-Cheat-Sheet-v1.pdf

FACE MATCHING AND RETRIEVAL IN FORENSICS APPLICATIONS
http://www.computer.org/cms/Computer.org/ComputingNow/homepage/2012/0412/W_MM_FaceMatchingandRetrieval.pdf

BIG BROTHER FORENSICS: DEVICE TRACKING USING BROWSER-BASED ARTIFACTS
http://computer-forensics.sans.org/blog/2012/04/09/big-brother-forensics-device-tracking-using-browser-based-artifacts-part-1

WINDOWS 7 REGISTRY FORENSICS: PART 4
http://www.dfinews.com/article/windows-7-registry-forensics-part-4

FROM HIBERNATION FILE TO MALWARE ANALYSIS WITH VOLATILITY
http://securitybananas.com/?p=747

“SECURE PASSWORD MANAGERS” AND “MILITARY-GRADE ENCRYPTION” ON SMARTPHONES: OH, REALLY?
http://www.elcomsoft.com/WP/BH-EU-2012-WP.pdf

=========================
       FORMAZIONE
=========================

SEMINARIO IISFA COMPUTER & MOBILE FORENSICS
http://www.realitynet.it/pdf/IISFA_Genova_11052012.pdf

CICLO SEMINARI "FREEDOM FRIDAYS" - DIRITTI UMANI, RESISTENZA ELETTRONICA, HACKING E DISSIDENTI DIGITALI 
c/o Università degli Studi di Milano - Via Festa del Perdono n. 7 - 20122 - MILANO
Dipartimento: “Cesare Beccaria” II Piano c/o Saletta conferenze

Venerdì 25 maggio 2012 (9:30 – 13:30)
Le libertà digitali e le azioni di hacking dei dissidenti digitali in Siria e Arabia, Dott. Alessandro Rodolfi

Venerdì 15 giugno 2012 (9:30 – 13:30)
La resistenza digitale in Russia, Bielorussia, Tagikistan e Uzbekistan, Dott. Stefano Rossetti

IISFA FORUM 2012
Sala Conferenze Castello degli Arechi
Maggio 18-19, 2012 - Salerno
http://www.iisfa.net/index.php?view=details&id=93%3AIISFA+FORUM+2012+.pdf&option=com_eventlist&Itemid=71

SANS SECURE EUROPE 2012
Maggio 7-19, 2012 - Amsterdam, Netherlands
http://www.sans.org/secure-amsterdam-2012/

SEMINARIO DFA: VIDEOSORVEGLIANZA, ACQUISIZIONE DI SITI WEB E WEB INTELLIGENCE
c/o Università degli Studi di Milano, Sala Crociera Alta
Maggio 31, 2012 (14:30) - Via Festa del Perdono n. 7 - 20122 - MILANO

SANS PRAGUE FORENSICS
Ottobre 7-13, 2012 - Prague, Czech Republic
http://www.sans.org/prague-forensics-2012/

=========================
    CONFERENCES & CFP
=========================

ACCESSDATA USERS' CONFERENCE



May 8-10, 2012 - Caesars Palace, Las Vegas
http://accessdata.com/aduc

ADFSL 2012 CONFERENCE ON DIGITAL FORENSICS, SECURITY AND LAW
May 30-31, 2012 - Richmond, Virginia USA
http://www.digitalforensics-conference.org  

SFCS - IEEE INTERNATIONAL WORKSHOP ON SECURITY AND FORENSICS IN COMMUNICATION SYSTEMS
June 10-15, 2012 - Ottawa, Canada
https://sites.google.com/site/sfcs2012/

CSET '12 - 5TH WORKSHOP ON CYBER SECURITY EXPERIMENTATION AND TEST
August 6, 2012, Bellevue, WA
http://www.usenix.org/events/cset12/

DFRWS - 12th DIGITAL FORENSIC RESEARCH CONFERENCE
August 6-8, 2012 - Washington, DC
- Submission deadline: February 20, 2012 (any time zone).
http://www.dfrws.org/2012/cfp.shtml

2012 SLEUTH KIT AND OPEN SOURCE DIGITAL FORENSICS CONFERENCE
October 3, 2012 - Chantilly, VA, USA
CfP Deadline: April 16, 2012
http://www.basistech.com/about-us/events/open-source-forensics-conference/

ICDF2C - 4th International Conference on Digital Forensics & Cyber Crime
October 24–26, 2012 - Lafayette, Indiana, USA
http://d-forensics.org/2012/show/home

=========================
Newsletter a cura del Consiglio dell’Associazione DFA- Digital Forensics Alumni.

INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualità di titolare del trattamento dei dati personali, informa che i dati conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del servizio newsletter. Il trattamento avverrà sia su supporto cartaceo che avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 196/2003 (aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi all’Associazione scrivendo all’indirizzo di posta elettronica info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la versione più estesa della presente Informativa.
=========================


