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      NEWS
=========================

FURTO DI FIRMA DIGITALE
http://www.ilsole24ore.com/art/notizie/2012-03-26/rubano-firma-digitale-intestano-181133.shtml?uuid=AbGTnUEF

IL RECUPERO DEI FILE CANCELLATI NON SALVA IL DIPENDENTE DAL REATO DI DANNEGGIAMENTO
http://www.diritto24.ilsole24ore.com/guidaAlDiritto/penale/sentenzeDelGiorno/2012/03/il-recupero-dei-file-cancellati-non-salva-il-dipendente-dal-reato-di-danneggiamento.html
http://punto-informatico.it/3490729/PI/News/cancellazione-dati-reato-anche-caso-recupero.aspx
http://www.ict4executive.it/ict4pmi/focus/focusarticle/journal_content/56_INSTANCE_3j1n/10402/187069
http://www.studiolegalelaw.net/consulenza-legale/39861

TELECOM, INCHIESTA PER TRUFFA SU SIM CARD. INDAGATI 14 IMPIEGATI DELLA SOCIETÀ
http://www.repubblica.it/economia/finanza/2012/03/21/news/telecom_indagato_patuano_per_truffa_su_sim-31949868/

LINKEDIN, NUOVA FRONTIERA HACKER - ATTENZIONE ALLO "SPEAR PHISHING"
http://www.repubblica.it/tecnologia/2012/03/20/news/linkedin_nuova_frontiera_hacker_attenzione_allo_spear_phishing-31409417/?ref=HRERO-1
[ENG] http://spamalysis.wordpress.com/2012/03/19/more-linkedin-spam/

PEDOFILIA ONLINE, 10 ARRESTI, 112 INDAGATI. DA FIRENZE OPERAZIONE INTERNAZIONALE
http://corrierefiorentino.corriere.it/firenze/notizie/cronaca/2012/8-marzo-2012/pedofilia-online-10-arresti-112-indagati-firenze-operazione-internazionale-2003594954198.shtml

POLICE IN SOUTH AMERICA AND EUROPE ARREST 25 IN CONNECTION WITH ANONYMOUS ACTIVITY
http://www.wired.com/threatlevel/2012/02/anonymous-arrested-interpol/
http://www.h-online.com/security/news/item/Interpol-coordinates-arrests-of-Anonymous-hackers-1445286.html

MALWARE LAUNCHES MAN-IN-THE-MIDDLE ATTACKS ON ONLINE BANKING TRANSACTIONS
http://www.theregister.co.uk/2012/02/28/banking_trojan_hijack_live_chat/
http://www.trusteer.com/blog/speaking-devil-%E2%80%93-malware-adds-live-chat-commit-fraud

MICROSOFT ACKNOWLEDGES ATTACK ON MICROSOFT STORE INDIA
http://www.theregister.co.uk/2012/02/28/microsoft_india_card_breach/
http://www.computerworld.com/s/article/9224699/Microsoft_India_warns_that_hackers_accessed_customer_data

OFFICIALS CRACK ENCRYPTION ON DEFENDANT'S LAPTOP
http://www.wired.com/threatlevel/2012/02/decryption-flap-mooted/
http://www.theregister.co.uk/2012/03/01/forced_decryption_ruling_moot/

STOLEN NASA LAPTOP WAS UNENCRYPTED
http://www.nextgov.com/nextgov/ng_20120229_1209.php
http://www.theregister.co.uk/2012/03/01/nasa_stolen_laptop_unencrypted/
http://science.house.gov/sites/republicans.science.house.gov/files/documents/hearings/HHRG-112-SY21-WState-PMartin-20120229.pdf

EX-CIA DIRECTOR SEES NEW PHASE OF WARFARE WHERE CYBERWEAPONS CREATE PHYSICAL DESTRUCTION
http://news.cnet.com/8301-1009_3-57390326-83/60-minutes-profiles-threat-posed-by-stuxnet/

HACKERS STOLE MICHAEL JACKSON'S ENTIRE CATALOG FROM SONY
http://www.bbc.co.uk/newsbeat/17256870
http://www.theregister.co.uk/2012/03/05/jackson_catalogue_hack_charges/
http://www.wired.com/threatlevel/2012/03/sony-music-hack/

US AUTHORITIES START EXTRADITION PROCESS IN MEGAUPLOAD CASE



http://www.bbc.co.uk/news/technology-17257308
http://www.wired.com/threatlevel/2012/03/dotcom-extradition/

PENTAGON IS FAST TRACKING CYBER WEAPONRY
http://www.washingtonpost.com/world/national-security/us-accelerating-cyberweapon-research/2012/03/13/gIQAMRGVLS_story.html

UK MAN CHARGED FOR ALLEGEDLY LAUNCHING CYBER ATTACKS ON CIA AND SOCA
http://www.theregister.co.uk/2012/03/19/lulzsec_suspect_court_date/

OBAMA ADMIN WANTS WARRANTLESS ACCESS TO CELL PHONE LOCATION DATA
http://arstechnica.com/tech-policy/news/2012/03/obama-admin-wants-warrantless-access-to-cell-phone-location-data.ars

OBAMA TO SIMULATE CYBER ATTACK ON NEW YORK POWER TO LOBBY SENATE
http://www.bloomberg.com/news/2012-03-07/at-t-joins-comcast-favoring-incentives-over-cybersecurity-rules.html

US GOVERNMENT MAINTAINS RIGHT TO SEIZE TOP-LEVEL DOMAINS
http://www.wired.com/threatlevel/2012/03/feds-seize-foreign-sites/

NSA OPENS MASSIVE CRYPTOLOGIC CENTER IN GEORGIA
http://www.net-security.org/secworld.php?id=12565
http://www.wired.com/threatlevel/2012/03/ff_nsadatacenter/all/1

ANONYMOUS TAKES DOWN VATICAN WEBSITES
http://www.net-security.org/secworld.php?id=12560

GEO-LOCATION DATA ON SOCIAL NETWORKING SITES POSES THREAT TO MILITARY
http://www.technolog.msnbc.msn.com/technology/technolog/us-army-soldiers-check-ins-can-kill-405150
http://www.bbc.co.uk/news/technology-17311702

EFF SAYS FRENCH BIOMETRIC DATABASE LAW COULD PROVE SLIPPERY SLOPE FOR CIVIL LIBERTIES
http://www.siliconrepublic.com/strategy/item/26167-eff-warns-of-big-brother/

LAWSUIT ALLEGES MOBILE APPS VIOLATE USER PRIVACY
http://www.computerworld.com/s/article/9225219/18_firms_sued_for_using_privacy_invading_mobile_apps?taxonomyId=17

NEW ATTACK DUPES CARRIERS TO DEFEAT OUT-OF-BAND AUTHENTICATION OF BANK CUSTOMERS
http://www.computerworld.com/s/article/9225226/In_new_attack_on_mobile_handsets_fraudsters_target_one_time_passwords?taxonomyId=17

FBI WANTS GOOGLE TO UNLOCK SUSPECT'S ANDROID PHONE
http://www.wired.com/threatlevel/2012/03/fbi-android-phone-lock/
http://arstechnica.com/tech-policy/news/2012/03/fbi-stumped-by-pimps-androids-pattern-lock-serves-warrant-on-google.ars
http://paranoia.dubfire.net/2012/03/fbi-seeks-warrant-to-force-google-to.html
http://www.v3.co.uk/v3-uk/the-frontline-blog/2159673/androids-pattern-lock-security-confounds-fbi-forensics-team
http://www.net-security.org/secworld.php?id=12601

VERIZON REPORT: HACKTIVISIM ACCOUNTS FOR MORE THAN HALF OF DATA THEFT
http://www.bbc.co.uk/news/technology-17428618
http://www.h-online.com/security/news/item/Verizon-finds-hacktivists-responsible-for-58-of-stolen-data-1478023.html
http://www.wired.com/threatlevel/2012/03/hacktivists-beat-cybercriminals/

RUSSIAN POLICE ARREST EIGHT IN CONNECTION WITH CARBERP TROJAN
http://www.theregister.co.uk/2012/03/20/russia_carberp_suspects_arrested/
http://www.computerworld.com/s/article/9225345/Eight_online_banking_scammers_arrested_in_Russia?taxonomyId=83

FACEBOOK SET TO CHANGE ITS PRIVACY POLICY AGAIN
http://www.net-security.org/secworld.php?id=12645

SENATORS WANT TO KNOW IF EMPLOYER REQUESTS FOR FACEBOOK ACCESS ARE LEGAL
http://arstechnica.com/tech-policy/news/2012/03/senators-want-ruling-on-whether-facebook-password-requests-are-illegal.ars

CHINESE POLICE ARREST MAN FOR LEAKING PERSONAL DATA OF MILLIONS
http://www.zdnet.com/blog/security/chinese-hacker-arrested-for-leaking-6-million-logins/11064
http://www.infosecurity-magazine.com/view/24689/china-arrests-suspect-in-data-breach-affecting-six-million-csdn-subscribers/

DUTCH POLICE ARRESTS 17-YEAR-OLD HACKER
http://www.zdnet.com/blog/security/dutch-police-arrests-17-year-old-hacker/11117

ANATOMY OF A LEAK: HOW IPHONES SPILL THE ID OF NETWORKS THEY ACCESS
http://arstechnica.com/apple/news/2012/03/anatomy-of-an-iphone-leak.ars
http://arstechnica.com/apple/news/2012/03/loose-lipped-iphones-top-the-list-of-smartphones-exploited-by-hacker.ars



US GOVERNMENT PAYS $250,000 FOR IOS EXPLOIT
http://www.zdnet.com/blog/security/us-government-pays-250000-for-ios-exploit/11044

EU PROPOSES HACKERS TO FACE JAIL SENTENCE OF TWO YEARS
http://news.techworld.com/security/3347694/hackers-face-two-year-jail-terms-under-new-eu-proposals/
http://www.europarl.europa.eu/news/en/pressroom/content/20120326IPR41843/html/Hacking-IT-systems-to-become-a-criminal-offence

EUROPEAN COMMISSION PROPOSES NEW CYBERCRIME CENTER
http://ec.europa.eu/home-affairs/news/intro/news_201203_en.htm#20120328
http://euobserver.com/9/115691
http://www.bbc.com/news/technology-17541462
[ITA] http://punto-informatico.it/3491634/PI/News/ue-specializzazione-informatica-europol.aspx

MASTERCARD, VISA WARN OF PROCESSOR BREACH
http://krebsonsecurity.com/2012/03/mastercard-visa-warn-of-processor-breach/
http://threatpost.com/en_us/blogs/global-payments-says-15-million-cards-may-be-affected-breach-040212
http://gizmodo.com/5897872/every-major-credit-card-is-potentially-hacked-right-now

GOODBYE, ANONYMITY: LATEST SURVEILLANCE TECH CAN SEARCH UP TO 36 MILLION FACES PER SECOND
http://www.digitaltrends.com/cool-tech/goodbye-anonymity-latest-surveillance-tech-can-search-up-to-36-million-faces-per-second/

FACEBOOK TWO-FACTOR AUTHENTICATION FAIL!
http://thehackernews.com/2012/03/security-alert-facebook-two-factor.html
http://lowson.ca/wordpress/?p=165

THE PIRATE BAY CLAIMS IT'S GOING TO HOST THE SITE VIA DRONES FLYING OVER INTERNATIONAL WATERS
http://www.techdirt.com/articles/20120319/01045818152/pirate-bay-claims-its-going-to-host-site-via-drones-flying-over-international-waters.shtml

CHINESE SPIED ON NATO OFFICIALS USING FACEBOOK FRIENDS
http://thehackernews.com/2012/03/chinese-spied-on-nato-officials-using.html

HOT NEWS: MICROSOFT LEADS TAKEDOWN OF ZEUS COMMAND-AND-CONTROLS
http://www.microsoft.com/presspass/presskits/dcu/videogallery.aspx?contentID=033512_MS_DCU_Zeusspokesman
http://www.microsoft.com/Presspass/press/2012/mar12/03-25CybercrimePR.mspx
http://www.nytimes.com/2012/03/26/technology/microsoft-raids-tackle-online-crime.html?_r=2
http://www.theregister.co.uk/2012/03/26/zeus_botnet_takedown/
http://www.net-security.org/malware_news.php?id=2047
http://arstechnica.com/business/news/2012/03/microsoft-uses-racketeering-law-to-seize-servers-take-down-botnets.ars
http://www.wired.com/threatlevel/2012/03/microsoft-botnet-takedown/
http://www.computerworld.com/s/article/9225529/Microsoft_leads_seizure_of_Zeus_related_cybercrime_servers?taxonomyId=17
http://news.cnet.com/8301-1009_3-57404275-83/the-long-arm-of-microsoft-tries-taking-down-zeus-botnets/?tag=txt;title

'ANONYMOUS IS A BRAND LIKE AL-QAIDA' - AN INTERVIEW WITH MIKKO HYPPONEN
http://www.ibtimes.co.uk/articles/309731/20120306/anonymous-hackers-mikko-hypponen-hacktivism.htm#ixzz1qmY9UMTT

---------- LULZSEC SAGA: INTERNATIONAL HACKING GROUP BROUGHT DOWN BY OWN LEADER ----------
OFFICIAL FRI PRESS RELELASE
http://www.fbi.gov/newyork/press-releases/2012/six-hackers-in-the-united-states-and-abroad-charged-for-crimes-affecting-over-one-million-victims

INFAMOUS INTERNATIONAL HACKING GROUP LULZSEC BROUGHT DOWN BY OWN LEADER
http://www.foxnews.com/scitech/2012/03/06/hacking-group-lulzsec-swept-up-by-law-enforcement/
http://www.foxnews.com/scitech/2012/03/06/exclusive-inside-lulzsec-mastermind-turns-on-his-minions/

LULZSEC HACKER WAS SECURITY EXPERT
http://news.techeye.net/security/lulzsec-hacker-was-security-expert

FBI NAMES, ARRESTS ANON WHO INFILTRATED ITS SECRET CONFERENCE CALL
http://arstechnica.com/tech-policy/news/2012/03/fbi-names-arrests-anon-who-infiltrated-its-secret-conference-call.ars

'LULZSEC HACKERS' ARRESTED IN INTERNATIONAL SWOOP
http://www.bbc.com/news/technology-17270822

INDICTMENTS REVEAL ANONYMOUS'S MIX OF GREED, IDEOLOGY
https://threatpost.com/en_us/blogs/indictments-reveals-anonymouss-mix-greed-ideology-030612

[ITA] LULZSEC, LA CADUTA DEI CYBERLEADER
http://punto-informatico.it/3468285/PI/News/lulzsec-caduta-dei-cyberleader.aspx

UNITED STATES OF AMERICA vs HECTOR XAVIER MOSEGUR: CONSPIRACY TO ENGAGE IN COMPUTER HACKING



http://dc406.com/Monsegur-Hector-Xavier-Information.pdf

=========================
     LINKS
=========================

BLOGS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/
[ITA] http://pierluigiperri.com/

PODCASTS
http://cyberspeak.libsyn.com
http://forensic4cast.com/

WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events

TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/  <--- NEW

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

=========================
     TOOLS
=========================

ADOBE SWF INVESTIGATOR
http://labs.adobe.com/technologies/swfinvestigator/
http://www.adobe.com/devnet/security/articles/inroducing-adobe-swf-investigator.html

SQLITE VIEWER
http://www.oxygen-forensic.com/en/features/sqliteviewer/

SQLITE EXPERT
http://www.sqliteexpert.com/

HTTRACK WEBSITE COPIER 3.45-3
http://www.httrack.com/page/2/en/index.html

WEB PAGE SAVER
http://www.jadsoftware.com/web-page-saver/



PHOTOREC
http://www.cgsecurity.org/wiki/PhotoRec

TESTDISK
http://www.cgsecurity.org/wiki/TestDisk

TCPFLOW
http://www.circlemud.org/jelson/software/tcpflow/

NETWORK MINER
http://sourceforge.net/projects/networkminer/

CHAOS READER
http://chaosreader.sourceforge.net/

PYTHON MODULE FOR PROCESSING PLIST FILES
http://www.ccl-forensics.com/Law-Enforcement-News/free-python-module-for-processing-plist-files.html

=========================
    PAPERS
=========================

VERIZON DATA BREACH INVESTIGATIONS REPORT
http://www.verizonbusiness.com/Products/security/dbir/

HOW TO: FORENSICALLY IMAGE A LATE 2010 MODEL A1370 MACBOOK AIR
https://viaforensics.com/computer-forensics/forensically-image-late-2010-model-a1370-macbook-air.html

RIPPING VSCs – TRACKING USER ACTIVITY
http://journeyintoir.blogspot.it/2012/03/ripping-vscs-tracking-user-activity.html

BLACKBERRY CHIPOFF R&D
http://copgeek018.wordpress.com/2012/03/08/blackberry-chipoff-rd/

ONE-BYTE MODIFICATION FOR BREAKING MEMORY FORENSIC ANALYSIS
https://media.blackhat.com/bh-eu-12/Haruyama/bh-eu-12-Haruyama-Memory_Forensic-Slides.pdf

ANDROID: MEMORY ACQUISITION AND ANALYSIS WITH DMD AND VOLATILITY
http://www.shmoocon.org/2012/presentations/Android_Mind_Reading.pdf

DIGITAL EVIDENCE: A GUIDE TO FORENSIC READINESS FOR ORGANISATIONS, SECURITY ADVISERS AND LAWYERS 
http://www.iaac.org.uk/_media/DigitalInvestigations2012.pdf

2011 CYBER ATTACKS TIMELINE MASTER INDEX
http://hackmageddon.com/2011-cyber-attacks-timeline-master-index/

VIEW/EXPORT CONTACTS FROM IPHONE ADDRESSBOOK.SQLITEDB FILE
http://yogeshd.blog.com/2011/04/10/viewexport-contacts-from-iphone-addressbook-sqlitedb-file/

FIREFOX CACHE FORMAT AND EXTRACTION
http://articles.forensicfocus.com/2012/03/09/firefox-cache-format-and-extraction/

ACTIVE DIRECTORY OFFLINE HASH DUMP AND FORENSIC ANALYSIS
http://www.exploit-db.com/wp-content/themes/exploit/docs/18244.pdf

=========================
       FORMAZIONE
=========================

CYBER-CRIME CONFERENCE 2012
Aprile 5 2012 - Crowne Plaza Convention Centre - Roma
http://www.tecnaeditrice.com/forumcybercrime12_schema_convegni.php

CONVEGNO "PRIVACY E PROPRIETÀ INTELLETTUALE"
Aprile 13, 2012 (9:15) - c/o Università di Trento



SEMINARIO CLUSIT "MOBILE FORENSICS: TECNICHE E STRUMENTI PER L'ACQUISIZIONE E L'ANALISI DI DISPOSITIVI MOBILI"
Aprile 19, 2012 - Milano
https://edu.clusit.it/scheda_seminario.php?id=79

CORSO INTENSIVO DI COMPUTER & MOBILE FORENSICS
Aprile 16-19, 2012 - Milano
http://iisfa-cybercop.com/corso-computer-forensics-mobile-forensics-iisfa/

CICLO SEMINARI "FREEDOM FRIDAYS" - DIRITTI UMANI, RESISTENZA ELETTRONICA, HACKING E DISSIDENTI DIGITALI 
c/o Università degli Studi di Milano - Via Festa del Perdono n. 7 - 20122 - MILANO
Dipartimento: “Cesare Beccaria” II Piano c/o Saletta conferenze

Venerdì 20 aprile 2012 (9:30 – 13:30)
Le libertà digitali nelle due Coree, in Cambogia e in Vietnam 
Dott. Edoardo Artese

Venerdì 25 maggio 2012 (9:30 – 13:30)
Le libertà digitali e le azioni di hacking dei dissidenti digitali in Siria e Arabia, Dott. Alessandro Rodolfi

Venerdì 15 giugno 2012 (9:30 – 13:30)
La resistenza digitale in Russia, Bielorussia, Tagikistan e Uzbekistan, Dott. Stefano Rossetti

SEMINARIO CLUSIT "MOBILE FORENSICS: TECNICHE E STRUMENTI PER L'ACQUISIZIONE E L'ANALISI DI DISPOSITIVI MOBILI"
Maggio 3, 2012 - Milano
https://edu.clusit.it/scheda_seminario.php?id=80

SANS SECURE EUROPE 2012
Maggio 7-19, 2012 - Amsterdam, Netherlands
http://www.sans.org/secure-amsterdam-2012/

SEMINARIO DFA: VIDEOSORVEGLIANZA, ACQUISIZIONE DI SITI WEB E WEB INTELLIGENCE
c/o Università degli Studi di Milano, Sala Crociera Alta
Maggio 31, 2012 (14:30) - Via Festa del Perdono n. 7 - 20122 - MILANO

SANS PRAGUE FORENSICS
Ottobre 7-13, 2012 - Prague, Czech Republic
http://www.sans.org/prague-forensics-2012/

=========================
    CONFERENCES & CFP
=========================

ACCESSDATA USERS' CONFERENCE
May 8-10, 2012 - Caesars Palace, Las Vegas
http://accessdata.com/aduc

ADFSL 2012 CONFERENCE ON DIGITAL FORENSICS, SECURITY AND LAW
May 30-31, 2012 - Richmond, Virginia USA
http://www.digitalforensics-conference.org  

SFCS - IEEE INTERNATIONAL WORKSHOP ON SECURITY AND FORENSICS IN COMMUNICATION SYSTEMS
June 10-15, 2012 - Ottawa, Canada
https://sites.google.com/site/sfcs2012/

CSET '12 - 5TH WORKSHOP ON CYBER SECURITY EXPERIMENTATION AND TEST
August 6, 2012, Bellevue, WA
http://www.usenix.org/events/cset12/

DFRWS - 12th DIGITAL FORENSIC RESEARCH CONFERENCE
August 6-8, 2012 - Washington, DC
- Submission deadline: February 20, 2012 (any time zone).
http://www.dfrws.org/2012/cfp.shtml

2012 SLEUTH KIT AND OPEN SOURCE DIGITAL FORENSICS CONFERENCE
October 3, 2012 - Chantilly, VA, USA
CfP Deadline: April 16, 2012
http://www.basistech.com/about-us/events/open-source-forensics-conference/



ICDF2C - 4th International Conference on Digital Forensics & Cyber Crime
October 24–26, 2012 - Lafayette, Indiana, USA
http://d-forensics.org/2012/show/home

=========================
Newsletter a cura del Consiglio dell’Associazione DFA- Digital Forensics Alumni.

INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualità di titolare del trattamento dei dati personali, informa che i dati conferiti, verranno utilizzati esclusivamente per lo scopo di gestione del servizio newsletter. Il trattamento avverrà sia su supporto cartaceo che avvalendosi di strumenti elettronici. I dati non verranno in nessun modo diffusi né comunicati ad alcuni terzi. I diritti di cui all’art. 7 del D.Lgs. 196/2003 (aggiornamento, cancellazione,ecc.), potranno essere esercitati rivolgendosi all’Associazione scrivendo all’indirizzo di posta elettronica info@perfezionisti.it. Al sito www.perfezionisti.it è accessibile la versione più estesa della presente Informativa.
=========================


