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NEWS

PUBBLICATA IN G.U. LA LEGGE 15.2.2012 "NORME IN MATERIA DI MISURE PER IL CONTRASTO AI FENOMEN
http://www.gazzettaufficiale.it/guridb/dispatcher?service=1&datagu=2012-02-23&task=dettaglios&

CORTE DI CASSAZIONE: SE HA DEI SOSPETTI IL DATORE PUO CONTROLLARE LE VECCHIE E-MAIL
http://www.diritto24.ilsole24ore.com/guidaAlDiritto/civile/civile/sentenzeDelGiorno/2012/02/s
http://www.studiocataldi.it/news _adn asp/news_adn 55016.asp

CORTE DI CASSAZIONE: ILLEGALE UTILIZZO DI SOFTWARE DUPLICATI PER I COMPUTER AZIENDALT
http://www.filodiritto.com/index.php?azione=archivionews&idnotizia=3618

GESTISCI UN BLOG O UN SITO SULLA SALUTE? ATTENZIONE, INFORMATIVA E SPECIFICA “AVVERTENZA DI R
http://www.garanteprivacy.it/garante/doc.jsp?ID=1870212

PARERE DEL GRUPPO DI LAVORO ART. 29 WP188 RELATIVO ALLA RACCOMANDAZIONE DELL'EASA/IAB SULLE B
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/f

ART. 136 DEL CODICE DI PROCEDURA CIVILE (POST L. 183/2011):
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cadad421fb338bae&idnot=17137

LEGGE N. 1/2012 DI REGIONE LOMBARDIZA, DI RIORDINO IN MATERIA DI PROCEDIMENTO AMMINISTRATIVO,
http://www.semplificazione.regione.lombardia.it/shared/ccurl/677/751/1.xr.1 2012 BURL.pdf

CORTE D'APPELLO USA 11 CIRCUITO: SULL'INVOCABILITA DEL 5 EMENDAMENTO NEL CASO IN CUI E CHIEST
http://www.call.uscourts.gov/opinions/ops/201112268.pdf

LA CORTE DI GIUSTIZIA EUROPEA: I PROVIDER NON POSSONO IMPORRE FILTRI AL WEB PER IMPEDIRE AGLT
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cada421fb338bae&idnot=17251

TRIBUNALE DI FORLI: PRELIEVO EMATICO AL PS NON UTILIZZABILE NEL PROCESSO SENZA IL CONSENSO
http://www.altalex.com/index.php?idu=193118&cmd5=21b8ec335692c54d0cadad421fb338baes&idnot=16841

SOCIETA RUSSA DICHIARA: «POSSIBILE VIOLARE FILEVAULT E CIFRATURA BITLOCKER»

http://www.macitynet.it/macity/articolo/Societ-russa-Possibile-violare-FileVault-e-cifratura-
[ENG] http://www.digitalforensicsmagazine.com/index.php?option=com contenté&view=article&id=77
[ENG] http://www.appleinsider.com/articles/12/02/01/forensics vendor warns mac os x filevault

MEGAUPLOAD, LIBERI TUTTI
http://punto-informatico.it/3451034/PI/News/megaupload-liberi-tutti.aspx?utm source=dlvr.ite&u

IL PREZzZO DI UN COMPUTER INFETTATO AL MERCATO NERO
http://retetre.rtsi.ch/index.php?option=com content&task=views&id=4122&Itemid=62

BUDGET USA: AUMENTATO QUELLO PER MOBILE E CYBERSECURITY
http://punto-informatico.it/3439547/PI/News/usa-mobile-cybersicurezza-prima-dello-spazio.aspx

LA COMMISSIONE EUROPEA FRENA SULL'ACCORDO COMMERCIALE CONTRO LA CONTRAFFAZIONE ACTA
http://www.repubblica.it/tecnologia/2012/02/22/news/acta_la ue_alla corte_di giustizia de_ gut

EUROPEAN GOVERNMENTS QUESTIONING ACTA SUPPORT



http://arstechnica.com/tech-policy/news/2012/02/czech-slovak-governments-backing-away-from-ac
http://www.praguepost.com/news/12048-necas-shelves-acta-ratification.html

30-MONTH PRISON SENTENCE FOR ATTEMPTED CYBER EXTORTION
http://www.theregister.co.uk/2012/02/06/marriott hacker jailed/
http://www.computerworld.com/s/article/9223971/Hungarian hacker gets 30 months for extortion

FILM COMPANY INCLUDES OWNERS OF UNSECURED WIFI NETWORKS IN FILESHARING LAWSUIT
http://www.computerworld.com/s/article/9224003/Copyright lawsuit targets owners of non secure

KIM DOTCOM Applicant v. UNITED STATES OF AMERICA Respondent
http://www.4law.co.1l/mega25112.pdf

“CYBER CHINA” FROM OPERATION AURORA TO CHINA CYBER ATTACKS SYNDROME
http://securityaffairs.co/wordpress/1433/cyber-crime/cyber-china-from-operation-aurora-to-chi

SATELLITE TELEPHONY ENCRYPTION CRACKED
http://www.net-security.org/secworld.php?id=12370
http://viaforensics.com/security/satellite-phone-encryption-cracked.html

CIA WEBSITE ATTACKED WITH DDOS
http://www.informationweek.com/news/security/attacks/232600729

IRANIAN GOVERNMENT BLOCKING ENCRYPTED INTERNET TRAFFIC
http://arstechnica.com/tech-policy/news/2012/02/iran-reportedly-blocking-encrypted-internet-t
http://www.washingtonpost.com/blogs/blogpost/post/iran-begins-blocking-access-to-gmail-other-

NEW CYBER SECURITY BILL: CROWDSOURCE ANALYSIS?
http://newschoolsecurity.com/2012/02/new-cyber-security-bill-crowdsource-analysis/
http://commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord id=eb9f7cad-e724-45

CYBER SECURITY ACT OF 2012 SECTION BY SECTION
http://www.infosecisland.com/download/index/id/60.html

CYBER LEGISLATION WILL COST BUSINESSES AND HURT ECONOMY
http://www.forbes.com/sites/jodywestby/2012/02/27/cyber-legislation-will-cost-businesses-and-

CYBERSECURITY ACT COULD IMPACT LAW FIRMS, GENERAL COUNSEL
http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?1d=1202542287483&slreturn=1

MCCAIN TO INTRODUCE COMPETING BILL TO CYBERSECURITY ACT
http://www.infosecurity-magazine.com/view/24048/bipartisan-my--mccain-to-introduce-competing-

FBI SAYS SOCIAL NETWORK MONITORING PLAN WILL ABIDE BY PRIVACY RULES
http://www.computerworld.com/s/article/9224247/FBI says_social media monitoring won t infring

EU COURT OF JUSTICE SAYS SOCIAL NETWORKS CANNOT BE FORCED TO FILTER FOR PIRACY
http://www.computerworld.com/s/article/9224305/Copyright holders dealt blow in EU social netw
http://news.cnet.com/8301-1009 3-57379062-83/eu-court-social-networks-cant-be-forced-to-monit
http://www.msnbc.msn.com/id/46411861/ns/technology and science-security/

NORTEL EXECS KNEW ABOUT DATA BREACH YEARS AGO
http://www.zdnet.com/blog/security/nortel-hacking-attack-went-unnoticed-for-almost-10-years/1
http://www.csoonline.com/article/700193/nortel-executives-knew-of-data-breach-chose-to-do-not

CYBER SECURITY NIGHTMARE IN THE NETHERLANDS
http://www.tofinosecurity.com/blog/cyber-security-nightmare-netherlands

THREE TEENS ARRESTED FOR DEFACING GREEK GOVERNMENT WEBSITE
http://www.theinquirer.net/inquirer/news/2153661/greek-hackers-arrested-anonymous-attacks
http://www.msnbc.msn.com/1d/46453605/ns/technology and science-security/

GOVERNMENT URGING COURT TO REJECT APPEAL IN LAPTOP DECRYPTION CASE
http://www.wired.com/threatlevel/2012/02/laptop-decryption-appeal/

AMENDMENT OF LEGISLATION ON UNDERCOVER INVESTIGATION IN CRIMINAL PROCEEDINGS HELD CONSTITUTIO
http://www.bundesverfassungsgericht.de/en/press/bvgll-077en.html

SUPREME COURT DECISION SPURS FBI TO TURN OFF 3,000 GPS TRACKING DEVICES
http://arstechnica.com/tech-policy/news/2012/02/fbi-turns-off-3000-gps-trackers—-after—-supreme



http://gcn.com/articles/2012/02/27/agg-fbi-gps-tracking-devices.aspx
http://www.theverge.com/2012/2/26/2826606/fbi-gps-tracking-device-shutdown-supreme-court-priv

CSTICK COTTON CANDY - ANOTHER DEVICE FOR FORENSICS TO CONSIDER
http://digitalforensicsisascience.blogspot.com/2012/02/cstick-cotton-candy-another-device-for

SUSPECTED ANDROID SMS MALWARE AUTHORS ARRESTED IN PARIS
http://nakedsecurity.sophos.com/2012/02/28/android-malware-paris/?utm source=twitterfeed&utm

LESSONS FROM A DFIR JOB SEARCH
http://renaissancesecurity.blogspot.com/2012/02/lessons-from-dfir-job-search.html

APPLE, GOOGLE AND OTHERS AGREE TO PROVIDE PRIVACY POLICY OPTION FOR MOBILE DEVELOPERS
http://threatpost.com/en us/blogs/apple-google-and-others-agree-provide-privacy-policy-option

ACCESSDATA RELEASES FORENSIC TOOLKIT 4
http://www.dfinews.com/article/accessdata-releases-forensic-toolkit-4

EUROPEAN PARLIAMENT; ITRE COMMITTEE DOCUMENTS PUBLISHED
http://www.enisa.europa.eu/media/news-items/european-parliament-itre-committee-documents-publ

ANONYMOUS HACKS TURKEY’S TELECOMS AUTHORITY
http://news.softpedia.com/news/Anonymous—-Hacks-Turkey-s-Telecoms-Authority-252792.shtml

GOOGLE WALLET SECURITY: PIN EXPOSURE VULNERABILITY
https://zvelo.com/blog/entry/google-wallet-security-pin-exposure-vulnerability

A CAREER IN FORENSICS: 5 KEY STEPS
http://www.govinfosecurity.com/articles.php?art id=4488¢&pg=1

STEGANOGRAPHY AND SMART PHONES
http://www.dfinews.com/article/steganography-and-smart-phones

"GUIDE: PROTECTING YOURSELF FROM ONLINE SURVEILLANCE" BY EFF
https://ssd.eff.org/your-computer/protect

ANONYMOUS HACKS SYRIAN PRESIDENT'S EMAILS. THE PASSWORD: '12345'
http://news.yahoo.com/anonymous-hacks-syrian-presidents-email-password-12345-160940549.html
http://www.pcmag.com/article2/0,2817,2399959,00.asp

OVER 3 YEARS LATER, "DELETED" FACEBOOK PHOTOS ARE STILL ONLINE
http://arstechnica.com/business/news/2012/02/nearly-3-years-later-deleted-facebook-photos-are

GOVERNMENTS SURVEILLANCE: WHO IS WHO
https://www.privacyinternational.org/big-brother-incorporated/countries

LINKS

BLOGS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/

[ITA] http://pierluigiperri.com/



PODCASTS
http://cyberspeak.libsyn.com
http://forensicd4cast.com/

WIKIS

http://www.forensicswiki.org

http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled Training Courses
http://www.forensicswiki.org/index.php?title=Upcoming events

TOOLS

http://www.opensourceforensics.org/

http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/
http://www.mobileforensicscentral.com/mfc/
http://forensiccontrol.com/resources/free-software/ <--- NEW

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

TOOLS

BELKASOFT EVIDENCE CENTER 2012 v3.6
http://forensic.belkasoft.com/en/bec/en/Whats New In Version 3.6.asp

REGISTRY DECODER 1.2 rev96
http://dfsforensics.blogspot.com/2012/02/registry-decoder-bug-fix-release.html

SPLUNK
http://www.splunk.com/

SAWMILL
http://www.sawmill.net/

BFT - BROWSER FORENSICS TOOL
http://thehackernews.com/2012/02/bft-browser-forensic-tool-released-by.html

BULK EXTRACTOR 1.2
http://afflib.org/

SMART PHONE INVESTIGATOR (SPi)
http://www.md5.uk.com/products/spi

FindAES
http://jessekornblum.livejournal.com/278934.html

REG RIPPER PLUGINS UPDATE
http://regripper.wordpress.com/

DROPBOX READER
http://cybermarshal.com/index.php/cyber-marshal-utilities/dropbox-reader

EMULE READER
http://cybermarshal.com/index.php/cyber-marshal-utilities/emule-reader

MAC MEMORY READER
http://cybermarshal.com/index.php/cyber-marshal-utilities/mac-memory-reader

EVTX PARSER VERSION 1.1.1
http://computer.forensikblog.de/en/2011/11/evtx-parser-1-1-1.html

COLLUSION
https://www.mozilla.org/en-US/collusion/



PEEPDF - PDF ANALYSIS TOOL
http://eternal-todo.com/tools/peepdf-pdf-analysis—-tool

MOBIUS FORENSIC TOOLKIT
http://freecode.com/projects/mobiusft

WIRESHNORK - A SNORT PLUGIN FOR WIRESHARK
http://honeynet.org/node/790

PAPERS

[LIBRO ENG] - PRACTICAL MALWARE ANALYSIS
http://nostarch.com/malware

i0S 4 & 5 iDEVICE OPEN SOURCE IMAGING USING LANTERN LITE V0.6
http://www.appleexaminer.com/Downloads/LanternLitePaper.pdf

FILE SYSTEM BEHAVIOR IN THE MICROSOFT WINDOWS ENVIRONMENT
http://download.microsoft.com/download/4/3/8/43889780-8d45-4b2e-9d3a-c696a890309f/File%20Syst

SAFARI’S CACHE.DB REVISITED
http://www.appleexaminer.com/files/Safari Cache.db Revisited.pdf

ANDROID TRACKING - FROM A FORENSIC POINT OF VIEW
http://articles.forensicfocus.com/2012/02/27/android-tracking-from-a-forensic-point-of-view/

HOW TO EXTRACT STREAMS AND SHELLCODES FROM A PDF, THE EASY WAY
http://eternal-todo.com/blog/extract-streams—-shellcode-peepdf

FORENSICS QUICKIE: EXTRACTING UNALLOCATED SPACE WITH THE SLEUTH KIT
http://www.4n6k.com/2012/02/forensics-quickie-extracting.html

AN ANALYST ENTHUSES ABOUT PYTHON. NO, NOT THAT ONE. THE GEEKY STUFF.
http://digitalinvestigation.wordpress.com/2012/02/23/an-analyst-enthuses—-about-python-no-not-

CRACKING ANDROID PINS AND PASSWORDS
http://digitalinvestigation.wordpress.com/2012/02/20/cracking-android-pins-and-passwords/

ADVENTURES IN THE WINDOWS NT REGISTRY: A STEP INTO THE WORLD OF FORENSICS AND INFORMATION GAT
https://community.rapid7.com/community/metasploit/blog/2012/01/16/adventures-in-the-windows-n

ANTI-FORENSICS - LIVE EXAMPLES
http://www.hexacorn.com/blog/2012/02/18/anti-forensics-live-examples/

DEMYSTIFYING IPHONE FORENSICS ON 1i0S 5
http://securityxploded.com/demystifying-iphone-forensics-on-ios5.php

HACKING MACS THROUGH THE THUNDERBOLT INTERFACE
http://www.breaknenter.org/2012/02/adventures-with-daisy-in-thunderbolt-dma-land-hacking-macs

BROWSER FORENSICS TOOLS COMPARISON CHART
https://docs.google.com/viewer?a=v&pid=sites&srcid=2GVmYXVsdGRVbWFpbnxkaWdpdGFszZm9yZW5zaWNzb3

LA DESTINAZIONE DEI BENI INFORMATICI E TELEMATICI SEQUESTRATI O CONFISCATI
http://www.liberainformazione.org/doc/Contrasto al Cybercrime F.Cajani.pdf

FORMAZIONE

SEMINARIO L'AVVOCATO HACKER: INTRODUZIONE AD UN USO EVOLUTO DELLA TECNOLOGIA IN AMBITO PROFES
Giovedil 15 Marzo 2012 (14:00 - 17:00) - Genova
http://www.realitynet.it/avvocatohacker.pdf



CICLO SEMINARI "FREEDOM FRIDAYS" - DIRITTI UMANI, RESISTENZA ELETTRONICA, HACKING E DISSIDENT
c/o Universita degli Studi di Milano - Via Festa del Perdono n. 7 - 20122 - MILANO
Dipartimento: “Cesare Beccaria” II Piano c/o Saletta conferenze

Venerdi 30 marzo 2012 (9:30 - 13:30)
Le liberta digitali in Italia, i Tor crackdown e i trojan di Stato in Germania.
Dott.ssa Barbara Coccagna e Dott. Niccold Rossi

Venerdl 20 aprile 2012 (9:30 - 13:30)
Le liberta digitali nelle due Coree, in Cambogia e in Vietnam
Dott. Edoardo Artese

Venerdi 25 maggio 2012 (9:30 - 13:30)
Le liberta digitali e le azioni di hacking dei dissidenti digitali in Siria e Arabia, Dott. A

Venerdi 15 giugno 2012 (9:30 - 13:30)
La resistenza digitale in Russia, Bielorussia, Tagikistan e Uzbekistan, Dott. Stefano Rossett

CONFERENCES & CEP

SECURITY SUMMIT 2012
Mar 20-22, 2012 - Milano
https://www.securitysummit.it/

ACCESSDATA FTK 4 WORLD TOUR
Mar 22, 2012 - Roma
http://accessdata.com/ftktour

DEFT CONFERENCE 2012

Il progetto DEFT e il suo impiego in ambito operativo negli accertamenti tecnici: un'analisi
Mar 30, 2012 - Torino

http://www.deftlinux.net/

ACCESSDATA USERS' CONFERENCE
May 8-10, 2012 - Caesars Palace, Las Vegas
http://accessdata.com/aduc

ADFSL 2012 CONFERENCE ON DIGITAL FORENSICS, SECURITY AND LAW
May 30-31, 2012 - Richmond, Virginia USA
http://www.digitalforensics—-conference.org

SFCS - IEEE INTERNATIONAL WORKSHOP ON SECURITY AND FORENSICS IN COMMUNICATION SYSTEMS
June 10-15, 2012 - Ottawa, Canada
https://sites.google.com/site/sfcs2012/

CSET '1l2 - 5TH WORKSHOP ON CYBER SECURITY EXPERIMENTATION AND TEST
August 6, 2012, Bellevue, WA
http://www.usenix.org/events/csetl2/

DFRWS - 12th DIGITAL FORENSIC RESEARCH CONFERENCE

August 6-8, 2012 - Washington, DC

- Submission deadline: February 20, 2012 (any time zone).
http://www.dfrws.org/2012/cfp.shtml

ICDF2C - 4th International Conference on Digital Forensics & Cyber Crime
October 24-26, 2012 - Lafayette, Indiana, USA
http://d-forensics.org/2012/show/home

Newsletter a cura del Consiglio dell’Associazione DFA- Digital Forensics Alumni.

INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualita di titolare del trattamento dei dati personali, informa c






