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NEWS

IL CONSULENTE TECNICO E RESPONSABILE COME IL PM
http://www.ilsole24ore.com/art/norme-e-tributi/2012-01-04/consulente-tecnico-responsabile-com

CAMERA APPROVA LEGGE SUI CYBERCRIMES: PC CONFISCATI
http://www.ilquotidianoitaliano.it/gallerie/2012/01/news/camera-approva-legge-sui-cybercrimes

LIBRO VERDE "VERSO UN MERCATO EUROPEO INTEGRATO DEI PAGAMENTI TRAMITE CARTE, INTERNET E TELEF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0941:FIN:IT:PDF

PROPOSTA DELLA RIFORMA GLOBALE DELLA NORMATIVA UE IN MATERIA DI PROTEZIONE DEI DATI FATTA DAL
testo della proposta regolamento:
http://ec.europa.eu/justice/data-protection/document/review2012/com 2012 11 en.pdf

testo della proposta direttiva:
http://ec.europa.eu/justice/data-protection/document/review2012/com 2012 10 en.pdf

DECRETO 201/2011 CHE ESCLUDE DALL’APPLICABILITA DEL CODICE IN MATERIA DI PROTEZIONE DEI DATI
http://www.blogstudiolegalefinocchiaro.it/wp-content/uploads/2011/12/Legge 214 22122011 Testo

DECRETO SEMPLIFICAZIONI (ANCORA NON CONVERTITO IN L) CHE SOPPRIME LA TENUTA DEL DOCUMENTO PRO
http://www.blogstudiolegalefinocchiaro.it/wp-content/uploads/2012/01/bozzadecretosemplificazi

DL SEMPLIFICA ITALIA
http://www.normattiva.it/uri-res/N2Ls?urn:nir:stato:decreto-legge:2012-01-24;1

PASSA IL DECRETO SEMPLIFICAZIONI: DPS ABOLITO
http://www.federprivacy.it/index.php?option=com content&view=article&id=468:passa-il-decreto-
http://www.leggioggi.it/2012/01/27/addio-al-dps/
http://governo.it/Governo/ConsiglioMinistri/testo int.asp?d=66448
http://blog.cesaregallotti.it/2012/01/dps-addio-secondo-tentativo-quasi.html

L'FBI CHIUDE MEGAUPLOAD E MEGAVIDEO. ARRESTATO KIM DOTCOM
http://www.repubblica.it/tecnologia/2012/01/19/news/pirateria chiuso megaupload megavideo-284
http://punto-informatico.it/3408280/PI/Commenti/contrappunti-crepuscolo-del-file-sharing.aspx

BANCA SVALIGIATA CON UN ATTACCO CRACKER
http://www.webnews.1t/2012/01/18/sud-africa-cracker-svaligiano-una-banca/?utm_source=feedburn

VOLUNIA, IL NUOVO MOTORE DI RICERCA ITALIANO CHE VA OLTRE GOOGLE

http://launch.volunia.com/
http://www.corriere.it/scienze e tecnologie/12 febbraio 06/volunia-motore-ricerca-caprara 95e
http://video.ilsole24ore.com/SoleOnLine5/Video/Tecnologie/Social%20network/2012/volunia-march

IL FAR WEST DELLE FIRME DIGITALI: 8 MILIONI DI CERTIFICATI FUORILEGGE
http://www.pcprofessionale.it/2012/01/27/il-far-west-delle-firme-digitali-8-milioni-di-certif

UNA LEGGE PER L'OBLIO.IT COSI CI SI CANCELLA DAL WEB
http://www.repubblica.it/tecnologia/2012/01/25/news/diritto oblio-28714549/

OSSERVAZIONI DI RODOTA' SUL DIRITTO ALL'OBLIO
http://www.dirittiglobali.it/home/categorie/57-scienze-a-tecnologie/27414--1laocblio-e-un-dirit



IL CODICE NUMERICO IP CONSENTE DI PROVARE LA RESPONSABILITA PENALE PER DIFFAMAZIONE
http://www.neldiritto.it/appgiurisprudenza.asp?id=6079

[ENG] - RISPOSTA DI GOOGLE AL WP29 IN MERITO AL CAMBIO DI POLICY PRIVACY DEI SERVIZI GOOGLE
http://ec.europa.eu/justice/data-protection/article-29/documentation/other-document/files/201

ANONYMOUS “OPERATION ITALY” TAKES DOWN GOVERNMENT WEBSITE
http://news.netcraft.com/archives/2012/01/13/operation-italy-takes-down-government-website.ht

JUMP LIST PARSER CODE POSTED
http://windowsir.blogspot.com/2011/12/jump-list-parser-code-posted.html

HACKERS MAY HAVE COMPROMISED GORDON BROWN'S EMAIL
http://www.independent.co.uk/news/uk/crime/gordon-browns-downing-street-emails-hacked-6283985
http://www.zdnet.co.uk/blogs/communication-breakdown-10000030/former-pm-brown-was-email-hack-

SYMANTEC AV SOURCE COMPROMISED
http://www.securityweek.com/symantec-investigating-possible-theft-norton-av-source-code
http://www.theregister.co.uk/2012/01/06/symantec_source code theft/
http://www.computerworld.com/s/article/9223198/Symantec_confirms source code leak in two_ente
http://www.scmagazine.com/symantec-hackers-did-steal-code-but-its-old/article/222219/
http://www.wired.com/threatlevel/2012/01/symantec-source-code-leaked/
http://www.webpronews.com/hacker-yama-tough-to-release-norton-antivirus-source-code-2012-01

SYMANTEC SAYS STOLEN CODE PUTS PCANYWHERE USERS AT RISK OF ATTACK
http://www.scmagazine.com/symantec-admits-stolen-source-code-impacts-pcanywhere/article/22472
http://www.v3.co.uk/v3-uk/news/2141452/symantec-advises-users-pcanywhere-hack-aftermath
http://news.cnet.com/8301-1009 3-57366090-83/symantec-tells-customers-to-disable-pcanywhere/

ANONYMOUS HACKS SONY WEBSITE AND FACEBOOK ACCOUNT
http://www.net-security.org/secworld.php?id=12178

MOBILE DEVICE OWNERSHIP RAISES STICKY LEGAL QUESTIONS
http://www.infoworld.com/t/byod/lost-in-byods-uncharted-legal-waters-180793
http://www.computerworld.com/s/article/9223224/Security Manager s Journal BYOD Planning Gets
http://www.scmagazineuk.com/three-steps-to-ensuring-byod-doesnt-lead-to-byot-bring-your-own-t

APPLE AND RIM DENY BACKDOOR ARRANGEMENT WITH INDIAN GOVERNMENT
http://www.theregister.co.uk/2012/01/09/apple rim indian government backdoor/

NEW WIN8 ReFS FILESYSTEM BREAKDOWN
http://blogs.msdn.com/b/b8/archive/2012/01/16/building-the-next-generation-file-system-for-wi
http://www.techspot.com/news/47070-refs-microsofts—-next-generation-file-system-revealed.html

HACKING GROUP TEAMPOISON CLAIMS BREACH OF T-MOBILE
http://threatpost.com/en us/blogs/hacking-group-teampOison-claims-breach-t-mobile-011612

CYBER CONFLICT IN THE MIDDLE-EAST ESCALATING
http://www.msnbc.msn.com/id/46012902/ns/technology and science-security/
http://www.usatoday.com/news/world/story/2012-01-16/hackers-israel-airline-stocks/52601712/1
http://news.techeye.net/security/cyber-war-declared-on-israel#utm source=thetecheyegutm mediu

JAPANESE AEROSPACE AGENCY DATA COMPROMISED
http://www.h-online.com/security/news/item/Data-stolen-from-Japanese-space-agency—-1413520.htm
http://www.securitynewsdaily.com/japan-space-agency-computer-virus—--1495/

X-BOX FORENSICS
http://arstechnica.com/tech-policy/news/2012/01/searches-and-xbox-1live-stakeouts-how-cops-inv

PRISON TIME FOR MAN WHO STOLE PATIENT DATABASE FROM FORMER EMPLOYER
http://www.informationweek.com/news/healthcare/security-privacy/232400459

EU DATA PROTECTION DIRECTIVE CHANGES TO REQUIRE BREACH DISCLOSURE
http://www.bbc.co.uk/news/technology-16677370

http://news.cnet.com/8301-1009 3-57363585-83/new-eu-data-protection-rules-due-this-week/
http://www.siliconrepublic.com/new-media/item/25447-major-changes-to-eu-data/

COMMISSION PROPOSES A COMPREHENSIVE REFORM OF THE DATA PROTECTION RULES



http://ec.europa.eu/justice/newsroom/data-protection/news/120125 en.htm

PROPOSED CHANGES TO EU DATA PROTECTION LAW DRAW CRITICISM

http://www.
http://www.
http://www.

US SUPREME

http://www.
http://www.
http://www.

theregister.co.uk/2012/01/25/europe_data protection proposal/

bbc.co.uk/news/technology-16722229
eweek.com/c/a/Security/EU-24hour-Data-Breach-Notification-Rule-Unworkable-ATandT-E

COURT SAYS GPS TRACKING OF VEHICLES REQUIRES A WARRANT

washingtonpost.com/politics/supreme-court-warrants-needed-in-gps-tracking/2012/01/
computerworld.com/s/article/9223634/Supreme Court GPS tracking needs court warrant
nytimes.com/2012/01/24/us/police-use-of-gps-is-ruled-unconstitutional.html? r=3¢&pa

ANONYMOUS LAUNCHED DNS POISONING ATTACK AGAINST CBS.COM

http://www.

pcmag.com/article2/0,2817,2399185,00.asp

http://news.techeye.net/security/cbs-is-offline-and-its-servers-are-wiped

JUDGE ORDERS WOMAN TO DECRYPT LAPTOP

http://www.
http://www.
http://www.

wired.com/threatlevel/2012/01/judge-orders-laptop-decryption/
zdnet.com/blog/identity/judge-says—-defendant-must-decrypt-files-fifth-amendment-no
informationweek.com/news/security/encryption/232500386

VERISIGN ADMITS BREACHES IN SEC FILING

http://www.
http://www.
http://www.

theregister.co.uk/2012/02/02/verisign hacking attack/
computerworld.com/s/article/9223936/VeriSign admits multiple hacks in 2010 keeps d
wired.com/threatlevel/2012/02/verisign-hacked-in-2010/

ROMANIAN POLICE ARREST ALLEGED NASA AND PENTAGON HACKER

http://www.

theregister.co.uk/2012/02/01/tinkode nasa hack suspect cuffed/

http://news.cnet.com/8301—27080_3—57369342—245/;omanian—arrested—on—pentagon—nasa—hacking—cha

GOOGLE TO BLOCK BLOGS ON A COUNTRY-BY-COUNTRY BASIS

http://www.
http://www.

wired.com/threatlevel/2012/01/google-censoring-blogger/
news.com.au/technology/google-can—-now-censor-blogger-content-by-country/story-e6fr

DATA LIBERATION - MOVE YOUR DATA IN AND OUT OF GOOGLE PRODUCT

http://www.

ZAPPOS HACKED,
http://www.

dataliberation.org/home

INFO OF 24+ MILLION CUSTOMERS MAY BE COMPROMISED
net-security.org/secworld.php?id=12219

NSA RELEASES SECURITY-ENHANCED VERSION OF ANDROID

http://www.

HACKERS JAILBREAK IPAD 2,
http://www.

infoworld.com/d/security/nsa-releases-security-enhanced-version-android-184285

IPHONE 485
informationweek.com/news/security/mobile/232500282

US WANTS TO MAKE JAILBREAKING ILLEGAL AGAIN
http://news.techeye.net/hardware/us-wants-to-make-jailbreaking-illegal-again#utm source=thete

MEGAUPLOAD'
http://www.

S SKYPE IM CHATS OBTAINED BY FBI
neowin.net/news/megauploads—-skype-im-chats-obtained-by-fbi

ANONYMOUS HACKS INTO PHONE CALL BETWEEN FBI AND SCOTLAND YARD

http://www.
http://www.
http://www.

FBI: CYBER

http://www.

PIRATERIA,

http://www.

theinquirer.net/inquirer/news/2143768/anonymous-releases-fbi-uk-conference
bbc.co.uk/news/world-us-canada-16875921
guardian.co.uk/technology/2012/feb/03/anonymous-hacks-call-fbi-scotland-yard?CMP=t

THREAT MIGHT SURPASS TERROR THREAT
cbsnews.com/8301-3460 162-57370682/fbi-director-cyber-threat-might-surpass-terrori

ACTA/SOPA/PIPA SAGA
L'UNIONE EUROPEA FIRMA ACTA "BAVAGLIO AL WEB E ALLA RICERCA MEDICA"
repubblica.it/tecnologia/2012/01/26/news/pirateria acta-28803676/

COMMISSIONE PARLAMENTARE APPROVA SOPA/PIPA ALL'ITALIANA
http://blog.quintarelli.it/blog/2012/01/commissione-parlamentare-approva-una-pipa-allitaliana

ACTA - ANTI-COUNTERFEITING TRADE AGREEMENT
http://ec.europa.eu/trade/creating-opportunities/trade-topics/intellectual-property/anti-coun



EU AND UK SIGN THE ACTA AGREEMENT
http://www.infosecurity-magazine.com/view/23505/eu-and-uk-sign-the-acta-agreement/?utm source

EUROPEAN PARLIAMENT SAYS ITS WEBSITE TAKEN OFFLINE BY ATTACKERS
http://www.networkworld.com/news/2012/012612-european-parliament-says-its-website-255359.html

LEGISLATORS DROPPING SUPPORT FOR PIPA AND SOPA
http://www.scmagazine.com/senators-change-sides-on-sopapipa-issue/article/223719/
http://arstechnica.com/tech-policy/news/2012/01/pipa-support-collapses-with-13-new-opponents-—

FAQ: WHAT THE SOPA SOAP OPERA IS ALL ABOUT
http://www.computerworld.com/s/article/9221979/FAQ What the SOPA soap opera is all about

LINKS

BLOGS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/
http://f-interviews.com/

[ITA] http://pierluigiperri.com/

PODCASTS
http://cyberspeak.libsyn.com
http://forensicé4cast.com/

WIKIS

http://www.forensicswiki.org

http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled Training Courses
http://www.forensicswiki.org/index.php?title=Upcoming events

TOOLS

http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/
http://www.mobileforensicscentral.com/mfc/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

TOOLS

DEFT LINUX 7
http://www.deftlinux.net/2012/01/31/deft-7-ready-for-download/

LANTERN LITE IMAGER
http://katanaforensics.com/lantern/lanternlite



DIGITS EVIDENCE ANALYZER: EMAIL EDITION
http://www.digitsllc.com/eaee

RECOVER MY CHAT
http://www.recovermychat.com/

LOG TEMPLATER v0.5
http://www.uberadmin.com/Projects/logtemplater/index.html
http://sourceforge.net/projects/logtemplater/

MAC FORENSICS LAB v4
http://www.macforensicslab.com/ProductsAndServices/index.php?main page=product info&cPath=1l&p

OXYGEN FORENSIC SUITE 2012 V.4.0.1
http://www.oxygen-forensic.com/en/

COLOR TIMELINE TEMPLATE FOR LOG2TIMELINE
http://computer-forensics.sans.org/blog/2012/01/25/digital-forensic-sifting-colorized-super-t

TOMTOLOGY 2
http://www.forensicnavigation.com/

BLACKLIGHT 5.0
https://www.blackbagtech.com/forensics/blacklight/blacklight.html

TCP FLOW v1.1
http://afflib.org/software/tcpflow

wxHEX EDITOR
http://www.hexeditor.eu/

WINDOWS PHONE APP ANALYSER
http://www.pentestit.com/windows-phone-app-analyser/

[HW] - TABLEAU TD2 FORENSIC 1:2 DUPLICATOR
http://www.tableau.com/index.php?pageid=products&model=TD2

PAPERS

[LIBRO] - DIGITAL EVIDENCE, Avv. G. Vaciago
http://www.giappichelli.it/home/978-88-348-2568-6,3482568.aspl

[LIBRO] - COMPUTER FORENSICS E INDAGINI DIGITALI

S. ATERNO, F. CAJANI, G. COSTABILE, M. MATTIUCCI, G. MAZZARACO

Manuale tecnico-giuridico e casi pratici

prefazione di Pietro GRASSO e Domenico VULPIANI

http://telematici.com/computer-forensics/
http://telematici.com/wp-content/uploads/2011/11/Locandina.pdf
http://www.experta.it/lex/-hcDocumento/id/528/computer-forensics-e-indagini-digitali.html

ANDROID FORENSICS ANALISI DI UN DISPOSITIVO ANDROID UTILIZZANDO STRUMENTI FREEWARE ED OPEN SO
http://steve.deftlinux.net/download/android forensic.pdf

[LIBRO ENG] - WINDOWS FORENSICS ANALYSIS 3rd EDITION, H. Carvey
http://windowsir.blogspot.com/2012/01/wfa-3e.html
http://windowsir.blogspot.com/2011/07/wfa-3e.html

DIGITAL EVIDENCE ON MOBILE DEVICES, E. Casey, B. Turnbull
http://www.elsevierdirect.com/companions/9780123742681/Chapter 20 Final.pdf

UNDER MY THUMBS - REVISITING WINDOWS THUMBNAIL DATABASES
http://computerforensics.parsonage.co.uk/downloads/UnderMyThumbs.pdf

SEIZED HANDHELD DEVICE WORKSHEETS



http://www.search.org/files/pdf/SeizedHandheldDeviceWorksheets.pdf

ACQUISITION AND ANALYSIS OF VOLATILE MEMORY FROM ANDROID DEVICES
http://digitalforensicssolutions.com/papers/android-memory-analysis-DI.pdf

AN ANALYSIS OF PRIVATE BROWSING MODES IN MODERN BROWSERS
http://crypto.stanford.edu/~dabo/pubs/papers/privatebrowsing.pdf

JIHAD, CRIME AND THE INTERNET
https://www.ncjrs.gov/pdffilesl/nij/grants/236867.pdf

THE “WOW-EFFECT”
http://cert.at/static/downloads/papers/cert.at-the wow effect.pdf

SINGLE-BLOCK COLLISION ATTACK ON MD5
http://marc-stevens.nl/research/md5-1block-collision/

WINDOWS TIMESTAMP TAMPERING
http://blog.opensecurityresearch.com/2012/01/windows-timestamp-tampering.html

DETECTING MALWARE IN AN ACQUIRED IMAGE
http://windowsir.blogspot.com/2012/01/dfironline-detecting-malware—-in.html

COMPUTER FORENSIC TIMELINE ANALYSIS WITH TAPESTRY
http://www.giac.org/paper/gcfa/2966/computer-forensic-timeline-analysis-tapestry/115456

TEST SOFTWARE

http://www.justnet.org/Lists/JUSTNET$20Resources/Attachments/3202/12-21-11%20Lantern%20Report
http://www.justnet.org/Lists/JUSTNET%20Resources/Attachments/2912/00-TrueCrypt-report-0329.pd
http://www.justnet.org/Lists/JUSTNET$20Resources/Attachments/3227/ECTCoE-SAFE-Boot-CD-report.

FORMAZIONE

CICLO SEMINARI "FREEDOM FRIDAYS" - DIRITTI UMANI, RESISTENZA ELETTRONICA, HACKING E DISSIDENT
c/o Universita degli Studi di Milano - Via Festa del Perdono n. 7 - 20122 - MILANO
Dipartimento: “Cesare Beccaria” II Piano c/o Saletta conferenze

Venerdl 17 febbraio 2012 (9:30 - 13:30)
Le liberta digitali e i progetti di legge in Islanda, Spagna e Francia
Dott. Guglielmo Troiano

Venerdi 30 marzo 2012 (9:30 - 13:30)
Le liberta digitali in Italia, i Tor crackdown e i trojan di Stato in Germania.
Dott.ssa Barbara Coccagna e Dott. Niccold Rossi

Venerdi 20 aprile 2012 (9:30 - 13:30)
Le liberta digitali nelle due Coree, in Cambogia e in Vietnam
Dott. Edoardo Artese

Venerdi 25 maggio 2012 (9:30 - 13:30)
Le liberta digitali e le azioni di hacking dei dissidenti digitali in Siria e Arabia, Dott. A

Venerdl 15 giugno 2012 (9:30 - 13:30)
La resistenza digitale in Russia, Bielorussia, Tagikistan e Uzbekistan, Dott. Stefano Rossett

CONVEGNO “DALLE INFORMAZIONI ALLA SALUTE: CRITICITA’, METODI E STRATEGIE PER VINCERE LE SFIDE
Auditorium della Fondazione Toscana “Gabriele Monasterio” - CNR Pisa

24 Febbraio 2012 (09:00 - 13:00)

http://www.apihm.it/mojoportal/

http://www.apihm.it/pdf/ProgrammalConvegno.pdf

CONFERENCES & CFEP



SECURITY SUMMIT 2012
MAR 20-22, 2012 - Milano
https://www.securitysummit.it/

ACCESSDATA FTK 4 WORLD TOUR
Mar 22, 2012 - Roma
http://accessdata.com/ftktour

ACCESSDATA USERS' CONFERENCE
May 8-10, 2012 - Caesars Palace, Las Vegas
http://accessdata.com/aduc

ADFSL 2012 CONFERENCE ON DIGITAL FORENSICS, SECURITY AND LAW
May 30-31, 2012 - Richmond, Virginia USA
http://www.digitalforensics—-conference.org

SFCS - IEEE INTERNATIONAL WORKSHOP ON SECURITY AND FORENSICS IN COMMUNICATION SYSTEMS
June 10-15, 2012 - Ottawa, Canada
https://sites.google.com/site/sfcs2012/

CSET '1l2 - 5TH WORKSHOP ON CYBER SECURITY EXPERIMENTATION AND TEST
August 6, 2012, Bellevue, WA
http://www.usenix.org/events/csetl2/

DFRWS - 12th DIGITAL FORENSIC RESEARCH CONFERENCE

August 6-8, 2012 - Washington, DC

- Submission deadline: February 20, 2012 (any time zone).
http://www.dfrws.org/2012/cfp.shtml

Newsletter a cura del Consiglio dell’Associazione DFA- Digital Forensics Alumni.

INFORMATIVA AI SENSI DELL’ART. 13 DEL D.LGS. 196/2003
Digital Forensics Alumni in qualita di titolare del trattamento dei dati personali, informa c




