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=========================
    NEWS
=========================

SENTENZA DELLA CORTE DI CASSAZIONE: L'INVIO DI EMAIL NON INTEGRA IL REATO DI MOLESTIE EX ART. 660 C.P.
http://www.penale.it/page.asp?mode=1&IDPag=976

ECCO COME FACEBOOK, MICROSOFT, AOL & C. APRONO ALLA POLIZIA
http://www.repubblica.it/tecnologia/2011/11/28/news/facebook_microsoft_aol_c_ecco_come_aprono_alla_polizia-25736720/

US SUPREME COURT TO HEAR GPS TRACKING FORTH AMENDMENT CASE
http://www.wired.com/threatlevel/2011/11/gps-tracking-flourishes/all/1
http://www.tofinosecurity.com/blog/scada-security-breached-us-water-utilities

DUTCH TELECOM KPN HALTS SSL CERTIFICATE ISSUING
http://www.computerworld.com/s/article/9221551/KPN_stops_issuing_SSL_certificates_after_possible_breach?taxonomyId=17
http://www.h-online.com/security/news/item/Certificate-issuing-stopped-at-KPN-after-server-break-in-discovered-1372339.html
http://www.theregister.co.uk/2011/11/04/ssl_still_hopelessly_broken/
http://www.zdnet.com/blog/london/-8216hacked-server-claims-another-certificate-authority-casualty/596

CYBER ATLANTIC 2011 EXERCISE AIMED AT US/EU COLLABORATION
http://www.zdnet.co.uk/news/security-threats/2011/11/03/eu-and-us-team-up-for-cybersecurity-exercise-40094358/
http://www.theregister.co.uk/2011/11/04/joint_us_europe_cyber_war_drill/
http://www.enisa.europa.eu/media/press-releases/first-joint-eu-us-cyber-security-exercise-conducted-today-3rd-nov.-2011

RESEARCHERS FIND HOLES IN PRISON SCADA SYSTEMS
http://arstechnica.com/business/news/2011/11/vulnerabilities-give-hackers-ability-to-open-prison-cells-from-afar.ars
http://blogs.csoonline.com/1794/hacking_the_prison_useless_fiction_or_necessary_fud

RESEARCHERS FIND AMAZON CLOUD SERVERS TEEMING WITH BACKDOORS AND OTHER PEOPLE'S DATA
http://www.forbes.com/sites/andygreenberg/2011/11/08/researchers-find-amazon-cloud-servers-teeming-with-backdoors-and-other-peoples-data/

RIM WILL GIVE INDIAN GOVERNMENT ACCESS TO CERTAIN CUSTOMER MESSAGES
http://www.theregister.co.uk/2011/10/28/blackberry_help_indian_government_sip_data/

LONDON'S METROPOLITAN POLICE USING CELL PHONE INTERCEPTION TECHNOLOGY
http://www.wired.com/threatlevel/2011/10/datong-surveillance/
http://www.guardian.co.uk/uk/2011/oct/30/metropolitan-police-mobile-phone-surveillance

LEGISLATOR EXPRESSES CONCERN ABOUT ELECTRONIC HEALTH CARE RECORD SECURITY
http://www.nextgov.com/nextgov/ng_20111110_2226.php?oref=topnews

STOLEN GOVERNMENT CERTIFICATE USED TO SIGN MALWARE
http://threatpost.com/en_us/blogs/stolen-government-certificate-used-sign-malware-111411
http://www.f-secure.com/weblog/archives/00002269.html

WORLD WIDE WEB CONSORTIUM SEEKS "DO NOT TRACK" STANDARD
http://www.bbc.co.uk/news/technology-15723407
http://www.informationweek.com/news/security/privacy/231902974

ATTACK ON CITY WATER STATION DESTROYS PUMP
http://www.wired.com/threatlevel/2011/11/hackers-destroy-water-pump/2
http://news.cnet.com/8301-27080_3-57327030-245/u.s-water-utility-reportedly-hacked-last-week-expert-says/



ANONYMOUS GAINS ACCESS TO COMPUTER FORENSICS SPECIALISTS MAILING LIST ARCHIVE
http://www.wired.com/threatlevel/2011/11/anonymous-hacks-forensics/
http://arstechnica.com/tech-policy/news/2011/11/anonymous-exposes-cybercrime-investigators-gmail-voicemail.ars

LEGISLATORS INVESTIGATING POSSIBILITY THAT CHINESE TELECOM EQUIPMENT ENABLES SPYING
http://www.computerworld.com/s/article/9221998/House_committee_to_investigate_China_s_Huawei_ZTE
http://www.theregister.co.uk/2011/11/21/us_probe_chinese_telco_firms/
http://www.wired.com/dangerroom/2011/11/china-trojan-horse-congress/

UPCOMING EU DATA LAW WILL MAKE EUROPE TRICKY FOR FACEBOOK
http://www.theregister.co.uk/2011/11/08/eu_new_data_protection_proposals/

FRENCH NUCLEAR COMPANY AREVA TARGET OF CYBER ATTACK
http://threatpost.com/en_us/blogs/french-nuclear-company-areva-hit-virus-103111

DF ANALYSIS LIFECYCLE
http://windowsir.blogspot.com/2011/11/df-analysis-lifecycle.html

WHY ARE RUSSIANS EXCELLENT CYBERCRIMINALS?
http://themoscownews.com/siloviks_scoundrels/20111121/189221309.html

IS GOOGLE DEFENDING PRIVACY OF AMERICANS' EMAILS?
http://www.npr.org/2011/11/24/142755551/how-private-is-your-email-it-depends?ft=1&f=1001

HACKER SAYS TEXAS TOWN USED THREE CHARACTER PASSWORD TO SECURE INTERNET FACING SCADA SYSTEM
https://threatpost.com/en_us/blogs/hacker-says-texas-town-used-three-digit-password-secure-internet-facing-scada-system-112011#.TsqX1O2GAA8.twitter

NSRL - GOVERNMENT MODERNIZING SOFTWARE FORENSICS DATABASE
http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202532647567&slreturn=1

AS CYBER CRIMES GO INTERNATIONAL, SO MUST ENFORCEMENT AGENCIES
http://www.infoworld.com/t/cyber-crime/cyber-crimes-go-international-so-must-enforcement-agencies-178674?source=rss_security

BUSTED! TWO NEW FED GPS TRACKERS FOUND ON SUV
http://www.wired.com/threatlevel/2011/11/gps-tracker-times-two/all/1
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BLOGS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/
http://blog.digital-forensics.it/ - NEW
[ITA] http://pierluigiperri.com/

PODCASTS
http://cyberspeak.libsyn.com
http://forensic4cast.com/

WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events



TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/
http://www.mobileforensicscentral.com/mfc/ - NEW

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8
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WINDOWS SECURITY DESCRIPTOR PERL PARSER
by Francesco Picasso
http://blog.digital-forensics.it/2011/11/windows-security-descriptor-binary-perl.html

SQL LITE FORENSIC REPORTER
http://www.filesig.co.uk/sqlite-forensic-reporter.html

ANDORID ROOTING ADD-ON per OXYGEN
http://www.oxygen-forensic.com/en/features/androidroot/

SAFARI CACHE VIEW
http://blog.nirsoft.net/2011/11/09/new-utility-to-viewextract-files-from-the-cache-of-safari-web-browser/

SAFARI HISTORY VIEW
http://blog.nirsoft.net/2011/10/27/new-history-viewer-utility-for-safari-web-browser/

NETANALYSIS 1.53
http://blog.digital-detective.co.uk/2011/10/netanalysis-v153-released.html

PALADIN 2.0
http://www.sumuri.com/index.php/joomla/what-is-paladin-forensic-software

REG RIPPER PLUGINS NEW RELEASE
http://code.google.com/p/regripperplugins/

SRCH_STRINGS_WRAP
http://blog.superponible.com/2011/11/17/srch_strings_wrap-forensics-tool/
http://blog.superponible.com/2011/11/17/srch_strings_wrap-history-and-examples/

RUBUS - BLACKBERRY BACKUP ANALYZER
http://digitalinvestigation.wordpress.com/tag/rubus/
http://www.ccl-forensics.com/Software/rubus-ipd-de-constructor-utility.html

MAGIC BERRY
http://menastep.com/pages/magicberry.php

OXYGEN BLACKBERRY IPD BACKUP VIEWER
http://www.oxygen-forensic.com/en/features/ipdbackup/

ELCOMSOFT BLACKBERRY BACKUP EXPLORER
http://www.elcomsoft.com/ebbe.html

BLACKBERRY BACKUP EXTRACTOR
http://www.blackberryconverter.com/
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PARERE 15/2011 SULLA DEFINIZIONE DI CONSENSO



http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2011/wp187_it.pdf

WINDOWS SHELLBAG FORENSICS
http://www.williballenthin.com/forensics/shellbags/index.html

THE GROWING IMPACT OF FULL DISK ENCRYPTION ON DIGITAL FORENSICS
Eoghan Casey,Geoff Fellows, Matthew Geigerc, Gerasimos Stellatos
http://www.sciencedirect.com/science/article/pii/S1742287611000727

MEMORY FORENSICS: HOW TO PULL PASSWORDS FROM A MEMORY DUMP
https://www.infosecisland.com/blogview/18069-Memory-Forensics-How-to-Pull-Passwords-from-a-Memory-Dump.html

[LIBRO] - DIGITAL TRIAGE FORENSICS
http://www.net-security.org/secworld.php?id=11781

=========================
       FORMAZIONE
=========================

CICLO SEMINARI "FREEDOM FRIDAYS" - DIRITTI UMANI, RESISTENZA ELETTRONICA, HACKING E DISSIDENTI DIGITALI 
c/o Università degli Studi di Milano - Via Festa del Perdono n. 7 - 20122 - MILANO
Dipartimento: “Cesare Beccaria” II Piano c/o Saletta conferenze

Venerdì 16 dicembre 2011 (9:30 – 13:30)
Firewall di Stato, repressioni e resistenza elettronica in Birmania, Cina e Iran
Dott.ssa. Silvia Scalzaretto

Venerdì 27 gennaio 2012 (9:30 – 13:30)
Sistemi di filtraggio e azioni di resistenza elettronica in Australia, Nuova Zelanda, Canada e Stati Uniti d’America
Dott. Diego Dimalta

Venerdì 17 febbraio 2012 (9:30 – 13:30)
Le libertà digitali e i progetti di legge in Islanda, Spagna e Francia
Dott. Guglielmo Troiano

Venerdì 30 marzo 2012 (9:30 – 13:30)
Le libertà digitali in Italia, i Tor crackdown e i trojan di Stato in Germania. 
Dott.ssa Barbara Coccagna e Dott. Niccolò Rossi

Venerdì 20 aprile 2012 (9:30 – 13:30)
Le libertà digitali nelle due Coree, in Cambogia e in Vietnam 
Dott. Edoardo Artese

Venerdì 25 maggio 2012 (9:30 – 13:30)
Le libertà digitali e le azioni di hacking dei dissidenti digitali in Siria e Arabia, Dott. Alessandro Rodolfi

Venerdì 15 giugno 2012 (9:30 – 13:30)
La resistenza digitale in Russia, Bielorussia, Tagikistan e Uzbekistan, Dott. Stefano Rossetti

=========================
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28C3: 28TH CHAOS COMMUNICATION CONGRESS
December 27-30, 2011 - Berlin, Germany
https://cccv.pentabarf.org/submission/28C3

ACCESSDATA USERS' CONFERENCE
May 8-10, 2012 - Caesars Palace, Las Vegas
http://accessdata.com/aduc

ADFSL 2012 CONFERENCE ON DIGITAL FORENSICS, SECURITY AND LAW
May 30-31, 2012 - Richmond, Virginia USA
http://www.digitalforensics-conference.org  

SFCS - IEEE INTERNATIONAL WORKSHOP ON SECURITY AND FORENSICS IN COMMUNICATION SYSTEMS



June 10-15, 2012 - Ottawa, Canada
https://sites.google.com/site/sfcs2012/

12TH DFRWS DIGITAL FORENSIC RESEARCH CONFERENCE
August 6-8, 2012 - Washington, DC
- Submission deadline: February 20, 2012 (any time zone).
http://www.dfrws.org/2012/cfp.shtml


