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NEWS

DIRETTIVA PARLAMENTO EUROPEO: 1l'adescamento online diventera un

crimine, cosl come 1l turismo sessuale, sia che il crimine sia

compiuto sul territorio di uno Stato membro sia che venga commesso al

di fuori dell'UE, ma da un cittadino europeo.
http://www.europarl.europa.eu/it/headlines/content/20111014FCS29306/10/html/Pedofilia-il-Parl

LEGGE STABILITA’: DPS si, DPS
http://www.leggioggi.it/wpcontent/uploads/2011/10/decreto_sviluppo completo bozza 18 ottobre.

EUROPA Contro FACEBOOK
http://www.europe-v-facebook.org/EN/Complaints/complaints.html

SENTENZA CORTE UE: dove presentare la richiesta di risarcimento danno
cagionato da pubblicazioni su internet
http://www.garanteprivacy.it/garante/document?ID=1846401

CASSAZIONE: lo spamming non si configura nell’art. 660 c.p., PER ORA
http://www.altalex.com/index.php?idnot=11582

CASSAZIONE: accessi non istituzionali alle banche dati, stretta
http://www.ficiesse.it/home-page/5782/abuso-della-password-punito-il-funzionario -la-cassazio

TELEFONO ARCOBALENO, IL REPORT DEGLI ABUSI
http://punto-informatico.it/3298848/PI/Brevi/telefono-arcobaleno-report-degli-abusi.aspx

CORTE DI GIUSTIZIA UE: RICHIESTA DI RISARCIMENTO PER LA TOTALITA DEL DANNO CAGIONATO DA PUBBL
http://www.garanteprivacy.it/garante/document?ID=1846401

FORENSICS IN THE CLOUD: 5 HOT SKILLS
http://www.govinfosecurity.com/articles.php?art id=4091

EUROPEAN UNION TO INTRODUCE LIABILITY RULES FOR CLOUD VENDORS
http://www.scmagazine.com.au/News/275173,eu-cloud-vendors-liable-for-breaches.aspx
http://www.v3.co.uk/v3-uk/the-frontline-blog/2112906/eu-rules-allow-cloud-companies-legally-c

CELL PHONE PROVIDERS RETENTION PERIODS
http://www.myharddrivedied.com/presentations-resources/cell-phone-providers-retention-periods

500 DOMAINS SUSPENDED AS PART OF OPERATION PANGEA IV
http://www.theregister.co.uk/2011/09/30/nominet suspends fake pharma addresses/

BELGIAN COURT ORDERS ISPS TO BLOCK THE PIRATE BAY URLS
http://www.pcworld.com/article/241270/pirate bay website circumvents belgian blocking.html
http://www.theregister.co.uk/2011/10/05/belgian piratebay ban/

FORMER NSA AND CIA DIRECTOR SAYS NSA SHOULD MONITOR PUBLIC NETWORKS
http://www.wired.com/threatlevel/2011/10/hayden-wants-nsa-on-networks/

FBI INVESTIGATES NEW YORK STOCK EXCHANGE ATTACK



http://www.informationweek.com/news/security/vulnerabilities/231900039

GPS INVENTOR SIGNS AMICUS BRIEF URGING SUPREME COURT TO DISALLOW WARRANTLESS TRACKING
http://www.wired.com/threatlevel/2011/10/gps—inventor-surveillance/

HOW NOT TO REDACT A PDF - MILITARY RADAR SECRETS SPILLED
http://nakedsecurity.sophos.com/2011/10/09/how-redact-pdf-air-defence-radar-secrets-spilled/

US MILITARY DRONE COCKPIT COMPUTERS INFECTED WITH MALWARE
http://www.wired.com/dangerroom/2011/10/virus-hits-drone-fleet

ATIR FORCE DOWNPLAYS SEVERITY OF MALWARE INFECTION ON DRONE COMPUTER SYSTEM
http://arstechnica.com/tech-policy/news/2011/10/get-hacked-dont-tell-drone-base-didnt-report-
http://www.msnbc.msn.com/id/44883383/ns/technology and science-security/#.TrGJslYu64S
http://www.informationweek.com/news/government/security/231900741

CHAOS COMPUTER CLUB SAYS GERMAN GOVERNMENT USING TROJAN TO SNOOP ON CITIZENS
http://www.computerworld.com/s/article/9220677/German government s Skype spying tool has hole
http://www.h-online.com/security/news/item/CCC-cracks-government-trojan-1357755.html
http://www.f-secure.com/weblog/archives/00002250.html

HOW THE GERMAN "FEDERAL TROJAN" WAS ACTUALLY USED
http://www.net-security.org/malware news.php?id=1875
http://www.net-security.org/secworld.php?id=11761

CHROME EXTENSION ENABLES REMOTE COMPUTER CONTROL
http://news.cnet.com/8301-30685 3-20117619-264/chrome-extension-enables-remote-computer-contr
http://www.pcworld.com/article/241555/google releases chrome desktopsharing feature.html

SONY DETECTS NEW BREACH, LOCKS DOWN AFFECTED ACCOUNTS
http://www.scmagazineus.com/another-playstation-network-breach-stings-sony-customers/article/
http://www.wired.com/threatlevel/2011/10/93000-sony-accounts-breached/
http://www.theregister.co.uk/2011/10/12/playstation network brute force attack/
https://www.infosecisland.com/blogview/17303-Sony-Networks-Compromised-with-Brute-Force-Attac

NEWEST ZEUS HAS P2P CAPABRILITIES
http://www.darkreading.com/security/vulnerabilities/231900777/new-version-of-zeus-leverages-p
http://www.theregister.co.uk/2011/10/13/zeus_botnet p2p/

RSA SAYS ATTACK THAT COMPROMISED SECURID CAME FROM GROUPS WORKING FOR NATION STATE
http://www.wired.com/threatlevel/2011/10/two-hacker-groups-breached-rsa/
http://www.informationweek.com/news/security/attacks/231900632

BULGARIA, ITALY TOP EU FRAUD REPORTING LIST
http://www.euractiv.com/justice/bulgaria-italy-top-eu-fraud-reporting-list-news-508435#.Tp Hu

IRAN BLOCKS TOR, AND TOR RELEASES A WORKAROUND ON THE SAME DAY
https://blog.torproject.org/blog/iran-blocks-tor-tor-releases-same-day-fix

ANONYMOUS HACKERS TAKE DOWN 40 CHILD PORN WEBSITES

http://pastebin.com/T1LHnzEW
http://www.msnbc.msn.com/id/44979692/ns/technology and science-security/t/anonymous-hackers-t
http://www.bbc.co.uk/news/technology-15428203
http://www.net-security.org/secworld.php?id=11831

TECHNIQUE TIES SKYPE IP ADDRESSES TO P2P FILE SHARING ACTIVITY
http://www.theregister.co.uk/2011/10/21/skype bittorrent stalking/
http://www.wired.com/threatlevel/2011/10/researchers-identify-skype-user/
http://www.net-security.org/secworld.php?id=11823

CHINESE MILITARY SUSPECTED IN HACKER ATTACKS ON U.S. SATELLITES
http://www.businessweek.com/news/2011-10-27/chinese-military-suspected-in-hacker-attacks-on-u
http://www.net-security.org/secworld.php?id=11853

ANONYMOUS VOWS TO DESTROY FACEBOOK ON NOVEMBER 5
http://www.businessinsider.com/anonymous-facebook-2011-8

MICHIGAN: POLICE SEARCH CELL PHONES DURING TRAFFIC STOPS
http://www.thenewspaper.com/news/34/3458.asp



LOGGING OUT OF FACEBOOK IS NOT ENOUGH
http://www.theregister.co.uk/2011/09/26/facebook sees logged out users/
http://nikcub.appspot.com/logging-out-of-facebook-is-not-enough

PORN CLIPS HIJACK 'SESAME STREET' YOUTUBE CHANNEL
http://www.securitynewsdaily.com/sesame-street-porn-hijack-1242/

————— THE DUQU SAGA: TO NEXT LEVEL OF CYBERWARFARE —-----

RESEARCHERS WARN OF NEW STUXNET WORM
http://www.bbc.co.uk/news/technology-15367816
http://www.wired.com/threatlevel/2011/10/son-of-stuxnet-in-the-wild/

DUQU MAY NOT BE SON OF STUXNET AFTER ALL
http://arstechnica.com/business/news/2011/10/spotted-in-iran-trojan-duqu-may-not-be-son-of-st
http://www.networkworld.com/news/2011/102611-duqu-incidents-detected-in-iran-252435.html?hpgl
http://www.net-security.org/malware news.php?id=1892

ANALYSIS OF DUQU
https://www.infosecisland.com/blogview/17574-Stuxnet-Duqu-Take-Malware-to-Next-Level-of-Cyber
http://www.securelist.com/en/blog/208193182/The Mystery of Duqu Part One
http://www.securelist.com/en/blog/208193197/The Mystery of Duqu Part Two

LINKS

BLOGS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
http://forensicmethods.com/ - NEW

[ITA] http://pierluigiperri.com/

PODCASTS
http://cyberspeak.libsyn.com
http://forensicd4cast.com/

WIKIS

http://www.forensicswiki.org

http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled Training Courses
http://www.forensicswiki.org/index.php?title=Upcoming events

TOOLS

http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

TOOLS




MAX OS X LION ARTIFACTS
https://docs.google.com/spreadsheet/ccc?key=0AkBdGlxJhW-ydD1xVUxWUVUOdXVzMzUxRzh2b2ZzaFE&hl=e

VOLATILITY 2.0: TIMELINER, REGISTRYAPI, EVTLOGS AND MORE
http://gleeda.blogspot.com/2011/09/volatility-20-timeliner-registryapi.html

LOG TEMPLATER V0.3
http://www.uberadmin.com/Projects/logtemplater/index.html

GUARANTEED WORD DECRYPTER (GUAWORD)
http://www.password-crackers.com/crack/guaword.html

DECRYPTUM
http://www.decryptum.com/it/index.html

REGISTRY DECODER 1.1 RELEASED
http://dfsforensics.blogspot.com/2011/11/registry-decoder-1l-released.html

DEFT 6.1.1 RELEASED
http://www.deftlinux.net/2011/10/28/deft-6-1-1-ready-for-download/

HSTEX V3.3 - HISTORY EXTRACTOR
http://blog.digital-detective.co.uk/2010/03/hstex-v33-history-extractor.html

PAPERS

ABSTRACT MEMORY ANALYSIS: ZEUS ENCRYPTION KEYS
http://mnin.blogspot.com/2011/09/abstract-memory-analysis-zeus.html

I KNOW WHERE YOU ARE AND WHAT YOU ARE SHARING
http://cis.poly.edu/~ross/papers/skypeIMC2011l.pdf

SENSITIVE USER DATA STORED ON ANDROID AND IPHONE DEVICES
http://viaforensics.com/education/white-papers/appwatchdog-findings-mobile-app-security-iphon

SIM FORENSICS: PART 1
http://www.dfinews.com/article/sim-forensics-part-1

PHYSICAL MEMORY FORENSICS FOR FILES AND CACHE
https://media.blackhat.com/bh-us-11/Butler/BH US 11 ButlerMurdock Physical Memory Forensics-W
https://media.blackhat.com/bh-us-11/Butler/BH US 11 ButlerMurdock Physical Memory Forensics-S

COVERT POST-EXPLOITATION FORENSICS WITH METASPLOIT: TOOLS AND EXAMPLES
https://media.blackhat.com/bh-us-11/McGrew/BH US 11 McGrew Forensics With Metasploit WP.pdf
https://media.blackhat.com/bh-us-11/McGrew/BH US 11 McGrew Forensics With Metasploit Slides.p

OVERCOMING i10S DATA PROTECTION TO RE-ENABLE iPHONE FORENSICS
https://media.blackhat.com/bh-us-11/Belenko/BH US 11 Belenko iOS Forensics WP.pdf

FORMAZIONE

TOSHARE FESTIVAL E HACKER PARTY

5 novembre 2011, Torino

Pomeriggio: ToShare Festival, saranno presentate le attivita
dell’Osservatorio Digiral Resistance (durante la sessione plenaria,

con un intervento di Giovanni Ziccardi)

Sera: hacker party la sera nei locali del Museo della Scienza e della Tecnica
http://www.digitalresistance.eu/?page id=16

CONSIDERAZIONI TECNICHE E GIURIDICHE SULLA ISO/IEC 27037
10 novembre 2011, Universita degli Studi di Milano



Considerazioni tecniche e giuridiche sulla ISO/IEC 27037 - guidelines
for identification, collection, acquisition and preservation of
digital evidence” seminario a cura di DFA

www.perfezionisti.it

www.zliccardi.org/forensics

LA TUTELA DEI DATI PERSONALI IN ITALIAl1l5 ANNI DOPO - TEMPO DI BILANCI E DI BILANCIAMENTI
11 novembre 2011, Bocconi
http://www.unibocconi.it/wps/wcm/connect/News+ed+Eventi/Eventi/Bocconi+Eventi/Eventi+in+progr

FREEDOM FRIDAYS SEMINARIO SUI TEMI DELLA RESISTENZA DIGITALE, DELLE LIBERATION TECHNOLOGY E D
18 novembre 2011, Universita degli Studi di Milano
http://www.digitalresistance.eu

CONFERENCES & CEP

PFIC 2011 - PARABEN'S FORENSIC INNOVATION CONFERENCE
November 5-9, 2011 - Park City Utah at The Canyons
http://www.pfic-conference.com/

(ISC)? IN ROME FOR A DISCUSSION ON SOFTWARE AND CLOUD SECURITY
November 7, 2011 - Roma
www.clusit.it/eventi/111107 isc2.pdf

MIFOR 2011 - THE ACM WORKSHOP ON MULTIMEDIA IN FORENSICS AND INTELLIGENCE
November 28 - December 1, 2011 - Scottsdale, Arizona, USA
http://madm.dfki.de/mifor2010/MiFor2010.html

28C3: 28TH CHAOS COMMUNICATION CONGRESS
December 27-30, 2011 - Berlin, Germany
https://cccv.pentabarf.org/submission/28C3

SFCS - IEEE INTERNATIONAL WORKSHOP ON SECURITY AND FORENSICS IN COMMUNICATION SYSTEMS
June 10-15, 2012 - Ottawa, Canada
https://sites.google.com/site/sfcs2012/



