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=========================
    NEWS
=========================

SCHEDA GARANTE - SMARTPHONE E TABLET: SCENARI ATTUALI E PROSPETTIVE OPERATIVE
http://www.garanteprivacy.it/garante/document?ID=1819937

SCHEDA GARANTE - CLOUD COMPUTING: INDICAZIONI PER L’UTILIZZO CONSAPEVOLE DEI SERVIZI
http://www.garanteprivacy.it/garante/document?ID=1819933

IL GPRS SCRICCHIOLA
http://punto-informatico.it/3241988/PI/News/gprs-scricchiola.aspx

SCONTRI A LONDRA, IL RUOLO DEL 'NETWORK OMBRA' DI BLACKBERRY 
http://tg24.sky.it/tg24/mondo/2011/08/08/scontri_londra_ruolo_twitter_blackberry.html

SICUREZZA BLACKBERRY - EMIRATI ARABI UNITI, ARABIA SAUDITA E INDIA FANNO GUERRA A RIM 
http://www.blackberryitalia.it/articoli/3144/sicurezza-blackberry-emirati-arabi-uniti-arabia-saudita-e-india-fanno-guerra-a-rim-in-nome-della-sicurezza-nazionale-sulle-comunicazioni

ANONYMOUS, OSCURATO IL SITO VITROCISET
http://roma.corriere.it/roma/notizie/cronaca/11_agosto_1/hackers-ente-controllo-fulloni-1901219433712.shtml
http://www.repubblica.it/cronaca/2011/08/01/news/anonymous_attacca_la_vitrociset_non_meritate_i_soldi_pubblici-19879883/?ref=HREC1-2

LOCATION-BASED TRACKING SHOULD REQUIRE WARRANTS
http://www.computerworld.com/s/article/9220185/Group_urges_U.S._to_require_warrants_for_location_based_tracking?taxonomyId=17

OPENNET INITIATIVE - GLOBAL INTERNET FILTERING MAP
http://map.opennet.net/filtering-IT.html

LINUX FOUNDATION & LINUX.COM MULTIPLE SERVER COMPROMISED
http://thehackernews.com/2011/09/linux-foundation-linuxcom-multiple.html

DIGINOTAR CERTIFICATES BLOCKED FOLLOWING BREACH
http://isc.sans.edu/diary/DigiNotar+audit+-+intermediate+report+available/11512
http://isc.sans.edu/diary.html?storyid=11500
http://www.h-online.com/security/news/item/DigiNotar-attackers-got-over-500-certificates-1337007.html
http://www.theregister.co.uk/2011/09/03/diginotar_game_over/
http://www.bbc.co.uk/news/technology-14789763
http://www.wired.com/threatlevel/2011/08/diginotar-breach/

HACKERS SPIED ON 300,000 IRANIANS USING FAKE GOOGLE CERTIFICATE
http://www.computerworld.com/s/article/9219731/Hackers_spied_on_300_000_Iranians_using_fake_Google_certificate?source=rss_security&utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+computerworld/s/feed/topic/17+%28Computerworld+Security+News%29&utm_content=Google+Reader

UK POLICE MAY GET AUTHORITY TO SHUT DOWN DOMAINS WITHOUT COURT ORDER
http://www.theregister.co.uk/2011/09/02/cops_to_get_dot_uk_takedown_powers/

EXPOSED WIKILEAKS FILE CONTAINS MORE THAN 250,000 US STATE DEPT. CABLES
http://www.washingtonpost.com/blogs/checkpoint-washington/post/wikileaks-suffers-major-breach-prompting-accusations-and-a-theory-on-what-went-wrong/2011/09/01/gIQABguMuJ_blog.html
http://www.wired.com/threatlevel/2011/09/wikileaks-unredacted-cables/

STICKY NOTES ANALYSIS
http://windowsir.blogspot.com/2011/08/sticky-notes-analysis.html
http://computer-forensics.sans.org/blog/2010/10/19/digital-forensics-stuck-stickies-2/



ONLINE CRIME GANG STEALS US $13 MILLION IN ONE DAY
http://www.msnbc.msn.com/id/44291945/ns/technology_and_science-security/
http://krebsonsecurity.com/2011/08/coordinated-atm-heist-nets-thieves-13m/

EMAIL USED IN PHISHING ATTACK AGAINST RSA PUBLISHED
http://www.f-secure.com/weblog/archives/00002226.html
http://www.theregister.co.uk/2011/08/26/rsa_attack_email_found/
http://www.computerworld.com/s/article/9219519/Was_this_the_e_mail_that_took_down_RSA_

MISSING USB KEY RESULTS IN SUSPENSION FOR BRITISH DETECTIVE
http://www.dailymail.co.uk/news/article-2030949/Detective-suspended-thieves-steal-vital-police-data-home.html

=========================
     LINKS
=========================

BLOGS
http://www.forensicfocus.com/computer-forensics-blog
http://articles.forensicfocus.com/ - NEW
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
[ITA] http://pierluigiperri.com/

PODCASTS
http://cyberspeak.libsyn.com
http://forensic4cast.com/

WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events

TOOLS
http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/
http://code.google.com/p/regripperplugins/

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

=========================
     TOOLS
=========================

REGISTRY DECODER
http://www.digitalforensicssolutions.com/registrydecoder/
http://dfsforensics.blogspot.com/2011/09/announcnig-registry-decoder.html

REG RIPPER OFFICEDOCS2010 PLUGIN
http://regripperplugins.googlecode.com/hg/officedocs2010.pl

SEVERAL NEW/UPDATED REGRIPPER PLUGINS
http://code.google.com/p/regripperplugins/



OPEN SOURCE OUTLOOK PST SEARCH TOOLS
http://www.sourceforge.net/projects/libpff
http://www.five-ten-sg.com/libpst/

DEEPTOAD - FILE FUZZY HASHING
http://code.google.com/p/deeptoad/

=========================
    PAPERS
=========================

RECOVERING AND ANALYZING DELETED REGISTRY FILES
http://dfsforensics.blogspot.com/2011/09/recovering-and-analyzing-deleted.html

KINDLE FORENSICS
http://practicaldigitalforensics.blogspot.com/2011/09/introduction-to-kindle-forensics.html

AUTOMATED CONSTRUCTION OF A FALSE DIGITAL ALIBI
http://www.springerlink.com/content/978-3-642-23299-2/?k=alibi#section=943890&page=1

THE LEAKING VAULT 2011 - SIX YEARS OF DATA BREACHES
http://dfa.squarespace.com/storage/The_Leaking_Vault_2011-Six_Years_of_Data_Breaches.pdf 

IMAGING MACBOOK AIR
http://katanaforensics.com/wp-content/uploads/downloads/2011/05/Imaging-a-MacBook-Air.pdf

OBTAINING INFORMATION FROM MOBILE DEVICES IN CRIMINAL INVESTIGATIONS
http://articles.forensicfocus.com/2011/08/22/the-challenges-facing-computer-forensics-investigators-in-obtaining-information-from-mobile-devices-for-use-in-criminal-investigations/

THE COLD BOOT ATTACK: CAN IT BE USED FOR FORENSIC MEMORY ACQUISITION?
http://articles.forensicfocus.com/2011/08/21/an-in-depth-analysis-of-the-cold-boot-attack-can-it-be-used-for-sound-forensic-memory-acquisition/

HTCIA - 2011 REPORT ON CYBER CRIME INVESTIGATION 
http://www.htcia.org/pdfs/2011survey_report.pdf

=========================
       FORMAZIONE
=========================

SECURITY SUMMIT 
4 Ottobre, 2011 - Crowne Plaza Verona Fiera
https://www.securitysummit.it/user/register

SEMINARIO CISSP
17-21 Ottobre, Roma
www.clusit.it/isc2/calendario_isc2.htm

SEMINARIO IISFA
28 Ottobre, 2011 - Roma
14.30 - 16.30 - Mario Ianulardo (Avvocato in Napoli) - Antonio Colella (Criminologo): Gli header di posta elettronica
16.30 - 18.30 - Ing. Simone Tacconi - (Direttore Tecnico Polizia Postale e delle Comunicazioni) - Blackberry forensics

=========================
    CONFERENCES & CFP
=========================

DIGICONF - DIGITAL FORENSICS AND SECURITY CONFERENCE 2011
Ottobre 1, 2011 - Sheraton Roma Hotel & Conference Center, Roma
http://www.digiconf.net/

VB2011
October 5-7, 2011 - Barcelona, Spain
www.virusbtn.com/conference/vb2011/index



RSA CONFERENCE EUROPE 2011
October 11-13, 2011 - London, UK
www.rsaconference.com/2011/europe/index.htm

2A  CONFERENZA ANNUALE SULL’INFORMATION WARFARE - LA SFIDA DELLA CYBER INTELLIGENCE AL SISTEMA-ITALIA.
Ottobre 27, 2011 - Roma
www.infowar.it

TECHNO-FORENSICS CONFERENCE
The Techno Forensics Conference is all about digital forensics, evidence collection, crime scene documentation, and e-Discovery. 
October 31 – November 1, 2011
Myrtle Beach Convention Center, Myrtle Beach, South Carolina

PFIC 2011 - PARABEN'S FORENSIC INNOVATION CONFERENCE
November 5-9, 2011 - Park City Utah at The Canyons
http://www.pfic-conference.com/

(ISC)² IN ROME FOR A DISCUSSION ON SOFTWARE AND CLOUD SECURITY
November 7, 2011 - Roma
www.clusit.it/eventi/111107_isc2.pdf

MIFOR 2011 - THE ACM WORKSHOP ON MULTIMEDIA IN FORENSICS AND INTELLIGENCE
November 28 - December 1, 2011 - Scottsdale, Arizona, USA
http://madm.dfki.de/mifor2010/MiFor2010.html

28C3: 28TH CHAOS COMMUNICATION CONGRESS
December 27-30, 2011 - Berlin, Germany
https://cccv.pentabarf.org/submission/28C3


