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=========================
    NEWS
=========================

ANONYMOUS ALL'ATTACCO DEL GOVERNO ITALIANO
http://vitadigitale.corriere.it/2011/06/24/anonymous-hacker-bunga-bunga-attacco-cybersquatting/
http://www.repubblica.it/tecnologia/2011/06/28/news/anonymus_agcom-18348847/
http://anonops-ita.blogspot.com/2011/06/operation-italian-internet-freedom.html

"DALLA PARTE DEL PAZIENTE. PRIVACY FAQ" - LA NUOVA GUIDA DEL GARANTE
http://www.garanteprivacy.it/garante/doc.jsp?ID=1812194

PROROGA DEI TERMINI PER L’ADEMPIMENTO DELLE PRESCRIZIONI DI CUI ALLA LETTERA A) DEL PROVVEDIMENTO DEL 24 FEBBRAIO 2011 RECANTE "MODELLI DI INFORMATIVA E DI RICHIESTA DI CONSENSO AL TRATTAMENTO DEI DATI PERSONALI RELATIVI AGLI ABBONATI AI SERVIZI DI TELEFONIA FISSA E MOBILE"
http://www.garanteprivacy.it/garante/doc.jsp?ID=1811916

PRESCRIZIONI IN MATERIA DI CIRCOLAZIONE DELLE INFORMAZIONI IN AMBITO BANCARIO E DI TRACCIAMENTO DELLE OPERAZIONI BANCARIE
http://www.garanteprivacy.it/garante/doc.jsp?ID=1813953

LINEE GUIDA IN TEMA DI TRATTAMENTO DI DATI PER LO SVOLGIMENTO DI INDAGINI DI CUSTOMER SATISFACTION IN AMBITO SANITARIO
http://www.garanteprivacy.it/garante/doc.jsp?ID=1812910

I TRIBUNALI ANGLOSASSONI ACCETTANO FACEBOOK PER L'INVIO DELLE NOTIFICHE
http://www.ilsole24ore.com/art/norme-e-tributi/2011-06-08/comunicazione-legale-tribunali-anglosassoni-164205.shtml?uuid=AaoIJCeD

"TROJAN DI STATO" - UN VIRUS PER PC INCHIODA BISIGNANI
http://www.repubblica.it/politica/2011/06/22/news/mail_spia_hacker-18041273/?ref=HREA-1&utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+rebus+%28Rebus%27+Digest%29

RELAZIONE GARANTE 2010
http://www.garanteprivacy.it/garante/doc.jsp?ID=1819504

MICROSOFT BREVETTA LE "INTERCETTAZIONI LEGALI"... E SKYPE
http://punto-informatico.it/3203039/PI/News/microsoft-un-brevetto-intercettarli-tutti.aspx
http://www.pcmag.com/article2/0,2817,2387815,00.asp
http://www.zdnet.com/blog/hardware/seriously-lets-not-start-panicking-over-microsofts-patent-to-intercept-skype-calls/13467
http://www.theregister.co.uk/2011/06/29/microsoft_skype/

PENTAGON TO RELEASE CYBER WARFARE STRATEGY
http://online.wsj.com/article/SB10001424052702304563104576355623135782718.html
http://www.guardian.co.uk/world/2011/may/31/washington-moves-to-classify-cyber-attacks
http://www.theregister.co.uk/2011/05/31/hacking_as_act_of_war/

ATTACK ON LOCKHEED MARTIN NETWORK LINKED TO RSA SECURID BREACH
http://www.bbc.co.uk/news/world-us-canada-13587785
http://www.theregister.co.uk/2011/05/27/lockheed_securid_hack_flap/
http://www.computerworld.com/s/article/9217126/Lockheed_Martin_acknowledges_significant_cyberattack?taxonomyId=17

GOOGLE THWARTS SPEAR PHISHING ATTACK AGAINST GOVERNMENT OFFICIALS
http://www.washingtonpost.com/business/technology/google-says-hackers-based-in-china-accessed-us-officials-gmail-accounts/2011/06/01/AGwgRmGH_story.html?hpid=z1
http://www.wired.com/threatlevel/2011/06/gmail-hack/

SECOND ANNUAL UK CYBER SECURITY CHALLENGE LAUNCHED
http://www.bbc.co.uk/news/technology-13615091



SKYPE PROTOCOL HAS BEEN REVERSE ENGINEERED
http://skype-open-source.blogspot.com/2011/06/skype-protocol-reverse-engineered.html

FIREFOX 4 FORENSICS
http://renaissancesecurity.blogspot.com/search/label/firefox%204

ELCOMSOFT BREAKS IPHONE E IPAD
http://blog.crackpassword.com/2011/05/elcomsoft-breaks-iphone-encryption-offers-forensic-access-to-file-system-dumps/
http://www.dfinews.com/article/elcomsoft-breaks-iphone-encryption
http://www.theregister.co.uk/2011/05/25/ios_4_encryption_cracked/

DROPBOX SECURITY BUG MADE PASSWORDS OPTIONAL FOR FOUR HOURS
http://techcrunch.com/2011/06/20/dropbox-security-bug-made-passwords-optional-for-four-hours/
http://blog.dropbox.com/?p=821

LULZSEC CLAIMS RESPONSIBILITY FOR ATTACK ON CIA PUBLIC SITE
http://www.bbc.co.uk/news/technology-13787229
http://www.theregister.co.uk/2011/06/16/cia_website_outage/
http://www.informationweek.com/news/security/cybercrime/230800019

EUROPEAN UNION COUNTRIES AGREE TO HARSHER CYBER CRIME PENALTIES
http://www.zdnet.co.uk/news/security-management/2011/06/13/eu-nations-give-nod-to-tougher-cybercrime-jail-terms-40093082/?tag=mncol;txt
http://www.siliconrepublic.com/strategy/item/22172-eu-agrees-to-tougher/

EU BANKS AND OTHER BUSINESSES WILL BE REQUIRED TO REPORT SERIOUS DATA BREACHES
http://www.theregister.co.uk/2011/06/21/viviane_reding_data_breaches_mandatory_notification/
http://www.h-online.com/security/news/item/EU-to-compel-banks-to-admit-serious-data-breaches-1265410.html

FBI THROWS A SCARE INTO DATACENTER SERVICE PROVIDERS
http://www.zdnet.com/blog/datacenter/fbi-throws-a-scare-into-datacenter-service-providers/884
http://www.pcmag.com/article2/0,2817,2387447,00.asp
http://latimesblogs.latimes.com/technology/2011/06/fbi-raids-server-knocks-hundreds-of-companies-offline-.html

EUROPEAN COMMISSION TELLS WEB COMPANIES TO FINALIZE DO-NOT-TRACK STANDARD
http://www.zdnet.co.uk/news/security-management/2011/06/22/eu-warns-web-firms-over-do-not-track-timescale-40093187/?s_cid=938
http://www.out-law.com/page-12022

[VIDEO] FORENSIC TESTIMONY @CASEYANTHONY TRIAL
http://www.wftv.com/caseyanthony/28083402/detail.html

=========================
    LINKS
=========================

BLOGS
http://www.forensicfocus.com/computer-forensics-blog
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer-forensics.sans.org/blog
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/
[ITA] http://pierluigiperri.com/

PODCASTS
http://cyberspeak.libsyn.com
http://forensic4cast.com/

WIKIS
http://www.forensicswiki.org
http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled_Training_Courses
http://www.forensicswiki.org/index.php?title=Upcoming_events

TOOLS



http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html 
http://www.mikesforensictools.co.uk/software.html
http://regripper.wordpress.com/ - NEW
http://code.google.com/p/regripperplugins/ - NEW

GOOGLE DIGITAL FORENSICS SEARCH
http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8

=========================
    TOOLS
=========================

F-RESPONSE AND X-WAYS FORENSICS BUNDLE
http://www.x-ways.net/cgi-bin/discus/show.cgi?1/3545

DEFT FORENSICS WITH XPLICO
http://www.informit.com/guides/content.aspx?g=security&seqNum=306

MD5DEEP v3.9.1
http://md5deep.sourceforge.net/

EPILOG (sw per il data recovey da db SQLite)
http://www.ccl-forensics.com/Software/epilog-from-ccl-forensics.html

ZIPDUMP - A library-free perl script to parse ZIP metadata by Francesco Picasso
http://code.google.com/p/zipdump/

JUMP LIST VIEWER
http://www.woanware.co.uk/?page_id=266

=========================
    PAPERS
=========================

SCIENTIFIC WORKING GROUP ON DIGITAL EVIDENCE (SWGDE) PUBLICATIONS: QUALITY ASSURANCE MANUAL AND STANDARD OPERATING PROCEDURES MANUAL.
http://www.swgde.org/documents/released-for-public-comment/swgde-qam-and-sop-manuals/

ATTI DELLA CONFERENZA “CYBERCOOPERATION, CYBERWARFARE AND CYBERSECURITY ON THE EVE OF THE 21ST CENTURY”
http://www.ttsecurity.net/2011/06/28/atti-della-conferenza-cybercooperation-cyberwarfare-and-cybersecurity-on-the-eve-of-the-21st-century/

CORSO COMPUTER FORENSICS - UNIV. DI CATANIA
http://www.dmi.unict.it/~battiato/CF1011/CF1011.html

SLIDES e AUDIO INTERVENTI DELL'EVENTO "e-PRIVACY 2011" DI FIRENZE
http://e-privacy.winstonsmith.org/

[LIBRO - ITA] COMPUTER FORENSICS PER MAC OS X, iPOD, iPHONE
Revisione Tecnica e Cura dell'Edizione Italiana di Pasquale Stirparo
http://www.fag.it/scheda.aspx?ID=38867
http://www.amazon.it/Computer-forensics-iPhone-DVD-ROM-DigitalLifeStyle/dp/8882339254/ref=sr_1_2?ie=UTF8&qid=1305901879&sr=1-2

SLIDES INTERVENTI DELL'EVENTO "HACKERS CORNER" DI PERUGIA
http://www.hackerscorner.org/

VERIZON 2011 DATA BREACH INVESTIGATIONS REPORT
http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2011_en_xg.pdf

CERIAS Tech Report 2010-27
A Field Test of Mobile Phone Shielding Devices
https://www.cerias.purdue.edu/assets/pdf/bibtex_archive/2010-27.pdf

=========================
       FORMAZIONE
=========================



=========================
    CONFERENCES & CFP
=========================

3rd IEEE INTERNATIONAL WORKSHOP ON COMPUTER FORENSICS IN SOFTWARE ENGINEERING (CFSE 11)
In conjunction with 35th Annual International Computer Software and Applications Conference (COMPSAC 11)
July 18-22, 2011 - Munich, Germany
http://compsac.cs.iastate.edu/cc_workshops.php

BLACKHAT USA 2011
Training: July 30 - August 2 | Briefings: August 3 - 4
Caesars Palace - Las Vegas, NV
http://blackhat.com/html/bh-us-11/bh-us-11-home.html

DFRWS - DIGITAL FORENSICS RESEARCH CONFERENCE 2011
August 1-3, 2011 - New Orleans, LA
http://www.dfrws.org/2011/

TECHNO-FORENSICS CONFERENCE
The Techno Forensics Conference is all about digital forensics, evidence collection, crime scene documentation, and e-Discovery. 
October 31 – November 1, 2011
Myrtle Beach Convention Center, Myrtle Beach, South Carolina

MIFOR 2011 - THE ACM WORKSHOP ON MULTIMEDIA IN FORENSICS AND INTELLIGENCE
November 28 - December 1, 2011 - Scottsdale, Arizona, USA
http://madm.dfki.de/mifor2010/MiFor2010.html


