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========================= 

NEWS 

========================= 

 

NORME IN MATERIA DI MISURE PER IL CONTRASTO AI FENOMENI DI CRIMINALITÀ 

INFORMATICA 

http://www.ictlex.net/?p=1239  

http://www.ictlex.net/?p=1234  

 

APPLICAZIONE DELLA DIRETTIVA 95/46/CE IN MATERIA DI PROTEZIONE DEI DATI 

http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2010/wp179_it.pd

f  

 

RICHARD STALLMAN: "LO SMARTPHONE, UNA PRIGIONE" 

http://gadget.wired.it/news/cellulari/2011/04/15/stallman-smartphone-

sogno-stalin.html#content  

 

SENTENZA ITALIANA CONTRO YAHOO! "BASTA LINK AI SITI DI FILM PIRATA" 

http://www.repubblica.it/tecnologia/2011/03/23/news/basta_link_a_siti_di_

film_pirata_una_sentenza_inibisce_yahoo_-14012819/?rss  

 

MAIL ANONIMA ADDIO, UN NUOVO ALGORITMO SCOPRE L'AUTORE 

http://lescienze.espresso.repubblica.it/articolo/articolo/1347036  

 

 

IDENTIFYING ANONYMOUS EMAIL AUTHORS 

http://www.concordia.ca/now/what-we-do/research/20110307/identifying-

anonymous-email-authors.php/  

http://www.schneier.com/blog/archives/2011/03/using_language.html  

http://www.sciencedirect.com/science?_ob=ArticleURL&_udi=B7CW4-4YW37G3-

1&_user=606302&_coverDate=10%2F31%2F2010&_rdoc=1&_fmt=high&_orig=gateway&

_origin=gateway&_sort=d&_docanchor=&view=c&_acct=C000031478&_version=1&_u

rlVersion=0&_userid=606302&md5=a369fb4ced004271f7e543be304d70c4&searchtyp

e=a  

 

CYBER ATTACKS HIT EUROPEAN COMMISSION 

http://www.theinquirer.net/inquirer/news/2036951/cyber-attacks-hit-

european-commission  
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EU CYBERSECURITY AGENCY ENISA GETS TOUGH ON BOTNETS 

http://www.infosecurity-us.com/view/16446/eu-cybersecurity-agency-enisa-

gets-tough-on-botnets/?utm_source=twitterfeed&utm_medium=twitter  

http://www.enisa.europa.eu/act/res/botnets/botnets-measurement-detection-

disinfection-and-defence  

 

DATA BREACH INVESTIGATIONS REPORT 

http://www.verizonbusiness.com/resources/reports/rp_data-breach-

investigations-report-2011_en_xg.pdf  

http://krebsonsecurity.com/2011/04/are-megabreaches-out-e-thefts-

downsized-in-2010/  

 

ACLU: MICHIGAN COPS STEALING DRIVERS' PHONE DATA 

http://news.cnet.com/8301-17938_105-20055431-1.html?tag=mncol;title  

 

MOLDOVAN FRAUD RING MASTERMIND ARRESTED 

http://www.net-security.org/secworld.php?id=10674  

 

INFECTED ANDROID APP RUNS UP BIG TEXTING BILLS 

http://www.computerworld.com/s/article/9211879/Infected_Android_app_runs_

up_big_texting_bills?taxonomyId=17  

 

SSD CONTROVERSY: FORENSIC CONCERNS WITH SOLID STATE DRIVES 

http://www.computerworld.com/s/article/9211519/Can_data_stored_on_an_SSD_

be_secured_  

http://news.techworld.com/security/3263093/ssd-fimware-destroys-digital-

evidence-researchers-find/  

http://news.techworld.com/storage/3262210/ssd-drives-difficult-to-wipe-

securely-researchers-find/  

http://www.myharddrivedied.com/presentations-resources/solid-state-

drives-will-ruin-forensics  

http://www.theregister.co.uk/2011/02/21/flash_drive_erasing_peril/  

 

IPHONE KEEPS RECORD OF EVERYWHERE YOU GO 

http://www.guardian.co.uk/technology/2011/apr/20/iphone-tracking-prompts-

privacy-fears  

http://petewarden.github.com/iPhoneTracker/  

 

GOOGLE REMOTELY REMOVES INFECTED APPS FROM ANDROID-BASED DEVICES 

http://www.h-online.com/security/news/item/Google-remotely-removes-

Android-malware-1203049.html  

http://www.theregister.co.uk/2011/03/07/google_remotely_kills_android_mal

ware_apps/  

"While the motives for what Google are doing are good I do find 

it disconcerting that an organisation has the ability to remotely 

control what applications I run on my system.  Given that many 

smartphone devices probably also contain sensitive data this is an 

additional reason to insist that people encrypt any data they store on 

such devices." B. Honnan 

 

DUTCH COURTS: WI-FI 'HACKING' IS NOT A CRIME 

http://www.theregister.co.uk/2011/03/21/wi_fi_hacking_holland/  
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RSA COMPROMISED 

http://taosecurity.blogspot.com/2011/03/initial-thoughts-on-rsa-apt.html  

http://securosis.com/blog/rsa-breached-secureid-affected  

http://www.wired.com/threatlevel/2011/03/rsa-hacked/  

http://www.bostonherald.com/business/technology/general/view/2011_0317emc

_division_rsa_warns_of_security_breach/srvc=home&position=recent  

http://blogs.computerworld.com/17995/rsa_securid_hacked_2fa_fob_and_softw

are_compromise  

 

MYSQL.COM COMPROMISED THROUGH BLIND SQL INJECTION ATTACK 

http://www.computerworld.com/s/article/9215249/MySQL_Web_site_falls_victi

m_to_SQL_injection_attack?taxonomyId=17  

http://www.h-online.com/security/news/item/MySQL-allegedly-hacked-via-

SQL-injection-1216281.html  

 

SURVEY ON CLOUD FORENSICS 

http://surveys.zu.ac.ae/TakeSurvey.aspx?PageNumber=1&SurveyID=8lKL4p85&Pr

eview=true  

 

HEARING DATE SET FOR WIKILEAKS TWITTER DATA DEMAND APPEALS 

http://www.wired.com/threatlevel/2011/03/wikileaks-twitter-again/  

http://www.wired.com/images_blogs/threatlevel/2011/03/objection.pdf  

http://news.cnet.com/8301-31921_3-20047315-281.html  

 

 

========================= 

LINKS 

========================= 

 

Blogs 

http://www.forensicfocus.com/computer-forensics-blog  

http://www.forensicblog.org  

http://windowsir.blogspot.com  

http://computer-forensics.sans.org/blog - "NEW" 

http://computer.forensikblog.de/en/  

http://www.forensickb.com  

http://www.forensicinnovations.com/blog  

http://forensicsfromthesausagefactory.blogspot.com/  

http://ericjhuber.blogspot.com/  

http://consoleforensics.com/  

http://www.forensicphotoshop.blogspot.com/  

[ITA] http://pierluigiperri.com/  

 

Podcasts 

http://cyberspeak.libsyn.com  

http://forensic4cast.com/  

 

Wikis 

http://www.forensicswiki.org  

http://www.forensicwiki.com  

http://www.forensicswiki.org/wiki/Scheduled_Training_Courses  

http://www.forensicswiki.org/index.php?title=Upcoming_events  
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Tools 

http://www.opensourceforensics.org/  

http://www.cftt.nist.gov/  

http://computercrimeinfo.com/info.html  

http://www.mikesforensictools.co.uk/software.html - "NEW" 

 

Google Digital Forensics Search 

http://www.google.com/cse/home?cx=011905220571137173365:7eskxxzhjj8 - 

"NEW" 

 

 

========================= 

TOOLS 

========================= 

 

LINUX SUPPORT FOR VOLATILITY 

http://dfsforensics.blogspot.com/2011/03/bringing-linux-support-to-

volatility.html  

 

IPHONE TRACKER 

http://petewarden.github.com/iPhoneTracker/  

 

 

========================= 

PAPERS 

========================= 

 

PRIVACY, SICUREZZA, SEGRETO di G. Ziccardi 

http://www.ziccardi.org/slides/luccazic.pdf  

 

ASSESSING PRIVACY RISKS FROM FLASH COOKIES 

http://www.sans.edu/student-files/projects/assessing-privacy-risks-

jordan-fuller.pdf  

 

MINING WRITEPRINTS FROM ANONYMOUS E-MAILS FOR FORENSIC INVESTIGATION 

http://www.sciencedirect.com/science?_ob=ArticleURL&_udi=B7CW4-4YW37G3-

1&_user=606302&_coverDate=10%2F31%2F2010&_rdoc=1&_fmt=high&_orig=gateway&

_origin=gateway&_sort=d&_docanchor=&view=c&_acct=C000031478&_version=1&_u

rlVersion=0&_userid=606302&md5=a369fb4ced004271f7e543be304d70c4&searchtyp

e=a  

 

CYBERWAR AS A CONFIDENCE GAME 

http://webcache.googleusercontent.com/search?q=cache:http://www.au.af.mil

/au/ssq/2011/spring/libicki.pdf  

 

 

========================= 

       FORMAZIONE 

========================= 

 

SANS SECURE EUROPE 2011 

May 9-21, 2011 - Amsterdam, Netherland 

http://www.sans.org/info/69819  
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========================= 

    CONFERENCES & CFP 

========================= 

 

IMF 2011 - 6TH INTERNATIONAL CONFERENCE ON IT SECURITY INCIDENT 

MANAGEMENT & IT FORENSICS 

May 10-12, 2011 - Stuttgart, Germany 

http://www.imf-conference.org/  

                    

SWISS CYBER STORM 3 

May 12-15, 2011 - Rapperswil, Switzerland 

http://media.hacking-lab.com/scs3/CFP_Swiss_Cyber_Storm_3.pdf  

 

ADFSL 2011 CONFERENCE ON DIGITAL FORENSICS, SECURITY AND LAW 

May 25-27, 2011 - Richmond, Virginia USA 

http://www.digitalforensics-conference.org  

 

SANS WHAT WORKS IN DIGITAL FORENSICS AND INCIDENT RESPONSE SUMMIT 

June 7-8, 2011 - Omni Hotel, Austin, Texas. 

https://www.sans.org/forensics-incident-response-summit-2011  

 

2011 SLEUTH KIT AND OPEN SOURCE DIGITAL FORENSICS CONFERENCE 

June 14, 2011 - McLean, VA 

http://www.osdfcon.org/  

 

2011 INTERNATIONAL CONFERENCE ON INFORMATION AND COMMUNICATION 

TECHNOLOGIES IN FORENSICS 

June 20-23, 2011 - Salvador, Bahia, Brazil 

Paper submission deadline: March 1, 2011 

http://www.ICTinForensics.org/  

 

3rd IEEE INTERNATIONAL WORKSHOP ON COMPUTER FORENSICS IN SOFTWARE 

ENGINEERING (CFSE 11) 

In conjunction with 35th Annual International Computer Software and 

Applications Conference (COMPSAC 11) 

July 18-22, 2011 - Munich, Germany 

http://compsac.cs.iastate.edu/cc_workshops.php  

 

DFRWS - DIGITAL FORENSICS RESEARCH CONFERENCE 2011 

August 1-3, 2011 - New Orleans, LA 

http://www.dfrws.org/2011/  

 

ICDF2C - 3RD INTERNATIONAL ICST CONFERENCE ON DIGITAL FORENSICS & CYBER 

CRIME  

October 26-28, 2011 - Dublin, Ireland 

http://www.d-forensics.org/index.shtml  

 

TECHNO-FORENSICS CONFERENCE 

The Techno Forensics Conference is all about digital forensics, evidence 

collection, crime scene documentation, and e-Discovery.  

October 31 – November 1, 2011 

Myrtle Beach Convention Center, Myrtle Beach, South Carolina 

Call for Papers Deadline: March 25, 2011 
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