NAANANANANNN DIGITAL FORENSICS ALUMNI ////////////

Newsletter 5 - Marzo 2011

NANNNNNNNNNNNNNNNNNNNNNNNSLL// 7777777777777 777777

Indice:

- News

- Links

Tools

- Papers

- Formazione

- Conferences e Call for Papers

o U w N
|

R i e i b b b SR A I b b b e AR I b i b b A A I b b b A AR b b b S S dh  dh b b i b b b 4 4

NEWS

L’ AVVOCATO NELLA NUVOLA: DROPBOX, IL CLOUD STORAGE E LA TUTELA DELLA
PRIVACY.
http://www.iavvocato.eu/?p=510

CYBERSPACE LAW IN ITALY
http://pierluigiperri.com/

GOVERNO.IT: SITO ATTACCATO E MODIFICATA ANCHE LA HOMEPAGE. L'IMMAGINE E T
MOTIVI
http://www.webmasterpoint.org/news/governoit-sito-attaccato-e-modificata-
anche-la-homepage-limmagine-e-i-motivi p38842.html

CRIMINALITA' INFORMATICA PUNTA SU TRANSAZIONI ONLINE
http://www.asca.it/news-

TLC POSTE CRIMINALITA INFORMATICA PUNTA SU TRANSAZIONI ONLINE-989215-
ORA-.html
http://www.scribd.com/doc/49339270/2011-EECTF-European-Cyber-Crime-Survey

RINVENIMENTO FLOPPY DISK CONTABILITA IN NERO AMMISSIBILITA
http://www.fiscoediritto.it/page/CORTE-DI-CASSAZIONE---SENTENZA-11-
FEBBRAIO-20112c-N-3326.aspx

CASSAZIONE: SOFTWARE NON ORIGINALE IN AMBITO PROFESSTIONALE NON
COSTITUISCE ILLECITO PENALE
http://www.penale.it/page.asp?mode=1&IDPag=910

UE, PEDOWEB DA ESTIRPARE ALLA FONTE
http://punto-informatico.it/3090827/PI/News/ue-pedoweb-estirpare-alla-
fonte.aspx

ANONYMOUS AND HBGARY: THE INSIDE STORY
http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-
inside-story-of-the-hbgary-hack.ars
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http://arstechnica.com/tech-policy/news/2011/02/black-ops-how-hbgary-
wrote-backdoors—-and-rootkits-for-the-government.ars

LIBYA CUTS INTERNET, BAHRAIN RESTRICTS TRAFFIC
http://www.computerworld.com/s/article/9210440/Update As violence escalat
es Libya cuts off the Internet?taxonomyIld=17
http://www.zdnet.com/blog/networking/libya-turns-off-the-internet-and-
the-massacres-begin/711
http://www.nytimes.com/2011/02/15/world/15clinton.html? r=2&hp

GUILTY PLEA IN EBAY FRAUD CASE

http://www.justice.gov/opa/pr/2011/February/ll-crm-206.html

http://www.theregister.co.uk/2011/02/18/romanian auction fraudster pleads
guilty/

"SPECTACULAR" CYBER ATTACK GAINS ACCESS TO FRANCE'S G20 FILES
http://spectrum.ieee.org/riskfactor/telecom/internet/spectacular-cyber-
attack-gains-access-to-frances-g20-

files?utm source=feedburner&utm medium=feed&utm campaign=Feed%3A+IeeeSpec
trum+%28IEEE+Spectrum%29

NEW TECHNOLOGY HINDERS FBI WIRETAPS
http://www.securecomputing.net.au/News/248715, fbi-eyes-p2p-webmail-for-
wire-tapping.aspx

http://www.computerworld.com/s/article/9210121/FBI Web based services hur
ting wiretapping efforts?taxonomyId=84

FRAUNHOFER SIT RESEARCHERS STEAL IPHONE PASSWORDS IN SIX MINUTES [VIDEO]
http://www.funkyspacemonkey.com/fraunhofer-sit-researchers—-steal-iphone-
passwords-minutes-video

SOLID STATE DRIVE (SSD) WIPING, SANITIZATION, ERASING

ITA

http://www.macitynet.it/macity/articolo/I-firmware-dei-drive-SSD-
complicano-il-lavoro-degli-esperti-di-informatica-forense/aA49777
http://www.zeusnews.com/index.php3?ar=stampa&cod=14293

ENG

http://nvsl.ucsd.edu/sanitize/
http://www.theregister.co.uk/2011/03/01/self destructing flash drives/

MOZILLA ADDS "DO NOT TRACK" FEATURE TO FIREFOX 4
http://www.computerworld.com/s/article/9208944/Mozilla adds Do Not Track
to newest Firefox 4 beta?taxonomyId=84

AURORA, TIRAN, COINCIDENCE?
http://community.controlglobal.com/content/aurora-iran—-coincidence

MAN BECOMES FIRST PERSON JAILED FOR "BLOG STALKING"
http://thenextweb.com/uk/2011/03/10/man-becomes-first-person-jailed-for-
stalking-by-

blog/?utm source=feedburner&sutm medium=feed&utm campaign=Feed%3A+TheNextW
ebUk+%28The+Next+Web+UK%29
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KEYSTROKE LOGGERS FOUND ON LIBRARY COMPUTERS
http://www.scmagazineuk.com/keyloggers-found-plugged-into-library-
computers/article/196936/

LINKS

Blogs
http://www.forensicfocus.com/computer-forensics-blog
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/
http://consoleforensics.com/
http://www.forensicphotoshop.blogspot.com/

[ITA] http://pierluigiperri.com/

Podcasts
http://cyberspeak.libsyn.com
http://forensicé4cast.com/

Wikis

http://www.forensicswiki.org

http://www.forensicwiki.com
http://www.forensicswiki.org/wiki/Scheduled Training Courses
http://www.forensicswiki.org/index.php?title=Upcoming events

Tools

http://www.opensourceforensics.org/
http://www.cftt.nist.gov/
http://computercrimeinfo.com/info.html - "NEW"

TOOLS

MFT VIEW by Sanderson Forensics
http://www.sandersonforensics.com/forum/content.php?133-MFTView

WINDOWS NTFS METADATA EXTRACTOR UTILITY by TZWorks
http://www.tzworks.net/prototype page.php?proto id=12

MFT.PL by Harlan Carvey
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PAPERS

RELIABLY ERASING DATA FROM FLASH-BASED SOLID STATE DRIVES
http://www.usenix.org/events/fastll/tech/tech.html#Wei

SOLID STATE DRIVES: THE BEGINNING OF THE END FOR CURRENT PRACTICE IN
DIGITAL FORENSIC RECOVERY?
http://www.jdfsl.org/subscriptions/JDFSL-V5N3-Bell.pdf

LOST IPHONE? LOST PASSWORDS! PRACTICAL CONSIDERATION OF IOS DEVICE
ENCRYPTION SECURITY

http://www.sit.fraunhofer.de/Images/sc iPhone%20Passwords tcm501-
80443 .pdf

MOBILE FORENSICS - TEMPLATE REPORT
http://www.scribd.com/collections/2784665/Forms

ANDROID FORENSICS: SIMPLIFYING CELL PHONE EXAMINATIONS
http://www.ssddfj.org/papers/SSDDFJ V4 1 Lessard Kessler.pdf

[LIBRO] HACKERS - IL RICHIAMO DELLA LIBERTA di G. Ziccardi
http://www.marsilioeditori.it/catalogo/libro/3170925-hacker

[ITA] WIKI... LEAKS... PEDIA
http://www.socialnews.it/social news pdf/2011febbraio.pdf

FORMAZIONE

CORSO INTENSIVO DI COMPUTER & MOBILE FORENSICS - IISFA

29/03/2011 - 31/03/2011, 09:00 - 18:00

Elea - Milano
http://iisfa.net/index.php?view=details&id=65%3ACORSO+INTENSIVO+DI+COMPUT
ER+&MOBILE FORENSICS =&option=com eventlist&Itemid=65

SAMINARIO IISFA: ANALISI FORENSE FILE SHARING-IMAGE&VIDEO FORENSICS
08/04/2011, 14:30 - 18:30

Cassa Nazionale Forense - Sala Conferenze - Roma

ore 14.30-16.30

Michele Ferrazzano - Dottorando in informatica giuridica - Universita di
Bologna - "Analisi forense massiva del file sharing a mezzo emule"

ore 16.30-18.30

Prof Sebastiano Battiato - Universita di Catania

"Image and Video Forensics: Casi di studio"
http://iisfa.net/index.php?view=details&id=64%3AAnalisi+forense+file+shar
ing%E2%80%93Image&Video Forensics=&option=com eventlist&Itemid=63
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CONFERENCES & CEP

SANS SECURE EUROPE 2011
May 9-21, 2011 - Amsterdam, Netherland
http://www.sans.org/info/69819

IMF 2011 - 6TH INTERNATIONAL CONFERENCE ON IT SECURITY INCIDENT
MANAGEMENT & IT FORENSICS

May 10-12, 2011 - Stuttgart, Germany
http://www.imf-conference.org/

SWISS CYBER STORM 3
May 12-15, 2011 - Rapperswil, Switzerland
http://media.hacking-lab.com/scs3/CFP Swiss Cyber Storm 3.pdf

ADFSL 2011 CONFERENCE ON DIGITAL FORENSICS, SECURITY AND LAW
May 25-27, 2011 - Richmond, Virginia USA
http://www.digitalforensics—-conference.org

SANS WHAT WORKS IN DIGITAL FORENSICS AND INCIDENT RESPONSE SUMMIT
June 7-8, 2011 - Omni Hotel, Austin, Texas.
https://www.sans.org/forensics-incident-response-summit-2011

2011 SLEUTH KIT AND OPEN SOURCE DIGITAL FORENSICS CONFERENCE
June 14, 2011 - McLean, VA
http://www.osdfcon.org/

2011 INTERNATIONAL CONFERENCE ON INFORMATION AND COMMUNICATION
TECHNOLOGIES IN FORENSICS

June 20-23, 2011 - Salvador, Bahia, Brazil

Paper submission deadline: March 1, 2011
http://www.ICTinForensics.org/

3rd IEEE INTERNATIONAL WORKSHOP ON COMPUTER FORENSICS IN SOFTWARE
ENGINEERING (CFSE 11)

In conjunction with 35th Annual International Computer Software and
Applications Conference (COMPSAC 11)

July 18-22, 2011 - Munich, Germany

http://compsac.cs.iastate.edu/cc workshops.php

DFRWS - DIGITAL FORENSICS RESEARCH CONFERENCE 2011
August 1-3, 2011 - New Orleans, LA
http://www.dfrws.org/2011/

TECHNO-FORENSICS CONFERENCE

The Techno Forensics Conference is all about digital forensics, evidence
collection, crime scene documentation, and e-Discovery.

October 31 - November 1, 2011

Myrtle Beach Convention Center, Myrtle Beach, South Carolina

Call for Papers Deadline: March 25, 2011
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