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      NEWS
=========================

IMMAGINI PEDOPORNOGRAFICHE VIRTUALI: PRIMO CASO DI CONDANNA
http://www.corriere.it/cronache/10_novembre_23/pedopornografia-immagini-
virtuali-primo-caso-condanna_8bce5d6c-f721-11df-ba4f-00144f02aabc.shtml
http://www.leggo.it/articolo.php?id=92423&sez=ITALIA
http://www.tgcom.mediaset.it/cronaca/articoli/articolo496592.shtml

MODIFICATI ARTT. 1 e 19 DEL CODICE PRIVACY
Art. 1. Diritto alla protezione dei dati personali
Art. 19. Principi applicabili al trattamento di dati diversi da quelli 
sensibili e giudiziari
http://www.garanteprivacy.it/garante/doc.jsp?ID=1311248

CONDANNATI AL CARCERE I FONDATORI DI "PIRATE BAY"
http://www.lastampa.it/_web/cmstp/tmplrubriche/tecnologia/grubrica.asp?
ID_blog=30&ID_articolo=8380&ID_sezione=38&sezione=
http://punto-informatico.it/3046042/PI/News/appello-the-pirate-bay-
colpevoli.aspx

CDM ABOLISCE DECRETO PISANU: WI-FI LIBERO DA GENNAIO
http://www.zeusnews.com/index.php3?ar=stampa&cod=13408

CASO WIKILEAKS
Ita
http://punto-informatico.it/cerca.aspx?s=wikileaks&t=4
http://sitesearch.corriere.it/forward.jsp?q=wikileaks
http://ricerca.repubblica.it/repubblica?
query=wikileaks&amp;view=repubblica
Eng
http://www.wired.com/threatlevel/2010/12/shield/
http://www.scribd.com/doc/44561925/Shield-Act (Testo dello SHIELD Act)
http://www.businessweek.com/news/2010-12-07/wikileaks-assange-denied-
bail-in-u-k-extradition.html
http://www.dailymail.co.uk/news/article-1335888/WikiLeaks-Julian-
Assange-release-damaging-secrets-killed-arrested.html
http://topics.nytimes.com/top/reference/timestopics/organizations/w/
wikileaks/index.html?offset=0&s=newest
http://www.scmagazineuk.com/amazon-chooses-to-stop-hosting-wikileaks-as-
cables-circulate-on-bit-torrent/article/192039/
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STUXNET SUSPECTED TO BE BEHIND IRANIAN NUCLEAR SETBACK
WAS IRAN’S STUXNET EXPERT ASSASSINATED??
http://www.msnbc.msn.com/id/40323245/ns/world_news-mideastn_africa/
http://www.reuters.com/article/idUSTRE6AS4MU20101129
http://www.tofinosecurity.com/blog/iran-confirms-stuxnet-impacts-their-
centrifuges-was-iran’s-stuxnet-expert-assassinated
http://www.debka.com/article/20406/
http://www.guardian.co.uk/world/2010/nov/29/iranian-nuclear-scientists-
attack-claims

STUXNET APPEARS TO TARGET FREQUENCY CONVERTER DRIVES
http://isc.sans.edu/diary.html?storyid=9934
http://www.wired.com/threatlevel/2010/11/stuxnet-clues/
http://www.computerworld.com/s/article/9196458/
New_Stuxnet_clues_suggest_sabotage_of_Iran_s_uranium_enrichment_program?
taxonomyId=17
http://www.eweek.com/c/a/Security/New-Stuxnet-Details-May-Shed-Light-on-
True-Target-709839/
http://www.theregister.co.uk/2010/11/15/stuxnet_jigsaw_completed/

CHINA TELECOM DENIES INTERNET TRAFFIC HIJACKING ALLEGATIONS
http://www.nytimes.com/2010/11/18/world/asia/18intel.html?ref=technology
http://www.computerworld.com/s/article/9197019/
Update_Report_sounds_alarm_on_China_s_rerouting_of_U.S._Internet_traffic
?taxonomyId=17
http://www.bbc.co.uk/news/technology-11773146
http://www.theregister.co.uk/2010/11/17/bgp_hijacking_report/
http://www.renesys.com/blog/2010/11/chinas-18-minute-mystery.shtml

CYBER EUROPE 2010: EXPERTS RUN LARGE CYBER ATTACK SIMULATION EXERCISE
http://www.net-security.org/secworld.php?id=10101

SCADA SECURITY AND TERRORISM: THE X-FORCE REPORT
http://www.networkworld.com/newsletters/sec/2010/111510sec1.html?
source=NWWNLE_nlt_security_strategies_2010-11-16&goback=
%2Egde_1629767_member_35204561

FORMER HOSPITAL EMPLOYEE ALLEGEDLY STOLE AND SOLD PATIENT DATA
http://www.infosecurity-us.com/view/13963/florida-hospital-admits-to-
data-breach-affecting-1500-patients/
http://www.tmcnet.com/usubmit/2010/11/11/5133263.htm

SWEDEN CONSIDERS DATA RETENTION LEGISLATION
http://www.stockholmnews.com/more.aspx?NID=6254
http://www.thelocal.se/30150/20101111/

PHONES IN CHINA INFECTED WITH MALWARE
http://www.informationweek.com/news/security/attacks/showArticle.jhtml?
articleID=228200648&cid=RSSfeed_IWK_All

GEOGRAPHIC DATA AS EVIDENCE FROM IPHONE/IPOD DUMPS & BACKUPS
http://www.forensicfocus.com/index.php?name=Forums&file=viewtopic&t=6758

FORMER IT WORKER SENTENCED FOR STEALING AND USING CO-WORKERS' IDs
http://www.theregister.co.uk/2010/10/29/
sysadmin_jailed_amazon_shopping_voucher_scam/
http://www.pcworld.com/businesscenter/article/209157/
it_worker_gets_prison_after_stealing_data_for_online_surveys.html
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ANDROID MARKET BANS SPYWARE APP
http://www.nytimes.com/external/readwriteweb/2010/11/01/01readwriteweb-
google-boots-spyware-app-from-android-marke-88079.html?ref=technology
http://economictimes.indiatimes.com/tech/internet/Google-bans-phone-
apps-used-in-spying/articleshow/6841699.cms

DISGRUNTLED FORMER EMPLOYEE DRAWS PRISON SENTENCE FOR DELETING FILES
http://www.computerworld.com/s/article/9194027/
IT_director_gets_jail_term_for_hacking_former_employer_s_site?
taxonomyId=17
http://www.theregister.co.uk/2010/11/01/it_director_revenge_hack/
http://www.justice.gov/usao/vae/Pressreleases/10-OctoberPDFArchive/
10/20101029transmarxnr.html

FACEBOOK BANS DEVELOPERS FOR SELLING USER IDS
http://www.nytimes.com/external/readwriteweb/2010/11/01/01readwriteweb-
facebook-declares-zero-tolerance-for-data-b-40638.html?ref=technology
http://www.computerworld.com/s/article/9194199/
Facebook_hits_developers_that_passed_user_IDs_to_data_broker?
taxonomyId=17
http://www.bbc.co.uk/news/technology-11665120

=========================
     LINKS
=========================

Blogs
http://www.forensicfocus.com/computer-forensics-blog
http://www.forensicblog.org
http://windowsir.blogspot.com
http://computer.forensikblog.de/en/
http://www.forensickb.com
http://www.forensicinnovations.com/blog
http://forensicsfromthesausagefactory.blogspot.com/
http://ericjhuber.blogspot.com/

Podcasts
http://cyberspeak.libsyn.com

Wikis
http://www.forensicswiki.org
http://www.forensicwiki.com

=========================
     TOOLS
=========================

MALWARE ANALYZER 2.7
http://code.google.com/p/malwareanalyzer/

STUXNET SCANNER TOOL
http://blog.trendmicro.com/stuxnet-scanner-a-forensic-tool/

THUMBSPLUS 7
http://www.cerious.com/thumbnails.shtml

FORENSIC IMAGE VIEWER
http://www.sandersonforensics.com/content.asp?page=103
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OSFORENSICS beta
http://www.osforensics.com/

OPEN SOURCE IPHONE ANALYZER TOOL
http://mobileforensics.wordpress.com/2010/11/15/open-source-iphone-tool/

DEFT 6 RELEASE CANDIDATE
http://www.deftlinux.net/2010/12/05/400/

=========================
    PAPERS
=========================

COUNCIL OF EUROPE: Training on cybercrime and electronic evidence FOR 
JUDGES, PROSECUTORS AND LAW ENFORCEMENT
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/
Documents/Training/default_en.asp

DATA EXTRACTION FROM A PHYSICAL DUMP
http://www.forensicfocus.com/data-extraction-from-a-physical-dump

MY CAT DID IT – HONEST, GUV! by Sam Raincock
http://www.forensicfocus.com/sam-raincock

DIGITAL FORENSICS: DETECTING TIME STAMP MANIPULATION
http://computer-forensics.sans.org/blog/2010/11/02/digital-forensics-
time-stamp-manipulation/?
utm_source=rss&utm_medium=rss&utm_campaign=digital-forensics-time-stamp-
manipulation

UPDATED IPHONE FORENSICS WHITE PAPER
http://viaforensics.com/education/white-papers/iphone-forensics/

=========================
       FORMAZIONE
=========================

IV edizione del CORSO DI PERFEZIONAMENTO IN COMPUTER FORENSICS E 
INVESTIGAZIONI DIGITALI
http://forensics.typepad.com/

II edizione del CORSO DI FORMAZIONE in DIRITTO PENALE DELL'INFORMATICA 
(e delle SCIENZE INVESTIGATIVE INFORMATICHE)
http://www.masterlumsa.it/corsi/corsi-formazione/diritto-penale-
dellinformatica.html

=========================
    CONFERENCES & CFP
=========================

SANS WHAT WORKS IN DIGITAL FORENSICS AND INCIDENT RESPONSE SUMMIT
7-8 Giugno 2011
Omni Hotel, Austin, Texas.
Iscrizioni aperte. Iscrivendosi entro il 31 Dicembre 2010 (usando il 
codice FOR2011) è possibile ottenere un ulteriore sconto del 15%. Per 
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ulteriori infor visitare https://www.sans.org/forensics-incident-
response-summit-2011

SWISS CYBER STORM 3
Rapperswil, Switzerland, 12-15 MAY 2011
http://media.hacking-lab.com/scs3/CFP_Swiss_Cyber_Storm_3.pdf

ADFSL 2011 CONFERENCE ON DIGITAL FORENSICS, SECURITY AND LAW
Richmond, Virginia USA, 25-27 May 2011
http://www.digitalforensics-conference.org

2011 INTERNATIONAL CONFERENCE ON INFORMATION AND COMMUNICATION
TECHNOLOGIES IN FORENSICS
June 20-23, 2011
Salvador, Bahia, Brazil
Paper submission deadline: March 1, 2011
http://www.ICTinForensics.org/

DIGITAL FORENSICS RESEARCH CONFERENCE 2011 CALL FOR PAPERS
The 11th Annual DFRWS Conference will be held in New Orleans, LA from
August 1 to 3, 2011.
http://www.dfrws.org/2011/ 
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