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Incidente Informatico

e RFC 2350: Expectations for Computer Security Incident Response

* Un evento che compromette aspetti della sicurezza dei computer e delle reti,

con almeno uno dei seguenti fattori:

perdita di confidenzialita
delle informazioni

compromissione dell’integrita
delle informazioni

interruzione di servizio

utilizzo inappropriato di servizi,
sistemi, informazioni

danneggiamento di sistemi
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e Approccio strutturato e organizzato
alla gestione delle conseguenze
di un incidente informatico

e Fasi standard [SANS]: preparazione, identificazione,
contenimento, rimozione, recupero, apprendimento

e Non si usa I’accetta ma... attenzione a non esagerare
con la “response” (esempio di perizia forenZe)
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First Responder

» Tipicamente il soggetto che arriva per primo
sulla scena:

 Identifica gli oggetti

* Preserva la scena e i dati
» Raccoglie le informazioni
e Crea una relazione

» Appone eventualmente i sigilli
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Alcune linee guida

« RFC 3227: Guidelines for Evidence Collection and Archiving
* Procedere metodicamente

« Catturare un’immagine completa del sistema
« Minimizzare le modifiche ai dati

* |solare se necessario il sistema

 Prima si raccoglie, poi si analizza

* Procedere in ordine di volatilita

« Garantire la catena di custodia
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i | - pdeft
Di cosa abbiamo bisogno

Organizzazione

Strumento personalizzabile che non richieda ricompilazione

Raccolta di applicativi ottimizzati per Incident Response

Strumento di controllo dell'integrita degli applicativi

Log delle attivita svolte

Possibilmente read-only
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The “dart” side of DEFT

gdart

Digital Advanced Response Toolkit
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DART 2 -2014

DART ¢ la collezione di programmi portabili per live
forensics inclusa nel sistema DEFT (www.deftlinux.net)

Oltre 300 programmi per ogni versione di VWWindows, per Linux
e per Mac O5X

Ulteriore corposa sezione di programmi command line
Permesso esclusivo fornito da diversi sviluppatori per la
distribuzione del loro tool in DEFT/DART (ViaForensics,
MonSools, CrowdInspect, Mandiant, Belkasoft, Carvey, ASH368,
CyberMarshall, etc...)

Istruzioni e script per Il completamento del pacchetto con |
software non ridistribuibili
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Adeft

azione

Launcher

- Categorizzazione del software:
Acquisizione
- Data Recovery
RO SICS
* Incident Response
- Networking
» Password
Visualize
- Utility
Descrizione di ogni tool
Rircerca veloce
Verifica dell'integrita degli eseguibll
Logging delle applicazioni lanciate con timestamp
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azione

Potenzialita

* Acquisizione memorie di massa

* Dump memoria RAM

» (Calcolo di hash

* Analisi processi

» Analisi traffico di rete

* Analisi registro di Windows

 Antimalware e Antirootkit

* Time line degli eventi del sistema o del filesystem
* Analisi navigazione Internet e posta elettronica

» Password cracking
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pdeft

Precauzioni

» Vanno bene I controlli di integrita sui binari ma, se possibile,
utilizzare supporto read-only

.
USB WnteProtector
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XML

<?xml version="1.0"7>
<deft_extra lang="en'">
<alert label="alert">
<text><! [CDATA [WARNING!! You will run these tools in a Live Windows environment. Th
</alert>
<about label="About">
<text><! [CDATA[About...]]></text>
</about>
<apps_groups>
<group label="Acquire" id="1" ico="dart\icons\text-x-copying.png'>
<group label="Burn" id="2"> @D </group>
<group label="Copy" id="3"> @D </group>
<group label="Image" id="4"> @D </group>
</group>
<group label="Data Recovery" id="5" ico="dart\icons\edit-undelete.png"> @D </group>
<group label="Forensics" id="6" ico="dart\icons\Forensics.png'"> @D </group>
<group label="Incident Resp." id="17" ico="dart\icons\preferences-desktop-notification
<group label="Networking" 1id="21" ico="dart\icons\preferences-system-network-2.png">@
<group label="Password" id="22" ico="dart\icons\password.png'> @D </group>
<group label="Visualize" id="25" ico="dart\icons\eye.png.png"> @D </group>
<group label="Utility" id="29" ico="dart\icons\perian.png"> @D </group>
</apps_groups>
</deft_extra>
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XML

<apps_groups>
<group label="Acquire" id="1" ico="dart\icons\text-x-copying.png'>
<group label="Burn" id="2"> @D </group>
<group label="Copy" id="3"> @D </group>
<group label="Image" id="4">
<app tags="duplicate" label="FTK Imager"
exepath="dart\apps\Acquire\Image\FtkImager\FTK Imager.exe"
md5hash="aa6c8e9233b43ea7ef013d0e3ad71e7b">
<text><! [CDATA[The Forensic Toolkit Imager (FTK Imager) is a commercial forensic
imaging software package distributed by AccessData. FTK Imager supports storage of disk
images in EnCase's or SMART's file format, as well as in raw (dd) format. With Isobuster
technology built in, FTK Imager Images CD's to a ISO/CUE file combination. This also
includes multi and open session CDs.<br>]]></text>
</app>
<app tags="ram" label="DumpIt" exepath="dart\apps\IR\RAM\moonsols\DumpIt.exe"
md5hash="84f0feb07beae896d471f45527d781b0"> @D </app>
<app tags="ram,dump,duplicate,analysis" label="Nigilant32"
exepath="dart\apps\Acquire\Image\Nigilant32.exe"
md5hash="7b6056b9df7e16a6e6394659c075411e"> @D </app>
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Copyright restrictions...

’,

' T0-DO - Blocco note o[- )
File Modifica Formato Visualizza 7

pue to copyright restrictions, some essential pieces of software cannot be -
included in the Incident Response section of DART. )
In order to work properly, some toolkits need to be completed by the final user:

1) mac-ir.sh (\aﬁps\IR\mac)
To create a toolkit for live IR on 0sX, we recommend to follow the instructions

Rub]ished by Tom webb on his blog:
ttps://irhowto.wordpress.com/2010/08/07 /creating-a-os-x-1ive-ir-cd-rom/
Obviously, you need to collect the binaries from a fully trusted machine.

2) sysinternals suite (\apps\IR\SysInternals)

pownload the latest version of Sysinternalssuite.zip from
http://technet.microsoft. com/it-it/sysinternals/bb842062
and unzip it 1in \apps\IR\SysInternals.

3) tr3secure (\apps\IR\tr3secure)
Follow the instructions included in the \apps\IR\tr3secure\read_me.txt file.

other tools you probably want in your toolchest:

- EDD
http://info.magnetforensics.com/encrypted-disk-detector

- TZwork Products
http://www. tzworks. net/download_1links. php i3
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&=/ Immagini
o Musica
B video

A

-

4 Unita DVD (D:) DEFT_8
— 0 byte disponibile su 3,04 GB

ElEEY COFs

WIN7PRO Gruppo di lavoro: WORKGROUP

Processore: Intel(R) Core(TM) i7-4558U CPU @ 2.80GHz
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e (@])(=]
@—u @/€* » Com... » Unita... » ~ | ‘,' [ Cerca Unita DVD (D) .. P ]
Organizza v Scrivi su disco 2 (G ®© e @ =]
% P v ’ +y || Cerca Computer R ]
3 Preferiti —  File attualmente sul disco (15)
B Desktop - ). disk | isolinux | T0-DO plsistema » =~ 0 O
Download boot 3 i T o
2 : b - pcs Unita disco rigido (1)
. Risorse recenti |, casper |, pool .
Disco locale (C:)
|, dart |, preseed - 1
~a Raccolte |, dists @" dart 94,8 GB disponibile su119 GB
= Document; s ] mdSsum Dispositivi con archivi rimovibili (2)
&= Immagini | install | | README.diskdefines
"< Documenti y Unita disco floppy (A:)
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Warning

DART DISCLAIMER | =

WARNING!!

* You will run these tools in a Live Windows environment.

These tools WILL make changes to the running OS and there is
ABSOLUTELY NO WAY to protect this live environment from
changing.

This is accepted risk you must be willing to take.

By proceeding you agree that you are willing to accept the risk
otherwise, if you don't want or you are not sure about what you are
doing, exit now.

Your antivirus may wrongly claims that there are infected files used by
Dart. Don't worry! It's quite a common problem in some of the
password recovery tools. They are FALSE POSITIVE.

Due to copyright restrictions, some toolkits in the Incident Response
section of DART need to be completed by the final user in order to
work properly: read the TO-DO.txt file for more instructions.

Continue executing DART?

Yes [No]

DEFT come strumento di Incident Response - Paolo Dal Checco - paolo@dalchecco.it


mailto:paolo@dalchecco.it

|

Cerca cartella
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Select Directory for logs

B Desktop File Modfica Formato Visualzza 7?7

> 44 Raccolte |

> h L
*¥ Gruppo home . DART started at 29/05/2014 20:39:00 .

> B User = XML HASH: 6513c07d04dd871e5¢c695d26151cd3bc #

n ,‘ Computer LA L L L AL AL A R AL AL A A A A AR R R R R R R R R R L

b ﬁ Rete

29/05/2014 20:39:09 >> dart\apgs\IR\RAM\-oonsols\Ou-pIt.exe [mD5S
HASH:84f0feb07beae896d471f45527d781b0]

29/05/2014 20:39:36 >> dart\aggs\m\m\noonso'ls\ou-pIt.exe [mD5
HASH:84f0feb07beae896d471f45527d781b0)

Crea nuova cartella

29/05/2014 20:40:08 >> dart\apps\Acguire\Iuage\FtkIuager\FTx Imager.
HASH:aab6cB8e9233b43ea7ef013d0e3a071e7b]

29/05/2014 20:40:25 >> dart\apps'\Nirsoft\usBDeview6d.exe [MD5
HASH:8638ac109d9dbaefe9f78a20ee0b830e]

29/05/2014 20:41:18 >> dart\apps'\Nirsoft\useDeviewb4.exe [MDS
HASH:8638ac109d9dbaefe9f78a20ee0b830e]

R Eda s 2 R 2 R R R e P R e e R R e R e R ]
- DART closed at 29/05/2014 20:43:42 -
LA 2 2 2 E 222 2 22 2 2 e s 2 2 e e R e R e R e e R R R R 2 e s ]
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GUI - Launcher

& DART2D ol ® ' =
I a r t DART XML hash: 6513¢07d4 88871 e5c6054061 51 cd3be
Swiph 2 A w0 Bemgm v Tindn d Q
) = - O
» ( \
e C = R >
Acqure Data Recovery Forersics Incidertt Resp. Networking Password Vinaslkze Utility
@ DART20 == |
83 Bumn QuackHash enables the 1 DART XML hash: 6513074 ddB871 e5c695d26151 cd3be
# DeepBurner (mdnadually or recarsiv a r t
¥ InfraRecorder ::::2‘6 SH.»\S‘:: Owptad Advarw et Mesgrorase Tt Q
20, - 3V
& <3 Copy CSVHTML file. ’ —y _ 0
# QuickHash  ; L e =>
| ¥ ForensicCopy Acquire Data Recovery Forensics Incident Resp. Networking Password Visualize Utility
W TeraCopy
# FastCopy B Burn The Forensic Tookat Imager (FTK Imager) 1s a commercial forensic magmg
W FastCopy 64-bt B0 Copy software package distnbuted by AccessData FTK Imager supports storage of
@ [ Image o disk mnages in EnCase's or SMARTs file format, as well as i raw (dd) format
83 Image With Isobuster technology budk in, FTK Imager Images CD's to a ISO/CUE file
. — _QFTKlmaoer combamation. This also inchades multi and open session CDs.
| e { *» Dumplt
# Nigiant32
#» HDDRawCopy
¥ RamCapture 32-bt
¥ RamCapture 64-bt
# PZenDump
# Scaner
|Q)IR£VEN. ’ ﬁSTMTASAM H % START AS CURRENT USER
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Ricerca veloce

@ DART20

dart

Owptal Advars ed Besporne Yook 2

Search Bar:

. USBDeview 32-bt
. USBDeview 64-bt
. UsbWrteProtect

o | ® 8
DART XML hash: 6513c07d044d871 e5¢695d26151 cd3be

4

@, REVEAL

{} START AS ADMIN % START AS CURRENT USER
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deft
Avvia come admin/current user

“s Controlio dell'account utente

%) Consentire al programma seguente di apportare
' modifiche al computer?

Nome programma: Dumplt.exe
Autore venficato: MoonSols SARL
Origine file Unitd CO/DVD
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Controllo integrita

r

| FTK Imager.exe - Blocco note lo|/@]| =]

File Modifica Formato Visualizza ?

MZL J Yy @ s g% 1! a

L***** DEFT RULEZ ***** run in DOS mode.$ N« s

“E@_*Ee_*fe@_E%e_.E@_#"A_"Fe_',0 >E@_1wp_%E@_1wé_Qfe_#°0_4€@_/A_

(Ee_1wu_s€e_ 'eA_-M_lwe "E@_1wl_+E@_1wl_+E@_1wY_ +£¢.Rich'ec PE L -

- g 6P aszs zr 55 I4 + r @ | pe

HO $ 4 $ 4 $ A~ 1% i s Xz @ur
ph @ reo .text

_r o+ zZr ‘.rdata Ag r h ~r @ @.data

au: - ih. W @ A.rsrc 2y - 5 e e e

u<ijyh[p; d; PI" jam0 3APEOdE CE,
g y-""= Lehf}a ud4CE "dp* E (™* CEU CEO4.* £e0 h (A MOQéu}s U<XU-CEA
cs Edx. dyyyCE, mafA Quaén- CEG:  30RAWANUEN<ER+EANOLE <M
HQ<U Ry- s x.saf}a t« Ee+Eaﬂ99£ar1<;Ee.. MEQMEYS™* AEU/CEE4.* gEuth OA UEReE|s
<Ea$-EA<MAXH <UA<E 3PAM ™ <U RUA<EALEX% <MALTYYY < 'Al-oxzygd-&hﬂd. yyy&Eu j J Mmces§

Seryyy U'SE’ "E“gIM“ Qe e <Mg@l¥~ AEUL<M EU- MaeQq 4£EU
<Eg<MOd% Y<aJAll nWm ;}yhpﬂ. dj Piaf ia‘bq3AX-EUPE6d£ AE;
eAPééyyyjA-QEu Syyyn * <SyyyfA, <o$yyyf fx yyyj Sh)éyyf % uB<Syyy+
{yyﬂ yy)gz MAé<- Yg— (EAL jy)?'
. hAu' ME@) g AEU tEH E.tSM L\yyy<U.fA-x.o Yy <. \yyy; -
AEU CE® .* AE(.AE0 CER@.* LEUEEU U

WY‘
x.oxyyyuu-au <nyyer- AEU €0, CEa h-9* 2$'* py-("* XEefle tqzapy-
PyueCE1 fra t:h(9* hsy* <nny-c0" %Eie:hLy* h\{ <uc:)); . x.£1jf)}1 5o -
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Controllo integrita
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@ DART20

dart

Owpt sl Advars o Bengoene Tookkt

=

Data Recovery

=]
£
[=]
1
Forensics Incident Resp.

o 8|8
DART XML hash: 6513c07d04dd871e5¢695426151cd3be

o

Visualize Utility

8 Bun
@ L Copy
B8 Image

MessageBoxDemo

o Hash s different: do you want continue ?

commercial forensic imaging
TK Imager supports storage of

* FTK Imager

# Dumplt
 Niglant32

# HDDRawCopy

#» RamCapture 32-bt
#» RamCapture 64-bt
# PZenDump

# Scaner

, _ It, as well as n raw (dd) format
mmmn:nh:ow;im” |
ssion CDs

|| reveaL l {}'snm;\smm ﬁstnuscmmm

~
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Alcuni esempi

DEFT come strumento di Incident Response - Paolo Dal Checco - paolo@dalchecco.it


mailto:paolo@dalchecco.it

Attivita di rete

B3 &cn =<~
file Edt View Options Help
pE | TADEDEA
Index Protocol Local Address Remote Address Local Port Remote Port  Local Host Remote Host -~
@18 TCP 192.168.2131 17319411325 49179 80 Win7Prolocaldom... millls18-in-f26.1e...
©19 TCP 192168.2131 107.20.166.233 49196 80 Win7Prolocaldom... ec2-107-20-166-23...
. TCP 192.168.2131 2122454548 49199 80 Win7Prolocaldom...
a TCP 192.168.2131 23331105 45202 443 Win7Prolocaldom... a23-33-1-105.depl...
o2 TCP 192.168.2131 173194113252 49198 80 Win7Prolocaldom... mild1sl8-in-f28.1e...
@B uopP 1921682131 19216822 54894 S3 Win7Pro localdom...
192.168.2.131 173194113247 Win7Prolocaldom... milllsl8-in-f231e..
@25 uoe 192.168.2131 255255255255 68 67 Win7Pro.localdom...
Q2% uoe 192168.2131 1921682254 68 67 Win7Pro.localdom... -
‘ "
00000000 16 O3 01 00 CE 91 00 090 Ch 6D F6 58 72 B ........ casRall’s
00000010 C7 B9 2A 8D 45 61 AS 82 1A 9C 1A F8 EN SD C8 BD e Bl s ans | P
00000020 N&F FB E2 BF 15 98 DB DC 06 38 BC 00 00 28 CO 2B  [p———— sl snnla?
00000030 CO 2F 00 9E CC 14 CC 13 CO GA CHO 99 COH 13 CO 14 ATy e
O00DOBN0 CO O7 CO 11 00 33 00 32 00 39 00 9C 00 2F o0 35 csccadel PucelD
00000050 00 04 00 0S5 00 04 01 00 0D 79 00 00 00 15 00 12 L. ...... N Py
00000060 00 00 OF 77 77 77 2E 67 73 7N 61 7N 69 63 2E 63 «..Ww.g static.c
00000070 6F 6D FF 01 00 01 00 00 OA 00 08 00 06 00 17 00 MMesinaa aasasnsa
00000080 18 00 19 00 0B 00 62 01 00 00 23 00 00 33 75 00 ........ ..B..3¢L.
00000090 00 00 10 00 1B 00 19 06 73 70 64 79 2F 33 08 73 cessssss SPAY/3.s
DO0DODAD 70 64 79 2F 33 2E 31 08 68 7h 74 70 2F 31 2E AN pdy/3.1. http/1.1
0000OOBO 00 0S5 00 05 01 00 00 00 00 00 OD B0 12 00 10 BY ... vvr covnnnns
O000OOCH 01 05 01 02 01 045 03 05 03 02 03 04 02 02 02 D ... irrr ceenanas
AOOAAANA 12 A0 00 14 A2 A2 A0 LA 10 00 00 &2 L1 Ak 7h 2R F RA \R
26 TCP/IP conversations, 1 Selected

1
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Periferiche USB

r

ellsaoanew' =R EchEx
File Edt View Options Help

Xgl oooeo HrF AN

Device Name Description Device Type Connected Safe To |
@ 0002.0000.0000.001.00... Dispositivo di input USB HID (Human Interface D... No Yes

@ 0002.0000.0000.001.00... Dispositivo di input USB HID (Human Interface D... No Yes

@ Port_20001 Hub_20002 Kingston DataTraveler 20 USB.. Mass Storage No Yes

@ Port_20001.Hub_#0003 Generic Bluetooth Adapter Bluetooth Device No Yes

@ VMware Virtual USB ...  Dispositivo USB composito Unknown Yes Yes

‘4 m ’

S item(s), 1 Selected NirSoft Freeware. httpoiwww.nirsoftnet  chidsis|
a
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Socket

- mm‘mzm_! TCP 192.168.2.131:49192
W TCP 15216821314 3
W TCP 19216821314 Item Value
“_._._!_TCP1Q.1582.|3|.; Port Protocol TCP
.
"""" ® TCP 192 1682 131¢ Local Address 192.168.2.131
B TCP 192168213145 Local Port o192
W UDP0000123 : 1)
W UDP 00003544 : = | Caption TCP 192.168.2.131:49192
¥ UOP0000:3702 :
W UDP000O3MR | || |oonvice Neme
N UDP00003702 : | | Remote Address 173.194.113.233
N UDP0000372 : ©
§ W UDP000OS00s : ¢ |Remte Port e
& UOP00005005 . Connection State Connection established (ESTABLISHED)
& UDP 00005355 -
® UDP 000049152 : Process Name C:\Program Files (x86)\Google\Chrome\Apphcation\chrome.exe
& UDP 0.00.0:56468 Process ID 1648
W UDP 000062919
. mvm.oo.u:mq Process Descrnption | Google Chrome
B UDP 12700.1:5831;
........ N 10P.192 382121 ~ | | Process Manufacturer | Google Inc. -
<\l ’ | [ — m J ’
hittp://www prserver.com || | Computer: WINTPRO |Unicode | =
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Processi

Actions
Process name | Thread count | Process path | Process D | -
Scaner exe S D:'\dart\apps \Acqure \Image \scaner \Scaner .exe 2328
WmPrvSE. exe 6 3284
svchost.exe S 1384
wuaudt.exe B 5%
Trustedinstaler .exe 3 235
dvome. exe 10 C:'\Program Fles (x86) \Google \COhvome \Appication \chrome  exe 1744
svchost.exe 9 728
dhrome. exe 34 C:\Program Fles (x& DLL information » r 1648
DART.EXE S D:'\dart.exe - . 2500
sudodg.exe 6 Theead information 2220
wmpne twk.exe 13 Virual memory » Draw
svchost.exe 14 el E
GoogleUpdate . exe S C:\Program Fles (x8 priorty Dump
exphrer exe 2 S¢ *i 732 F
dwm.exe 3 Termanate process 1276
taskeng. exe S 1332
taskhost. exe 10 19%
Searchindexer . exe 12 1983
svchost.exe 23 1192
svchost.exe 19 1096
spooisy .exe 13 1068
svchost.exe 16 508
svchost.exe 44 848
svchost.exe 2 804
svchost.exe 23 m
svchost.exe 24 720
svchost.exe 3 628
svchost.exe 10 S68
sm.exe 10 47%
sass. exe 7 8
services. exe 9 50
winlogon. exe S 396
curss. exe 9 368 -

Number of running processes: 39
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Avvio e spegnimento

"B TumedOnTmeien |

HAaOFaN
Oradiiniio  / tempo di Chiusura Durata Motivo di Arresto Tipo di chiusura
10/03/2014 08:42:47 10/03/2014 08:45:15 00:02:28 problema del sistema ¢ R1avv
¥ 10/03/2014 08:46:49 10/03/2014 22:15:15 13:28:26 problema del sistema o.. Riavwia
& 10/03/2014 22:15:32 11/03/2014 11:12:08 12:56:36
& 08/04/2014 15:32:00 08/04/2014 15:32:26 00:00:26 problema del sistema o...  Riavvia
& 08/04/2014 15:32:48 08/04/2014 15:45:13 00:12:25 problema del sistema o.. Riavvia
W 08/04/2014 15:45:35 08/04/2014 16:11:55 00:26:20 problema del sistema o...  Riavvia
O 08/04/2014 16:12:14 08/04/2014 16:12:21 00:00:07 problema del sistema o... Riavwvia
& 08/04/2014 16:12:42 08/04/2014 16:15:25 00:02:43 problema del sistema o..  Riavvia
& 08/04/2014 16:15:46 08/04/2014 16:16:13 00:00:27 problema del sistema o...  Riavvia
< 08/04/2014 16:16:32 08/04/2014 16:24:51 00:08:19 Arresta il sistema
< 08/04/2014 16:28:22 08/04/2014 16:28:25 00:00:03 problema del sistema o... Riavvia
O 08/04/2014 16:28:44 08/04/2014 16:29:14 00:00:30 Spegni
< 08/04/2014 16:31:18 08/04/2014 18:10:15 01:38:57 Arresta il sistema
@ 08/04/2014 21:59:44 08/04/2014 21:59:49 00:00:05 Sisterna Spegni
< 08/04/2014 22:00:53 08/04/2014 23:00:21 00:59:28 Spegni
 08/04/2014 23:04:10 08/04/2014 230703 00:02:53 Spegni
V 16/04/2014 11:39:57 28/04/2014 22:54:9 12 giorni « 11:14:32
& 29/05/2014 18:51:31 29/05/2014 18:52:02 00:00:31 problema del sistema o... Riavvia
 29/05/2014 18:52:21 1 giorni + 03:40:19
4 J
19 Voci (s), 1 selezionato Nir Soft Freeware. http'www.nirsoft.net
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Hash

rdeft

sociazLone

> PROMT

® |2

6

@ DART20
r DART XML hash: 6513¢07d04dd8715¢695d26151 cd3be
wdw »
[l MOSsums: Generating... =i
Search B{ 1y, [sD8 Hash .

pip/Lime Juicer. exe
‘ pip/Limelibs  exe
. pip/Props.exe

.Ixndouc/Shndovxu .axe 071720003 2£20b254144280285bat%6a
.lxndov-/Shouuqqor.oxo bffaldeSdfald71% 7f2eb61068854ade
.ﬂxndovn/Swlo File Parser v1.5.1 exe fac2751£fciB4atb7Eb26630%30269%9620 E 2000 and
. Windows/VN7 . exe ackc®74blebliTe07feaTelBbcifeldld
.lxndov-/\ll’l.ozo a235b037a0dOSTRCILILALLIEI L4 %) ssm.‘d-‘

. Windows /WRR . exe

Fey
O Unprocessed

@ 0K /Dore
Q Procesng
@ oDl

0Sec

falfblacilelifefabelcéddbiibSade
bEL435cEbb5313213el6ef0d44250a87
50aca’78cl30c6447D3d05891725490

Tecfi00a472d4170020fa1024c2190a14

Batch (15 of 15 Fde Infosmaton

Path
I oo ceensice\Windows\

N
J

“@Jm [ {?smzusmm [stmrscummm
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rdeft

sociazLQne

PROMT

Ricerca avanzata su file

4 File Edit View Search Tools Window Help @

- x
NERAE> »PrnelEER2 ® Q
' Man | Optons | Dates | ¥ Expert User
File name: * doc - Aa ? [M][Sm]
Containing text: trademark v Aa ?
ook c:\ v Disblides 5 &
saegd) | [>] o 0 Modfed: [Afters] Tods = Gatorss] [ Today w | #2
e e . Summary = Hits | Reports | b

Searching... Search Statistics

Found: 0 tems (0.00 KB)
Searched 0 items (0.00 KB)
Checked 6.622 items (5.48 GB)
Status: Running (03 secs)

< m »

Filtering C:\Windows\assembh\GAC_MSIL\Micro Filtering: 0 / 6622 Running: 03 secs CAP NUM SCRL
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Timeline

D:NdartNapps\IR\s leuthkit—win32\bin>f ls p
issing image nane
isage: fls [~adDFlpruvlU] [~f fstypel [~-1i imgtype] [-b dev_sector_sizel [-n dir/)
[0 imgoffset] [~z ZONE] [~-s seconds] image [images] [inode)
If [inode] is not given, the root directory is used

a: Display "." and ".." entries

d: Display deleted entries only

D: Display only directories
~F: Display only files

1: Displavy long version (like ls -1)

-1 imgtype: Format of image file C(use "—i list’ for supported types)

b dev_sector_size: The size (in bytes) of the device sectors
~f fstype: File system type Cuse "—-f list’ for supported types)
m: Display output in mactime input format with
dir/ as the actual mount point of the image

0 ingoffset: Offset into image file <{in sectors)

Display full path for each file

Recurse on directorv entries

Display undeleted entries only

verbose output to stderr

Print version

Time zone of original machine <(i.e. ESTSEDT or GMT)> <only useful wit

seconds: Time skew of original machine <{(in seconds) <only useful with

=
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File analysis
M

File Report Settings Language OpenSBI Help
Hashes | INl | Hex | Steams | Secuty | Hashes | MZHeader | PE Header
PE Sections PE Imports PE Exports PE Resowrces Disassembler Ascheve

OpenSBI | Steams | Secunty | Hashes | Aichive Hex | Stieams Text | Secuity
General | General | Anomabes | General | Anomalies | OpenSBI | Hex | Anomakes | OpenSBI

@' dart exe

Location: DA
Size: 2534400 000000000026AC00
Version
CRC-32 180FBS0C
MD5: 31B649C596858552EBE 27D0B14C5E 20CF
SHA-1: 566E15587DF7DEBFDF3925FE4FE4DEC3IAA4BBESE
Head only Duectory
Hidden Aichive
System file Symbolic nk
Creation: marted 18 gugno 2013 15:56:54 2013-06-18 15:56.54
Last access:  sabato 30 dicembre 1899 00.00:00 1899-12-30 00:00:00
Last write: marted 18 giugno 2013 15:56:54 2013-06-18 15:56.54
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Disk/Folder Image

Ele View Mode Heb
eaScadYBaa =R 1080 wREe 7.
Evidence Tree :
@ () Program Fles (x86) »  Name | Size | Type | Date Modified
9 ProgramData ) Risorse di rete 1 ReparsePoint  10/03/2014 20-.
& 3 ’ S — ). Risorse di stampa 1 Reparse Point 10/03/2014 20-.
. ). Saved Games 1 Directory 29/05/2014 16:.
2 3 e B Searches 1 Directory 20/05/2014 16:.
) Ml Users ). SendTo 1 Reparse Point 10/03/2014 20-.
&£ Defauk £ ) Videos 1 Directory 29/05/2014 16:.
© Defauk User | $B0 8 NTFSindexAll.. 10/03/2014 20..
& L) Publc B NTUSER.DAT Regular File 02/06/2014 14
85 User _ ntuser.dat.LOGI 25 Regular File 02/06/2014 14:.
@ % Windrae " ntuser.dat.LOG2 0 Regular File 10/03/2014 20-.
Custom Content Sources “ | __ NTUSER.DAT{016888b... 64 Regular File 10/03/2014 21:.
Evdence Fie System Path [Fle Opbons __ NTUSER.DAT{016888b... 512 Regular File 10/03/2014 21..
\\ PHYSICALDRIVEO:Partition 2 [122778M... Wikdcard,Con . NTUSER.DAT{016888b... 512 Regular File 10/03/2014 21:.. |
@ ntuser.ini 1 Regular File 10/03/2014 20:. ~
‘ m J ’
0000072 65 67 66 91 01 00 00-91 01 00 00 EB8 44 €B 93 regf-- -
00010 6F 7E CF 01 01 00 00 00-03 00 00 00 00 00 00 00 o~I---
00020 /101 00 00 00 20 00 00 00-00 90 O 00 01 00 00 OO -~~~
¢ 8 ) * |00030/SC 00 3F 00 3F 00 SC 00-43 00 3A 00 SC 00 S5 00 \-2-2-
0004073 00 €5 00 72 00 73 00-SC 00 SS 00 73 00 65 00 s-er-z+~
ew | | | vl Create Image | - = ‘ :
Custom Conte...| |Cursor pos = 0; dus = 1858617; log sec = 14868936; phy sec = 15075784
\\.\PHYSICALDRIVEO/Partition 2 [122778MB]/NONAME [NTFS)/[root])/Users/User/NTUSER.DAT '
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r

X AccessData FTK Imager 3118
Ele Vew Mode Heb
aasScadlBaa
Evidence Tree
Is comdg2
= ) config
Q
Q
R
o

RAM Dump

cm B 4 OW O wRe .

File List

. — s | [T Incude pagefie
Ipaqrﬁf'.t

Custom Content Sources

Evidence:Fle System Path [Fle [T Create AD1 fle

\\ PHYSICALDRIVED:Partition 2 [1227784

[ Coc |

| Rm&' Qeueml

For User Guide, press F1

WVVWWVaAV Vs

The Wi VA VA VYV VYV OVVTWY

0000020 |01 00 00 00 20 00 00 00-00 60 16 03

0000030 |65 00 6D 00 S2 00 6F 00-6F 00 74 00 SC

Directory 29/05/2014 17-.
Directory 10/03/2014 07:. _
Directory 08/04/2014 14:. ~
Directory 14/07/2009 02..
Regular File 02/06/2014 14:.
Regular File 30/05/2014 20-.
Regular File 02/06/2014 14:.
File Slack
File Slack
Regular File 30/05/2014 20-.
Regular File 30/05/2014 20-.
Regular File 30/05/2014 20-.
Regular File 30/05/2014 20-.
Regular File 29/05/2014 16:. ~
)
09 00 00 01 22 DF CE regfy -
00 00 00 00 00 00 00 o-1
01 000000 ----
00 S3 00 em-f
00 SC 00 y-s-t~

000004079 00 73 00 74 00 €5 00-6D 00 33 00 32

.

m

’

Custom Conte...| |Cursor pos = 0; dus = 4437250; log sec = 35498000; phy sec = 35704848

———
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‘«

Heap Inspector User
Readme_pacdmac pdf
ActuSecu-33-Forensic
HackMacOSX-GSDay .
HackMacOSX-TipsNT
readme _checkoutdma .
phn asm

booz_readme doc
uharc_license doc

Awer snmbmn don

Parsed 19 files.

File Path

D\dat\apps\Acquire
D\dat\apps \Antrvirus
D\dat\apps'\Forensic
D/\dat\apps \Graphic
D \dat\apps \IR\HWI
D:\dat\apps\IRNIOC
D\dat\apps \IR\RAM
D\dat\apps\IR\RAM _
D:\dart\apps\IR\ftkim
D:\dat\apps\IR\heap
D\dat\apps\IR'\pacd
D/\dat\apps\IR'\pacd
D:\dat\apps\IR'\pacd.
D:\dat\apps\IR\pacd
D:\dart\apps\IR'\pacd
D:\dat\apps\IR'\pacd
D/\dat\apps'\Lhiity\U.
D:\dart\apps'\Lhiity'\U

LA B S ULl L

Metadati

Fle MD5

TEBADDGFF344F 35E .
5565B984E6328A975
ABEF18CFDC444222
2E2285CC00E2079
ST8F25TET20FCENI.
86190025C556D9866 .
DAZAEBFBFI388781.
DA2AEBFBFI3B88781.
53959ACF58B08A408
8A5F91504B6BCC2F
7398DF48B321940C5..
8EI956A0EE181CD1
AT0BSCAL4FFESDAB..
ECDBIDAOCF531614
B3AD4B4625B875C 14
SC0946909512689€EF
278BBEETFEDEI260.
4C28BEVID172FETD..

Laalae 1 2 e e ol okl 3

FTKimager_UG book

Mcrosoft Word - regrip

Heap Spray Detection . Blackhat USA 2011
Readme_pacémac
#33 ActuSécu - Invest

Hack MacOSXwithout .

Mcrosoft Word - read .

adeft

sociazione
NO PRONMT
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deft
DART A

Futuri sviluppi

» Launcher grafico anche per Linux e Mac

* Creazione di un repository su server DEFT

* Funzioni di aggiornamento e autocompletamento del
pacchetto

» Rilascio riservato Law Enforcement con software dedicatl
* Localizzazione In rtaliano
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Ma non dimentichiamo
la DEFT Linux side

« UBUNTU Linux based

* Deve essere avviata al boot via DVD o USB

* |deale per eseguire cople forensi o triage

» Joolkit per acquisizione e analisi (timeline metadati,
supertimeline, registro, event, etc..

CieFi:
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deft

deft@

Mount read-only delle periferiche

& 79 « % ¥ 4 /root J
Places ¥ Name ¥ | Description Size Modifig :
& root . -android folder 04/09/2
B Desktop = ATTENTION — + x |2
3 Trash /2
Are you really sure to mount the device in WRITE MODE?
W Applications /2
a Floppy Disk /2
Y ——— 3 /2 T
— - @ONo | @Yes
/ — /2

E —

; Media . -java folder 04/09/2
__ Evidence ; ibnet-openssh-perl folder 04/09/2
__ Documents . -local folder 04/09/2
1 Downloads . -mountmanager folder 04/09/2
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dEFt@

Mount read-only delle periferiche

&l ™ <« *» v 4 /media/root/FLASHDRIVE

Places ¥ Name ¥  Description

& root . -fseventsd folder

I Desktop __ Trashes folder

-— am ..

L_;?_‘ Trash . dump iphone4 i we> > 4
Applicati

& Applications ey .

[ Floppy Disk B roct

— e I Desktop

o/ 5 Trash

L Media W Applications

_- Evidence H Floppy Disk

L Documents B3 FLASHDRIVE —

| Downloads B/
1 L Media

. Evidence
.. Documents

L Downloads

-
Size Modified
04/08/2014 09:58
04/08/2014 09:09
/media/FL;S;t:I‘l;;t]:/‘E‘ o
Name i
. fseventsd
. -Trashes

. dump iphone4

Description
folder
folder
folder

Size

adeft

ssociazione

NO PROMY

Modified

04/08/2014 09:58
04/08/2014 09:09
04/07/2014 18:30
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Autopsy

http://www.sleuthkitorg

Solo per Law Enforcement ed enti governativi
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Adeft

azione

deft@

e The Sleuthkit 4.1.3
e Digital Forensics Framework 1.3 wDF

e Implementato il supporto a Bitlocker - libbde

e Mobile Forensics, Android & iOS
e Skype Extractor 8

e Osint Browser

~
71D

e Maltego Thungsten @°
MALTEGOD

e Centinaia di tool
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dEFt@

E° possibile eseguire applicazioni di DART anche su Linux

CEEK S

I Se I Type

Lanciando i singoli exe

% wine /cdrom/dart/

apps/Acquire/
Ftkimager/Ftk
Imager.exe

File Edit Tabs Help
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dEFt@

deft

E° possibile eseguire applicazioni di DART anche su Linux

] 1

LXTerminal evidence

Ele Yew Mode Hep

@ o -
o oo = - 0 o] 22 @
Eviderce Tree Pl List
@ a r Nams | e | Type
Deat sl Advans ed Respore Toolt
Search Bar:
\ FTK Imager Custom Content Sources
I Evidencs:Fis Systam|PathiFis Options
a root:/cdrom
File Edit Tabs Help | 5
F S

I

Tramite DART
% cd /cdrom

% wine dart.exe
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e Basato su Lubuntu 13.10 x86 - EFI

e La solidita di deft 8 in una nuova release di soli 400 MB
di Iso

e Ottimizzato per le sole acquisizioni

e Guymager, command line tool
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| if Accessori
| £ Audio e Video

| 4 e ) Dhash2
| b Grafica » €2 Imaging » & MdSdeep
| @ Internet v & Dischi & MdSsum
l B UFficio » g Gestore file PCManFM & Shatdeep
Q Strumenti di sistema , = GParted & shatsum
2 preferenze @ Midnight Commander [ Sha256deep
MountManager & sha256sum
- & shas12deep
2’ Logout g Ssdeep

Terminal ~ Guymager .cioce file
emulator PCManFM
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def
Usi noti di DEFT e DART ““*

THE NEW BANK

sy U.S. DEPARTMENT OF

@ ENERGY
C

ity

CARABINIER!

| ——
Polizia di Stato

'|POLITIET

) o
DSTFINNMARK POLITIDISTRIKT NEC gpcrsa gRCsRt
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adeft

fffff )7!0{](—5

Grazie per 'attenzionel!

Domanae?

www.dalchecco.it / paolo@dalchecco.it / @forensico

www.difob.it / pdc@difob.it / @studiodifob
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