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Prepare for DDoS Attacks
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PAROLE CHIAVE:

e DDOS
« NTP

e REFLECTION

* MRTG
e tcpdump

° Nmap
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Riflessione

ntodc -n -¢c monlist 192.168.255.102

| ntp-monlist:

| Other Associations (588)
195.36.11.215 (You?) seen 5 times. last tx was unicast v2 mode 7
195.36.11.144 seen 2 times. last tx was unicast v2 mode 6
31.220.12.214 seen 6227 times. last tx was unicast v2 mode 7
37.187.76.37 seen 8641 times. last tx was unicast v2 mode 7

Attaccante

88.180.4.241 seen 7595 times. last tx was unicast v2 mode 7
94.23.19.43 seen 40198 times. last tx was unicast v2 mode 7
177.11.48.16 seen 25066 times. last tx was unicast v2 mode 7

|

|

|

|

| 198.50.176.10 seen 27231 times. last tx was unicast v2 mode 7

|

|

|

| 192.186.133.66 seen 14429 times. last tx was unicast v2 mode 7
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Fattori di amplificazione di alcuni protocolli applicazione su UDP

DNS

NTP
SNMPv2
NetBIOS
SSDP
CharGEN
QOTD
BitTorrent

da28asy
556.9

6.3

3.8

30.8
358.8
140.3

3.8
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Tassonomia dei monitoraggi di rete

K. J. Jones, R. Bejtlich e C. W. Rose
Real Digital Forensics, Computer Security and Incident Response

Full content data
Session data
Alert data
Statistical data
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MRTG: esempi di anomalie

PtP Telecom (2.113.4.41) PtP Telecom - billbruford (2.113.4.42)
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MRTG: switch DMZ porta Fa 0/12

VMWare Rachmaninoff (204 201 .210 .200)
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Soluzione: ACL sul cisco!

access-list 102 remark === ... vulnerabilita' udp su VMWare
access-list 102 deny udp any host 195.36.11.204

> .

Internet

& Cisco1841 (Telnet)
Cisco 3xxx (Telecom) ” '~

/ I e ——

Ty, —
2.113.4.41/30 - -

[ LN
|

195 36,11 254/26

ase02233ans |J
- - - ‘ 195.38 11.253:2 rachmaninoff

2113.4.42/30 PR
billbruford -keithemerson

lonylevin
180

254 195 36.11.204/26
200 201 210

1721611 0124

195.36.11.128/26

MARCO CARLO SPADA OPEN DAY DFA 2014 —IL DDOS su NTP DEL 10/2/2014




Ho finito?

Analisi dei dati raccolti e approfondimenti:
studio del tipo di attacco e dei precedenti noti,
delle vulnerabilita segnalate e dei bollettini.

Verifica estesa su tutte le altre reti/installazioni,
aggiornamento degli strumenti di indagine (nmap).

Riesame critico dell'implementazione per individuare eventuali

interventi migliorativi sull’ infrastruttura, eventualmente da tenerin
conto nella progettazione delle prossime realizzazioni.
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